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AES — CMCCvl, AVALANCHEv1, CLOCv1, and SILCvl are four candidates of
the first round of CAESAR. CLOCv1 is presented in FSE 2014 and SILCvl
is designed upon it with the aim of optimizing the hardware implementation
cost. In this paper, structural weaknesses of these candidates are studied. We
present distinguishing attacks against AES — CMCCvl with the complexity of
two queries and the success probability of almost 1, and distinguishing attacks
on CLOCv1 and SILCv1 with the complexity of O(2"/2) queries and the success
probability of 0.63, in which n is bit length of message blocks. In addition, a

Attack. forgery attack is presented against AVALANCHEv1 which requires only one

query and has the success probability of 1. The attacks reveal weaknesses in the

structure of these first round candidates and inaccuracy of their security claims.

© 2015 ISC. All rights reserved.

1 Introduction

rivacy and authentication are two main goals in
P information security. In many applications, these
security parameters are required, simultaneously. For
example, in the transport layer security (TLS) the
MAC-then-Encrypt approach [1], which is a generic
approach, is used. A cryptographic scheme that pro-
vides both privacy and authentication is called au-
thenticated encryption (AE) scheme.

An AE scheme takes message M and optional as-
sociated data A and generates a ciphertext C' and an
authentication tag T" as output. Most of AE schemes
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use nonces as a part of the input, denoted by IV, and
it has an important impact on their security. An AE
scheme has two main components: an iterative struc-
ture and a primitive that is iterated in the structure.
A flaw in the structure or primitive of an AE scheme
can lead to a flaw in the scheme. Therefore, attacks
on AE schemes can be divided in to two categories:
the structural attacks, and the attacks that use the
weaknesses of the AE schemes primitives. For a struc-
tural attack on the AE scheme, it is supposed that
the primitive of the scheme is an ideal primitive.

Authenticated encryption has received considerable
research interest in the recent years [2], especially with
the NIST-funded CAESAR [3] which is an ongoing
competition in this field. In March 2014, 57 candidates
were submitted to the CAESAR as the first round
candidates. An overview and a classification of the
candidates is presented by Abed et al. in [4].

AES — CMCCv1 [5], AVALANCHEV1 [6, 7], CLOCv1 [8],
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and SILCv1 [9] are four CAESAR candidates, which
are published for public comments in the first round
of the competition. All these schemes are block
cipher-based modes that can be instantiated with any
block cipher. The prefix AES in AES — CMCC means
that the submission use AES [10] as the internal
block cipher. In this paper, we study the security
of AES — CMCCvl, AVALANCHEv1l, CLOCvl, and
SILCvl and we show that the claimed security for
the confidentiality of AES — CMCCvl, CLOCvl and
SILCv1, and also for the integrity and confidentiality
of AVALANCHEV1 are not satisfied.

1.1 Related Work
1.1.1 AES — CMCCvl.

A cryptanalysis of AES — CMCCv1 is published in [11],
in which a forgery attack is presented on the stateless
version of AES — CMCCv1 by only one query and it is
shown that the existence of a forgery for the stateless
version of AES — CMCCv1 leads directly to a two-query
distinguisher in the nonce-reuse setting. The success
probability of this attack is almost 1, for the short
messages, and 277 for longer messages [11].

1.1.2 AVALANCHEvVL.

The only published attack on AVALANCHEV1 is a key
recovery attack with the complexity of 2//2, in which
! is the length of the secret key [12].

1.2 Our contribution

1.2.1 AES — CMCCvl.

In the stateless version of AES — CMCCv1, the security
goal for the confidentiality of plaintext is claimed to
be 128-bit [5]. In this paper, an efficient distinguishing
attack on the scheme is presented, which requires only
two queries to the algorithm and has the success prob-
ability of almost 1. This attack disproves the claimed
security for the stateless version of AES — CMCCvl.

1.2.2 AVALANCHEvL.

In this paper, a very efficient forgery attack is pre-
sented on AVALANCHEv1, which requires only one
query to the algorithm and has the success probability
of 1. This attack disproves the security goal for the in-
tegrity of plaintext, which is claimed to be 127-bit [7].
In addition, the attack is exploited as a distinguishing
attack against AVALANCHEv1, demonstrating that
the claimed security goal for the confidentiality of
plaintext (n-bit, where n is the block length of the
underlying block cipher) [7] is not correct.

18:0ured)

1.2.3 CLOCv1 and SILCv1.

The claimed security for the confidentiality in CLOCv1
and SILCv1 has time complexity of 2", where n is the
block length of the underlying block cipher [8, 9]. In
this paper, a distinguishing attack is presented on the
schemes with the success probability of (g% —3¢+2) /2",
where ¢ is the total number of queried message blocks.
This attack shows that the confidentiality of CLOCv1
and SILCv1 is upper bounded by O(27/2).

1.2.4 Organization

In the rest of the paper, related concepts and pre-
liminaries are defined in Section 2. A brief descrip-
tion of the stateless version of AES — CMCCvl and
a distinguishing attack on the scheme are presented
in Section 3. AVALANCHEV1 and a forgery attack on
the scheme are explained in Section 4. In this sec-
tion, the forgery is exploited as a distinguisher for
AVALANCHEvVL, too. In Section 5, CLOCv1 and SILCv1
are introduced and a distinguishing attack is shown
on these two schemes. Finally, the paper is concluded
in Section 6.

2 Preliminaries

In this paper the plaintext is denoted by M and the
ciphertext is denoted by C, a short string of bits, which
is used to authenticate the decrypted message M, and
provides integrity of message and authenticity of the
sender is tag and denoted by 7. In some applications,
an auxiliary data which is denoted by Associated
Data A is used, that should be authenticated, but left
unencrypted. In addition, through the paper we use
the following terms:

Confidentiality: Property to assure that informa-
tion is not made available or disclosed to unauthorized
individuals, entities, or processes.

Integrity: Data integrity means maintaining and
assuring the accuracy and completeness of data over
its entire life-cycle.

Authenticity: Property that ensures the identity
of a subject or resource is the claimed identity.

Authenticated Encryption Scheme: An au-
thenticated encryption scheme takes message M and
provides confidentiality, integrity, and authenticity of
it, all together.

Authenticated Encryption Scheme with As-
sociated Data: An authenticated encryption scheme
which beside confidentiality, integrity, and authen-
ticity of the message M, provides the integrity and
authenticity of the associated data A.

Secure Authenticated Encryption Scheme:
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An authenticated encryption scheme is secure if one
cannot violate the property of confidentiality, in-
tegrity, and authenticity of the scheme except using
brute force methods.

Distinguishing Attack: An attack which can be
used to distinguish a scheme (or algorithm) from a
random oracle.

Random Oracle: An oracle (black box) that re-
sponds to any new query with a (truly) random re-
sponse chosen uniformly from its output’s domain.

Forgery Attack: An attack which can be used to
find a forgery authentication tag for a message.

3 AES - CMCCvl

3.1 Specification

AES — CMCCv1 [5] is an authenticated encryption
scheme which has two main stateless and stateful
versions. Since the given attack is on the stateless
version of the scheme, this version is described here.
The scheme gets message M, key K, nonce N, and
optional associated data A and produces ciphertext
C and an authentication tag T. The procedure is as
follows:

First, the scheme uses a key generation algorithm
and produces the keys K, Ly, Lo, Lo, and Lg [5]. Then,
it gets the 16 — | V| most significant bytes of constant

0xb6b6b6b6b6LELELELELELELELELEHEDE

and prepends them to N to obtain N’. It computes
W = Ew(N') and Q = M || Z, where E is the
block cipher (e.g. AES) that is used in the CMCC
mode and Z is a bit string with 7 zero bits (7 is the
length of the authentication tag). Using the param-
eters, AES — CMCCv1 acts as follows to produce the
ciphertext and tag.

Q=" P

X = CBC(W, Py, L3) & P,

where CBC(z, y, z) is CBC encryption with initializa-
tion vector z, plaintext y, and key z.

Y=X]A
Suppose that B is the block length of E&. If |Y| < B
and |P1| < B, then:
Xo = Ep,(Y || zero padding) ® P,
else
Po=P|...| Pl Prit

where i > 0, P ;... P are the full blocks and P; ;41
is a partial block,

V =MAC(W,Y, L)

where MAC(z,y, z) is MAC algorithm with initializa-
tion vector x, plaintext y, and key z.

Xo=V&Piy | Br, (V+)@PL: | ... || Bp (V4@ Py

X1 = CBC(W, X2, L1)

The output of the algorithm is X7, X5, and N’. The
stateless version of AES-CMCC vl when |Y| > B is
depicted in Fig 1.

3.2 Distinguishing Attack

In this section, a distinguishing attack is pre-
sented on AES — CMCCvl. In AES — CMCCvl, there
is a public message number N. Given constant
0xb6b6bBbELbELELELELELELELELELELELE and nonce
N, the scheme gets 16 — | N| most significant bytes
of the constant, and prepends them to N to obtain
N’. Now, N’ is used through the message encryption.
If the adversary, for any arbitrary M and A, queries
{A, N1, M}, where N; = 0xb6, and he receives
{A,C,N1,T}, then he can generate the following
pairs as the forgery:

e {A,C, Ny, T} where No = 0xb6b6.
e {A,C, N5, T} where N3 = 0xb6b6b6.

e {A,C, Ny, T} where Nig = 0xb6b6b6bEL6LELE
b6b6b6L6ELELELELEDLG.

Although the transferred value to the receiver is
{A,C, M, T}, the above observation can be used to
distinguish the AES-CMCC v1 from a random oracle
as follows:

(1) Choose any arbitrary M and A.

(2) Set N1 = 0xb6, query the tuple (N1, M, A) to
AES-CMCC vl1, and receive (C, Ni, A, T).

(3) Set Ny = 0xb6b6, query the tuple (Ng, M, A)
to the given AE, and receive (C’, N, A’ T").

(4) Output 1if (C", N}, A, T') = (C, N{, A, T); oth-
erwise, output 0.

Note that an adversary which queries AES — CMCCv1l
will output 1 with the probability of 1, while an ad-
versary which queries an ideal AE will output 1 with
a negligible probability.

4 AVALANCHEv1

4.1 Specification

AVALANCHEV1 gets message M of m blocks, optional
associated data A of arbitrary length, and nonce N
and produces ciphertext C' of m+1 blocks and authen-
tication tag T'. The scheme is based on two algorithms:
i.e. PCMAC to process the message, and RMAC to
process the associated data. Key of AVALANCHEv1
is K = (Kp,K4) where Kp is the secret key to be
used in PCMAC, and K 4 is the secret key to be used
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Figure 1. Stateless version of AES — CMCCvl when |Y| > B
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in RMAC. Assume that M = M[1]|...||M[m] is the
message, where M[i] is the i*" block of the message,
C = C[0]|| .. .||C[m] is the cipher, where C[i] is the *"

block of C, n is the bit length of the blocks, and T is
the final authentication tag. To produce (N, A,C,T)
given (M, A), AVALANCHEv1 does as follows:

(N,C,7p) = PCMAC(M)

74 = RMAC(A),

where 7p is an interface for PCMAC and 74 is another
interface for RMAC. 7p is computed as:

Tp =1 @0,

where r is a random number generated by PCMAC
and o is:

o= ZMM (mod 2™).

The final tag T is computed as:

T:TPEBTA.

The illustration of the encryption mode of
AVALANCHEV1 is depicted in Figure 2. In this figure,
E is a block cipher such as AES and ctr represents a
counter. It is clear that the length of the ciphertext
is one block longer than that of the plaintext. The
additional block corresponds to the encryption of
random number 7.

4.2 Forgery Attack

In this section, an efficient forgery attack on
AVALANCHEV1 is presented, which requires only one
query to the scheme. The attack can be used as a
distinguisher of AVALANCHEv1. In the main refer-
ence of AVALANCHEV1 [6, 7], it is stated that there is
no secret message number in this scheme. Given this
property, a valid forgery attack on AVALANCHEv1
can be presented as follows:

(1) Query (M, A) and receive (N, A, C,T), where
M = MM [M[m — 1[Mm], C =
Clojicf...Cm — 1|C[m] and T =
RMAC(A) @ r @ (> i~ M[i] (mod 2™)).

(2) Output (N, A, C’, T") as the forgery tuple, where
¢ =coplenl...ICm -1 and T" = T —
M[m] (mod 2™).

To verify the given tuple, receiver recovers M’ =
M)|M2]||...||M[m — 1] and the same r from the
given C' and N. Now, the receiver verifies whether
T £ RMAC(A) @ r @& (37" M[i] (mod 2)) or not,
where:

m—1
RMAC(A) @ 7@ (Y M[i] (mod 2")) =
i=1

m—1
RMAC(A) @ 7@ (Y | M[i] + Mlm] — M[m] (mod 2")) =
=1

RMAC(A) &1 & (Z MI[i] — M[m] (mod 2")) =
i=1
T — M[m] (mod 2™) =T’

Hence, the forgery tuple is authenticated with prob-
ability 1.
Remark 1. Designer of AVALANCHEvV1 states “Ap-
pend a unique End-of-Message character to the
end of M” and divide the message into blocks with
length n. However, it is not clear from the text what
that character is. Anyway, given that any character
has a binary representation and assuming M1 =
M1]]|| ... ||M[m — 1] is a valid padded message, then
the adversary can query for M2 = M1||M|[m] as its
query to do the forgery. Then the given attack works
in that case as well.

4.3 Using the Forgery as a Distinguisher

The forgery attack on AVALANCHEv1 can be used
to distinguish the scheme from a random oracle as
follows:

(1) Query (M, A) and receive (N, A,C,T).

(2) Using (N, A,C,T), generate (N, A,C",T') as
the forgery tuple corresponding to the forgery
attack scenario.

(3) Output 1,if (N, A, C’, T") is authenticated; oth-
erwise output 0.

Note that an adversary which queries AVALANCHEvV1
will output 1 with probability 1, while an adversary
which queries an ideal AE will output 1 with negligible
probability.

5 CLOCv1 and SILCv1

5.1 Specification

The AE scheme, CLOCv1 [8] submitted to the CAE-
SAR, is presented in [13]. The main difference of the
CAESAR submission from [13] is that the minimum
data unit is defined to be a byte (8-bit) string and
CLOC v1 is instated based on AES for 16-byte block
length and TWINE [14] for 8-byte block length [8].
SILCvl [9] is another candidate for the CAESAR,
which is designed upon CLOCv1l with the aim of
optimizing the hardware implementation cost of
CLOCv1 [9]. Because of the similarity of the two
schemes, they are specified together.

CLOCv1 and SILCv1 get message M, optional asso-
ciated data A, and nonce N and generate ciphertext C'

1S¢0ured)
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Figure 2. Counter-based parallelizable mode of encryption used in AVALANCHEv1 [6]

and the authentication tag T'. Thus, the schemes using
three subroutines based on the key K, are as follows:

e HASHy for the authentication of the associated
data A,

e ENCk for the encryption of the massage M, and

e PRFk for the authentication of the ciphertext C.

The presented attack on CLOCvl and SILCv1 is
based on the relation between the message and ci-
phertext in the subroutine ENCg. Hence, ENCg will
be explained in the following subsection. For the de-
tails of other subroutines of the schemes, one can refer

to [8, 9].

5.1.1 Encryption by CLOCv1 and SILCv1.

Suppose that V is a value which is computed in the
authentication procedure of the associated data, A,
using the subroutine HASHg, E as a block cipher and
K as the key of block cipher. The pseudo-code of the
encryption procedure of CLOCv1 and SILCv1 (i.e. the
subroutine ENCk) is depicted in Table 1 [8, 9]. In
this table, € is an empty string and M[i] and C[i]
are n-bit blocks of the message M and ciphertext
C, respectively, msb;(X) is the most significant (the
leftmost) I bits of X, | X | denotes the bit length of the
string X, and fizl is a bit-fixing function to fix the
most significant bit of an input string to “ 1”7 . For a
given string X, the bit-fixing function is defined as
fizl(X) = X V10X~ where V is the bit-wise OR
operation.

ISeGure@

Algorithm 1 Encryption pseudo-code of CLOCv1
and SILCv1 [8, 9].

Input: K, V, M

Output: ENCk(V, M)

1: if |[M| = 0 then

2: C+—c¢

3:  return C

4: end if

5. (M[1],...,M[m]) < M

7. fori+ 1tom —1do

8 Cli] + Sg(i) ® M]i]

9:  Sgli+ 1] « Ex(fixl(C[i]))
10: end for

11: Cm] + msb|M[m]|(SE[m]) @ M[m]
12: C + (C[1}],...,C[m))

13: return C'

5.2 Distinguishing Attack

In this section, an observation on CLOCv1 and SILCv1
is presented and it is extended to a distinguishing
attack on the schemes.

Theorem 1. Suppose that M = M[1]||M[2]||...|| M [m]
is a message, where M[i] is an n-bit block, and C' =
CAIC2]||.--|IC[m] is the ciphertext of M encrypted
by CLOCv1 orSILCvl. For1 <i,j <m-—1,

C[i] = C[j] or Cli] ® C[j] = 10!
iff

Cli+1eClij+1]=Mli+1]e M[j +1].

Proof. Suppose that, for 1 < i,j < m—1, C[i] = C[j]
or Ci] ® C[j] = 1071 Then,

fizl(Cli]) = fizl(C[j])

= Bk (fizl(Cli]) = Ex(fiz1(Cj])

= Ex(fizl(Cli])® M[i+ 1] @ M[j + 1]

= Ex(fizl(C[j]) ® M[i+ 1] @ M[j + 1]
=Cli+1leMj+1]=C[j+1]® Mi+1]
=Cli+1eCj+1]=M[i+1]® M[j+1].

Conversely, suppose that, for 1 <14, <m—1,C[i+
1@ Clj+1] = M[i+ 1] ® M[j + 1]. Then,
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Ex(fixl(Cli]) ® M[i + 1) ® [Ex (fizl(C[j]) & M[j + 1]

=Mli+ 1] & M[j+ 1]
= Ex(fizl(Cli]) = Ex (fizl(Clj])
= C[i] = C[j] or C[i] ® C[j] = 10" .

O

Theorem 1 is extended to a distinguishing attack
on CLOCv1 and SILCv1 as follows:

(1) Choose message M = M[1]|M[2]|...||M]q],
where M|i] is an n-bit block.

(2) Query the ciphertext of M encrypted by CLOC
vl or SILCv1 and find C' = C[1]||C[2]]| - .. ||C]q].

(3) If, for 1 < 4,5 < g — 1, the equation C[i] =
C[j] or C[i] ® C[j] = 10"~ yields the equation
Cli+1]eClj+1] = M[i+1]® M[j+1], output
1, otherwise output 0.

Note that, according to Theorem 2 below, an adver-

sary will output 1 with O(2"/2) queries to CLOCv1 or
SILCv1, while the adversary needs O(2") queries to
an ideal AE to output 1.
Theorem 2. The distinguishing attack on CLOCvl
or SILCv1, which is explained above, has the success
probability of (¢*> — 3q + 2)/2™, where q is the total
number of queried message blocks.

Proof. Suppose that an adversary chooses message
M = M[1]||M[2]]] ... ||M][q], where M][i] is an n-bit
block, and queries the ciphertext of M encrypted by
CLOCv1 or SILCv1 to find C = C[1]||C[2]]| - - . [|C]q]-
For 1 < 4,5 < ¢ — 1, the probability of C[i] = C[j] is
C(q—1,2) x 27", where C is the notation of mathe-
matical combination. Also, the probability of C[i] &
C[j] = 10n~1 is C(q — 1,2) x 27™. Then, the suc-
cess probability of the adversary to find C[¢] and C[j],
such that C[i] = C[j] or C[i] ® C[j] = 10", is:

1—(1— 2—n)2><C(q—1,2) =1-(1- 2—n)(q2—3q+2)

_4a®-3q42
27

~1—e

O

where for ¢ = 2"/2, the success probability would
be almost 1 — e~ = 0.63.

6 Conclusion

In this paper, several distinguishing attacks were pre-
sented on AES — CMCCvl, CLOCv1, and SILCvl, and
it is shown that the claimed security for the confiden-
tiality of these CAESAR candidates were not accu-
rate. In addition, a simple and efficient forgery attack
against AVALANCHEv1 was shown and exploited as
a distinguishing attack on the scheme. This attack
demonstrates that the claimed security for the in-

tegrity and confidentiality of AVALANCHEv1 were not
accurate.

The given attack on AES — CMCCv1 exploits a flaw
on the padding rule of the nonce in the scheme. How-
ever, the given flaw is minor and can be fixed by
padding any short nonce with appending 0 to its MSB
and putting some restriction on the nonce-misusing.

The attack on AVALANCHEvV1 exploited a flaw on
the padding of this AE scheme, which do not include
the length of the secret message in the padding. How-
ever, even including the length of the message in
the last block will not fix the problem and with a
clever selection of the queried message, it would be
possible to apply a forgery attack on such variant of
AVALANCHEvV1. The suggestion would be to change
the way that the tag is generated. In the current
version, the tag-generation mainly exploited XoR or
modular addition which is very efficient for implemen-
tation; but, it allows the adversary to do the given
forgery attack on the scheme.
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