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1 Introduction

The radical evolution of network and wireless tech-
nologies has influenced most countries worldwide.

The Internet of Things (IoT) is an innovation in technology. Continuous
advancements based on the IoT cloud have revolutionized the lives of humans,
and remote health monitoring of patients is no exception. The Telecare Medicine
Information System (TMIS) allows physicians, other health care providers
and patients to observe the medical data electronically. Therefore, security
in remote medicine has always been a serious challenge. Recently, to make a
secure communication system, biometrics-based schemes have played a crucial
role in IoT, Wireless Sensor Networks (WSN), etc. are gaining popularity due
to their authenticity and high security properties. Many key agreement schemes
have been presented in this literature. These schemes are only for authorized
access to medical services and initiate a session to negotiate a shared essential
between users and servers. Recently, Xiong et al. and Mehmood et al. presented
key exchange methods for healthcare applications that claimed these schemes
provide greater privacy. However, we show that these schemes suffer from
privacy issues and key compromise impersonation attacks. In this paper, to
remove such restrictions, a novel scheme (ECKCI) based on Elliptic Curve
Cryptography (ECC) with KCI resistance property was proposed. Furthermore,
we demonstrate that the ECKCI not only overcomes problems such as key
compromise impersonation attacks in previous protocols, but also resists
all specific attacks. Finally, a suitable equilibrium between the performance
and security of ECKCI in comparison with recently proposed protocols was
obtained. Also, the simulation results with the Scyther and ProVerif tools show
that the ECKCI is safe.

(© 2024 ISC. All rights reserved.

This often allows people to use various Internet-based
medical services. Due to the reduction in hospitaliza-
tion costs, travel costs and time savings, they prefer to
use online medical services over the Internet. Health-
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care has attracted more attention in countries with
older populations. IoE, known as the Internet of Ev-
erything, is a new technology model being embraced
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as a global network of devices capable of interacting
with each other [1]. TMIS is an emerging network that
allows patients to transmit their health data, com-
municate virtually with doctors over the Internet or
mobile networks, allow doctors to visit patients and
exchange critical information with other doctors. So
far, multiple applications of TMIS, including e-health
care, home monitoring facilities and etc., have been
introduced. For example, a valuable electronic Health
(eHealth) system can help in make medically informed
decisions [2]. WBAN nodes are wearable devices put
on the patient’s body and measure body temperature,
blood pressure and so on. Two entities play key roles
in TMIS: the user and the medical server. It is well
known that information sent over the Internet is not
secure. Telecare servers keep patient’s electronic med-
ical records and personal information for better diag-
nosis by doctors. Furthermore, since wearable devices
have disadvantages such as limited storage power, the
storing a set of medical data generated in real time [3]
is complex. So, cloud computing, as sufficient storage
space, is used for WBAN nodes. In cloud computing,
the medical information of patients can be submitted
to a cloud server, and diagnosis based on this data
in the cloud server can be done. So, the compromises
of user’s privacy happen by disclosure of this infor-
mation. Since medical servers store electronic health
records of all legal users in hospitals, making general
decisions through the cooperation of some doctors
is very useful. Since TMIS operates in open environ-
ments and a public channel is used in the authenti-
cation phase to send patients medical information,
therefore, the protection of confidentiality, integrity
and user privacy in TMIS and mutual authentication
of patients and server are big challenges [4]. There-
fore, Key Compromised Impersonation (KCI) attacks,
replay attacks and etc., can be done with a malicious
attacker. So, a shared key between the entities must
be used after mutual authentication. Once the key
is established, the encrypted medical information is
sent to the entity as ciphertext [5]. So, the concept
of secure authentication is necessary for TMIS. How-
ever, it can be a daunting task for doctors to make
an accurate medical diagnosis for new patients. Since,
the doctors do not have access to patient’s Electronic
Health Records (EHRS), such as medical tests, lab
results, billing information, medical history, medica-
tions and insurance details. The proposed schemes in
this regard should benefit from the following charac-
teristics [6]: (1) The wrong identity, password and bio-
metric data should be detected before entering users.
(2) The complexity of communication and computa-
tional should be low in the key agreement phase, as
long as security is not compromised. (3) The scheme
must resist many attacks, such as KCI attacks, along
with a guarantee of mutual authentication. (4) The
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Figure 1. A public architecture for TMIS [9]

system should provide security features such as clock
synchronization and known key secrecy. In this line,
Mehmood et al. [7] and Xiong et al. [8] presented
biometric-based authenticated key agreement (AKA)
schemes in TMIS. While their schemes are efficient,
we show that their schemes suffer from security flaws
such as KCI attacks. Therefore, providing a novel
secure scheme that can address the security vulnera-
bilities of these schemes is an instantaneous need. To
resist the flaws found in these schemes, our objective
to propose a novel method to relieve the attacks men-
tioned in the examined protocols in this paper while
retaining many security properties. Until now, differ-
ent cryptographic algorithms such as hash function,
Elliptic Curve Cryptography (ECC), chaotic map, bi-
linear pairing, RSA and lightweight operations have
been used. However, among them, ECC, as a public
key encryption algorithm, has advantages over other
public key algorithms such as RSA, including it has
a 160-bit key, while RSA uses a 1024-bit key, and the
time of calculating RSA’s exponential operation is
much longer than the elliptic curve operation. In addi-
tion, a generic view of TMIS is presented in Figure 1.

1.1 Main Contribution and Motivation

Two authentication protocols for TMIS have been
presented by Xiong et al. and Mehmood et al.. We
find that the KCI attack on these two protocols is
applicable and has several drawbacks. Next, to solve
the mentioned security issues and circumvent the
drawbacks, we proposed an efficient lightweight au-
thenticated key agreement biometric scheme based on
ECC called ECKCI. Analysis shows that this proto-
col gains the security goals. Therefore, the significant
contribution of this paper is the following:

e The security vulnerabilities of Xiong et al.’s and
Mehmood et al.’s schemes against key compro-
mised user and server impersonation attacks
are introduced.

e An ECC-based lightweight authenticated key
agreement scheme, called ECKCI, was pre-
sented, which solves all the security vulnerabili-
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Table 1. List of abbreviation and acronyms used in the paper

Abbreviation Definition

Adv Advantage
S Server

KCI Key Compromise Impersonation
BAN Burrows Abadi Needham
ECC Eliptic Curve Cryptography
GNY Gong Needham Yahalom
ROR Real-Or-Random
RSA Rivest Shamir Adleman

SPDL Security Protocol Description Language

SK Session Key
U User
WBAN Wireless Body Area Networks

AVISPA Automated Validation of Internet

Security Protocols and Application

ties of these previous especially, the KCI attack.

e We show that the ECKCI is robust and, its
proof is provided using informal methods.

e The security validation of ECKCI is done
through the automatic tools of Scyther and
ProVerif.

e Compared to some recent authentication
schemes for TMIS, the suitability of ECKCI
was shown in terms of security.

1.2 Organization

The residual structure is formed as follows: Section 2,
provides related works. The mathematical prelimi-
naries, some preliminaries like ECC concepts, related
problems based on ECC, network model, attack model
used in this work and examination of Mehmood et
al.’s and Xiong et al.’s schemes are described in Sec-
tion 3 and Section 4, respectively. Additionally, the
security drawbacks of these two schemes are expressed
in Section 4. Then, a new lightweight ECC-based au-
thenticated key agreement scheme with four phases
called ECKCI is presented in Section 5, that this
scheme eliminates the security vulnerabilities of previ-
ous schemes against KCI attacks. The formal security
analysis of ECKCI using the Scyther and ProVerif
automatic tools and the informal methods are pro-
vided in Section 6. Finally, we have conclusion in
Section 8 after comparing the performance of ECKCI
with recently proposed schemes in Section 7.

2 Related works

The importance of security and data protection as-
pects for reliable patient healthcare should never be

overlooked. Authentication of the patient and the
healthcare professionals is a technique for identifying
the people involved. Many key agreement schemes
have been introduced [2-9]. In this section, we exam-
ine many of them in the direction of access to medical
servers. These schemes are shown in Table 2. To do
this, many key agreement and authentication schemes
have been studied in the literature.

In 2021, a new scheme for TMIS was introduced
with Son et al. that named a Secure Lightweight and
Anonymous User Authentication Protocol for IoT En-
vironments [10]. Although this protocol is efficient
compared to other related schemes, Hosseinzadeh et
al. showed that this protocol does not provide per-
fect forward secrecy. In addition, they showed that
it is vulnerable to an insider attacker, and an ac-
tive insider adversary can successfully recover the
shared keys between the protocol’s entities. In addi-
tion, such an adversary can impersonate the remote
server to the user and vice versa [11]. In 2020, Nar-
wal et al. [12] proposed a lightweight AKA protocol
for WBAN called SEEMAKA. Subsequently, in 2022,
Alizadeh et al. showed that Narwal et al.’s scheme
suffers from attacks including sensor node traceability
and disclosure of the secret parameters of the sensor
nodes and master nodes. They focused on overcom-
ing these vulnerabilities and presented an improved
version of SEEMAKA named ISAKA [13].

Subsequently, Ostad-Sharif et al. published a ro-
bust and efficient ECC-based mutual authentication
and session key generation scheme for healthcare ap-
plications [14] in 2019. However, Idrissi et al. demon-
strated that this scheme is not protected against key
compromise impersonation attacks and suggested an
enhanced Anonymous ECC-Based Authentication for
Lightweight Application in TMIS [15] in 2023. Also,
Guo et al. proposed a secure lightweight AKA proto-
col with critical security properties (called CS-LAKA)
for IoT environments without using public-key cryp-
tographic primitives in 2023 [16]. In 2023, Kumar
Roy et al. proposed an anonymity-preserving mo-
bile user authentication protocol for global roaming
services. It deals with Mutual Authentication and
Key Agreement (MAKA) [17]. Also, Tanveer et al.
suggested a new protocol called CMAP-IoT for IoT,
which utilizes chaotic maps and authenticated en-
cryption. This protocol allows mutual authentication
between the user and server and establishes a session
key for encrypted transmission. Unlike other proto-
cols, CMAP-IoT effectively prevents attacks compro-
mising user [18]. In 2023, Alasmary et al. stated an
Access Key Agreement (AKA) scheme called the Reli-
able Device-Access Framework for the Industrial IoT
(RDAF-ITI0T). It verifies the user’s authenticity before
granting access to real time information from IoT de-
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Table 2. Proposed authentication schemes
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Protocol Type of attack Improved protocol Authentication Year
method
Son et al. No perfect forward secrecy, Key Hosseinzadeh et al. symmetric/asymmetric 2023

Narwal et al.

Ostad-sharif et al.

Guo

Kumar Roy et al.

Tanveer et al.

Alasmary et al.

Mirsaraei et al.

Chen et al.
Jia et al.
Ma et al.

Rana et al.

Recovery by an Insider Adversary and
Impersonation by the Insider
Adversary

sensor node traceability, disclosure of
the secret parameters of the sensor
nodes, master nodes, sensor node

impersonation, extracting the session
key and Denial of Service attacks

KCI attack
No attack

No attack

No attack

No attack

No perfect forward secrecy and KCI
attack

No attack
KCI attack
KCI attack

User anonymity

Alizadeh et al.

key
encryption/decryption

symmetric/asymmetric 2022
key
encryption/decryption

Szymoniak et al. No attack

Xiong et al. KCI attack
Mehmood et al. KCI attack
Alzahrani et al. KCI attack

Idrissi ECC 2023
- symmetric key 2023
encryption/decryption
- symmetric/asymmetric 2023
key
encryption/decryption
- Chaotic map, 2023
symmetric key
encryption/decryption
- symmetric key 2023
encryption/decryption
Li et al. ECC 2023
- ECC 2022
Li et al. ECC 2022
Li et al. ECC 2022
Ma et al. ECC 2022
- symmetric/asymmetric 2022
key
encryption/decryption
ECKCI ECC 2023
ECKCI symmetric key 2023

encryption/decryption

symmetric/asymmetric 2022
key
encryption/decryption

Hajian et al.

vices deployed in an industrial plant [19]. Mirsaraei et
al. stated a secure three-factor authentication scheme
for IoT environments in 2022 [20]. However, Li et
al. analyzes the security of Mirsaraei et al.’s three-
factor authentication scheme for IoT environments
and finds that this scheme cannot provide users with
untraceability, perfect forward secrecy or the resis-
tance of key compromise impersonation attack. The
article improves Mirsaraei et al.’s scheme. It proposes
a three-factor authentication protocol with perfect
forward secrecy using an elliptic curve cryptosystem,
which retains the general process of Mirsaraei et al.’s
scheme [21]. In 2022, Chen et al. [22] suggested an
anonymous authentication and key agreement scheme
using elliptic curve cryptography (ECC), which uses
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temporary identities to protect the privacy of patients.
In 2019, Jia et al. [23] and Ma et al. [24] stated that
an authenticated key agreement scheme for fog-driven
ToT healthcare system and an efficient and provably
secure authenticated key agreement protocol for fog-
based vehicular ad-hoc networks, respectively. Then,
Li et al. [25] observed that the two schemes may po-
tentially risk ephemeral key compromise attacks and
need improving. Therefore, to overcome this poten-
tial risk, we proposed a new authenticated scheme in
2022.

Rana et al. stated a novel scheme named Efficient
design of an authenticated key agreement protocol
for dew-assisted IoT systems [26]. They introduced a
mutual authentication protocol, which was claimed
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to resist various attacks without requiring a trusted
server, for dew-assisted IoT devices. However, Ma et
al. demonstrated that Rana et al.’s scheme lacks for-
ward security and user anonymity. Then, a new au-
thenticated key agreement (AKA) protocol, named
e-SMDAS, will be put forward and formally proven
secure under the eCK security model [27]. In 2022,
Szymoniak et al. reviewed the latest communication
protocols designed to secure authentication processes
and agree on session keys in IoT environments [28].
Also, Alzahrani et al. proposed an anonymous device-
to-device authentication protocol using ECC and self-
certified public keys usable in the Internet of Things-
based autonomous devices in 2020 [29]. Unfortunately,
Hajian et al. examined that this scheme failed to re-
main anonymous and insecure against Key Compro-
mise Impersonation (KCI) and clogging attacks. To
counter these pitfalls, a new D2D mutual AKA proto-
col that is anonymous, untraceable, and highly secure
was designed in 2022 [30]. In 2017, Xiong et al. [8] pre-
sented a biometric scheme named Enabling Telecare
Medical Information Systems With Strong Authen-
tication and Anonymity. Also, in 2019, Mehmood et
al. [7] introduced a new scheme with verifiable secu-
rity. Unfortunately, despite the claim of Mehmood et
al. [7] and Xiong et al. [8], in this line and in this arti-
cle, we show that these two schemes suffers from KCI
attacks. Next, to improve the security weaknesses as-
sociated with the Xiong et al.’s and Mehmood et al.
schemes, we proposed an ECC-based AKA scheme
called ECKCI. We also prove that the ECKCI is re-
sistant to active and passive internal and external
attacks, especially KCI attacks.

3 Preliminaries

The complex problems related to Elliptic Curve Cryp-
tography, the capabilities of adversary in this docu-
ment, the required concepts and definitions needed in
the rest of this document, the background used, the
framework of TMIS, the adversary model and the net-
work model are briefly introduced here. We use ECC
to present a three-factor authentication scheme [31].

3.1 Elliptic Curve Cryptography

Let Ep(m,n) : y> = (3 +mz +n) mod p be the
elliptic curve with a set of finite points Ep(m,n) and
the pair (m,n) is chosen pragmatically to satisfy the
relation (4m® + 27n?) # 0 mod p and (160 bits <

pl)-

3.1.1 Hard Problems on ECC

Definition 1 (The Elliptic Curve Discrete Log-
arithm Problem — ECDLP). Choose {V,W} €
[, as two basis points over Ep(m,n) and an integer

¢ € Zy. Calculating of the secret ¢ such that V =
c¢.W is mathematically impossible. The probability of
computing ¢ can be queried as follows:

Ad,UECDLP(t) = PT’[A(V = C.VV7 W) =c:cé€E Zp]

and the experiment can be performed with attacker

A in polynomial time ¢ and Advf‘CDLP(t) < e

Definition 2 (The Elliptic Curve Computa-
tional Diffie-Hellman Problem — ECCDHP).
Choose {V, W, G} € F, as three points over Ep(m,n)
and integers a, b € Z,. It is impossible to obtain X =
ab.G with a probabilistic polynomial time (PPT) ad-
versary A by only making V = .G and W = b.G
without given the knowledge of a or b. Probability
of calculating X = ab.G can be queried as follows:
AdvBCCPHP (1) = PrlA(V = a.G,W = b.G,G) =
{a,b} : (a,b) € Z,]. The experiment can be per-
formed by a polynomial-time adversary A such as
AdvECCPHP () < ¢ with insignificant of e.

Definition 3 (The Elliptic Curve Decisional
Diffie-Hellman Problem — ECDDHP). If there
is the equation ks = kiks, (P, ki.P, ko.P k3. P),
Z," ={1,2,...,p— 1} and ki, ke, k3 € Z,", then we
are faced with the DDHP in the Elliptic Curve. Solv-
ing ECDDHP is a computationally difficult problem,
if the value of p is chosen at least 160 bits.

3.2 Collision-Resistant One-Way Hash
Function

The deterministic algorithm H : {0,1}* — {0,1}*
captures string from any length = € {0,1}* and
produces an output string with fixed length (k bits).
If Advesh(t) is the advantage of A in obtaining a
collision in the hash function, the following equation
Advfiesh(t) = Pr{(m,n) €r A : m # n,h(m) =
h(n)] holds. It is assumed that the attacker A ran-
domly selects the pair (m,n) and calculates the
probability of advantage over the random value
based on polynomial execution time t. Therefore,
Adv'lesh(t) < e is the probability of winning A
at running time ¢ with an insignificant amount of

e >0 [32, 33].

3.3 Network Model

Our diagram consists of two subsections in the net-
work model: (1) System Model and (2) Threat and
Attack Model.

3.3.1 System Model

Three participants are involved in the AKA systems,
namely one RS, application servers and users. RS is
responsible for registering all users and application
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Figure 2. The scenario of KCI attack against recent proposed
protocols [36]

servers. After registration, both parties (user and
application servers) can communicate with each other
and agree on a standard and identical key. These
schemes can be divided into two groups: (1) The RS
is online and (2) The RS is offline. In this paper,
our diagram follows the case of (2). As shown in
Figure 1, in this scenario, both two parties mutually
authenticated to each other and agree on a shared
key without the intervention of RS [9, 34, 35].

3.3.2 Threat and Attack Model

In this paper, the capabilities of an attacker A in the
cryptanalysis of Mehmood et al.’s and Xiong et al.’s
schemes and ECKCI are stated as follows [34, 35]:

e To check the resilience against KCI attack, an
adversary can acquire the server’s and user’s
private values and compromise a single or pair
user/server.

e With stolen smart card attacks, an adversary
can recover, reveal and steal all the parameters
stored in the SC of the user.

e An attacker can block, delete, modify, manip-
ulate the content of messages and reproduce
the parameters with full control on the open
communication channel.

e An attacker could also be an insider entity with
malevolent intent that can manipulate the data,
and the protocol specifications are known to it.

e Using the compromised participant’s authorized
information, an adversary must fail to imper-
sonate another server and legitimate users.

Therefore, it is necessary to carefully analyze the
schemes, so that these types of schemes do not be
prone to the list of commonly expected attacks. There-
fore, one of the most critical attacks in TMIS is the
KCI attack, which is explained below.

3.4 Key Compromise Impersonation (KCI)
Attack

Just et al. [37] was first to focus on the KCI attack
and the importance of KCI for 2PKE and key ex-

ISeﬂure@

Table 3. Used notations

Notations Description
S Server
U; User 1
A Adversary
ID; Identity of user
PW; Password of user
B; Biometric of user
IDg Identity of server
p k-bit prime number
F, Finite field
Ep(a,b) Elliptic curve
P Base point on G
h(.) Hash function
SK The session key
s Private key of server
Su Private key of user
() Point multiplication of Scalar on ECC
Il String concatenation operation
® Bitwise XOR operation

75, by, Ts, Tul, Ts1 Random numbers

a;, As, T's2, N Random numbers

Er(.)/Dk(.)  The symmetric encryption/decryption
Es(.)/Ds(.)  The symmetric encryption/decryption
scC The smart card
AT The maximum time interval
for transmission delay
Ty, To, T3, Ty Current timestamps

change protocols, where a rebellious engineer setting
up an ATM. By triggering a KCI attack, the techni-
cian could impersonate an honest user and set up a
key with the terminal. This allows the technician to
compromise information encrypted. Remember that
the technician does not need access to the terminal
after installation. This type of impersonation attack
cannot be prevented in any of the existing public key
cryptographic schemes. In many protocols, it is as-
sumed that the registration phase is secure. So, it is
clear, that the KCI attack is only used in the authen-
tication phase of security protocols. Instead, “resis-
tance to KCI attack”, means that if a party’s private
information, such as a long-term private key, is re-
vealed to an attacker, then that adversary will not be
able to impersonate other entities in that party. The
scenario of a KCI attack against recently proposed
protocols is shown in Figure 2.
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4 Cryptanalysis of Two TMIS
Schemes

This section presents and analyses two TMIS authen-
tication schemes.

4.1 Xiong et al.’s Scheme

Let us consider the scheme of Xiong et al. which
consists of six phases: (1) System Initialization, (2)
Registration, (3) User Login, (4) Verification, (5)
Password Change and (6) Stolen/Lost Smart Card
Revocation such as shown in Figure 3 and Figure 4,
respectively and described as below. This scheme has
two parties, such as user U; and server S [8].

4.1.1 Notations

To describe this scheme, we use the notations pre-
sented in Table 3.

4.1.2 System Initialization Phase
S defines the protocol parameters as follows [8]:

e Step 1. S chooses E over F),, where point P is
a generator with order of n from G,

e Step 2. Server S chooses its private/public keys
(s, Ppup), so that Ppup = s5.P, where s € Z.

e Step 3. Server S selects a hash function such
as h:{0,1}* — Z7.

e Step 4. Then, protocol public parameters like
{E/Fp,P,h(.),p,s.P} are generated by the
server S and preserves s as a secret.

4.1.3 Registration Phase

To have a legitimate user in TMIS, the server must
register the user as follows [8] (see Figure 3):

e Step 1. U; selects ID; and PW,; and produces
r; as a random integer. Then, the parameter
w; = h(ID; || PW; || r;) calculated with the
user U; and the values of {ID;, w;} are sent to
server.

e Step 2. S selects n; for U; and stores (ID;,n;)
in its database. Then, the value of O; =
h(ID; || s || n:) @ w; is calculated by S. Finally,
{E/F,,0;,p,s.P,h(.), P} are maintained into
SC and transmits it to U;.

e Step 3. After receiving the SC, v, =
(h(s.P || w;)( mod n)) is calculated by user
U;. The wrong or correct password can-
not be checked with the guessing of the at-
tacker. Finally, user saves n, v; and R; =
r; @ h(ID; || PW;) in his SC. Eventually
{E/F,, P,n,v;,s.P,0;, R;,h(.),p} are saved in
U;’s SC.

4.1.4 User Login Phase

First, the U; enters {ID;, PW;} after the SC is in-
serted into the particular reader. The following step
(see Figure 4) is done with SC.

e Step 1. The parameters r; = R; @ h(ID; ||
PWi),wi = ]”L(I.Dz || PVVz H ’I‘i) and ’U;( =
(h(s.P || w;)( mod n)) are counted by SC.
Then, v} is compared with v;. If v} is not
equal to v;, SC ends this request. Otherwise,
a; € Z, and T are selected by SC and SC
calculates PID; = ID; & h(a;s.P), A; = a;.P
and V; = h(ID; || O; ® w; || a;s.P || T1). Then,
U; transmits m; = {PID;, A;,V;, T1} to S.

4.1.5 Verification Phase

Mutual authentication of the server S and user U; in
order to receive services runs as follows (see Figure 4):

e Step 1. S firstly examines the credibility of
T}, as soon as the server received m; from Uj;.
S finishes the session if 7j is not fresh. Oth-
erwise, the values ID; = h(sA;) ® PID; and
Ve = W(ID; | h(ID} || s || mo) | sA; || Th)
counted by S. The server S examines whether
Vv Z V;. If it is not established, then S quits
this session. Otherwise, S chooses a, and T, as
a random number and timestamp, respectively.
Then S computes: Ay, = as.P, Ay = asA;,
SK = h(ID; | h(ID | s || ;) || As) and
Vs = h(SK || As || T2). The server S transmits
ms = {As, Vs, To} to U;.

e Step 2. U; terminates the session, if T5 isn’t
new. Otherwise U; computes A;; = a;As,
h(SK™ || Ay || T2). After comparing V;* with V5,
if V¥ is not equal to Vs, U; aborts. Otherwise
U; accepts SK.

4.1.6 Password Change Phase

By initially inserting the SC in a remote terminal,
this phase is performed as follows [8]:

e Step 1. After placing his/her SC in the termi-
nal, U; inputs I D; and PW;.

e Step 2. The parameters r; = h(ID; || PW;) &
R;, w; = h(ID; || PW; || r;) and v} = (h(s.P ||
w;)( mod n)) are calculated by SC. The SC
compares v; with v;. SC denies the request, if
they are not equal. Otherwise U; chooses pw;,, ..,
and 7,6 as new password and random number,
respectively. SC computes Rjpe,, = h(ID; |
PWinew) D Tinew, Winew = h(IDz H PWinew H
Tinew)s Vinew = (R(8.P || Winew)( mod m)) and

Oinew = Oz D w; B Winew-
@
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Registration phase
User (U;) Server (S)
e Chooses < ID;, PW;, 1; >. {ID;, w;}
e Computes |:> * Generates a random number
w; = h (PW; 1 ID; | ry). n;.

e Stores {ID;, n;} in its database.
: e Computes
« Computes (5C} 0,=h(ID, s I n,) ®w,
v; = h(s.P || w;)(mod n) and ol States
R; = r; ® h (PW, | ID;). <::| < E/F,,P,s.P,0;,h(.),p >
= Stores in SC.
< E/F,P,n,v,sP0;,h(.),pR; >
in SC.

Figure 3. The Registration phase of Xiong et al.’s protocol [8]

User Login and

B Verification phases =
D P

User (U;) Server (S)

¢ Computesr; = R, B h (PW, || m, = (PID, A, V, T,} ¢ Checks the validity of imestamp

D). w; = h(PWi)H D I ;i) and Ty

v = (h(s. P || w;)(mod n)). =————) |¢ Computes ID; = PID, @ h(sA;)
¢ Checks whether v{ ;:Vi. and V" = h(ID; Il h(ID; I s Il
¢ Generates a random number a; and ng) |l SAitlLT‘L)'

timestamp Tj. e Checks V7 _V;.
¢ Calculates PID; = ID; @ h(a;s. P), . Gme_rﬂtes a random number ag

A = a;.Pand and timestamp T,.

V;=h(ID; Il 0; B w; Il a;5.P Il Ty). . ialculati_: A; = a; Pand

si = Aghlj.
s Calculates SK = h(ID; || h(ID; Il

o  Verifies the timestamp T;. sl m) Il Ag).

m; = {As vav Tz]
¢ Computes A;; = ;A SK* = :

h(ID; | 0; & wi Il Ajs) and Vi =

h(SK* Il As || T2).
e Checks whether V; " V,.

o V.= h(SK Al Tz)-

Figure 4. The Verification phase of Xiong et al.’s protocol [8]

e Step 3. Finally, {R;,0;,v;} is replaced with e Step 2. S examines the ID-card of U;. Then S

{Rinew, Oinew; Vinew }- stores (ID;,n}) into its database by choosing

n; as a new random number. After that, S

4.1.7 Stolen/Lost Smart Card Revocation computes OF = h(ID; || s || n}) ®w; and stores
Phase {E/F,, P,s.P,O},h(.),p} in its SC.

When the user understands his/her SC was stolen [8], e Step 3. SC is sent to U;. Then, U; cal-

s/he can complete the revocation phase. culates vf = (h(s.P || wi)( modn)) and

e Step 1. U; enters his I D; and selects PW and stores v}, Rf = h(ID; || PW}) @ r¥ and

rf. U; counts w} = h(ID; || PW; || r;) and n in his/her SC. Finally, the SC includes
transmits {ID;, w;} to S. {E/F,,P,n,v;, s.P,Of h(.),p,R;}.
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4.2 Cryptanalysis of Xiong et al.’s Scheme

We described how this protocol is vulnerable to the
KCI attack.

4.2.1 KCI Attack

If the secret values of an entity, such as a long-term
private key is revealed to an attacker A, then the at-
tacker can impersonate the identity of other entities
to that entity. For example: If the private values of
the server are compromised, attacker A can imperson-
ate the entity of the user for the server and vice versa.
In this case, we say this protocol can be vulnerable to
KCI attack. We express that Xiong et al.’s authenti-
cation protocol is insecure against to the KCI attack.
Namely, upon compromising the secret values of the
server, such as a long-term master key, i.e. s, any
user can be forged with an adversary. During the pro-
posed KCI attack, A is accepted as a legitimate user
by the server. A and the server share the key of this
session. We describe the steps of the proposed KCI
attack against Xiong et al.’s scheme in Algorithm 1.

Algorithm 1 The KCI attack algorithm for recover-
ing secret values in the Xiong et al.’s protocol

(1) Step KCT 1: The channel between the U; and S
during the key agreement phase is eavesdroped
by an adversary A and A obtains the messages
{PID;, A;,V;,T1} and {Aq, Vi, To} from U; to
S and vice versa;

(2) Step KCI 2: Upon compromising the server’s
secret values, namely s and n;, the adversary A
computes ID; = h(sA;) ® PID;. Also, A can
obtain V* = h(ID] || h(ID} || s || ns) || s4; |
T1) by a random number n; and the values
obtained from public channel;

(3) Step KCI 3: By initiating a new session, the
adversary A now impersonates U; to S;

(4) Step KCI 4: The adversary A generates a; as
random number and timestamp T7;

(5) Step KCI 5: Then, A computes the own mes-
sages namely PID;, A; and V; and sends the
{PID;, A;,V;,T1} to the server S. At this stage,
A completes the key agreement phase with S
after the successfully impersonating of user Uj;

4.3 Mehmood et al.’s Scheme

This scheme with three stages such as (1) Registration,
(2) Login and (3) Key agreement, as shown in Figure 5
and Figure 6, respectively. In this scheme, the server
acts as a trusted authority and issues smart cards for
newly registered users [7].

4.3.1 Notations

Table 3 introduces the notations used in this protocol.

4.3.2 Registration Phase

How to register U; on S is as follows [7]:

e Step 1. U; calculates pwd;, = h(ID; || PW; ||
N; || B;) by selecting N;, ID; and PW;. Then,
by using a secure channel, it sends {ID;, pwd,}
toS.

e Step 2. S produces rs € Z; and calculates X; =
h(ID; || s), Y; = X; @ pwd;,m; = h(pwd, ||
Xi || IDZ) and Oz = ES(IDz || Ts) 69])’Ll}dZ Fi-
nally, S sends the SC = {C;,Y;, h(.)} to the
user.

e Step 3. U; updates the SC by calculating the
values g; = B; @ h(ID; || PW,;) and E; =
N; ® h(ID; || PW;) as {E;, Ci, Y3, gi, h(.), mi}.

4.3.3 Login Phase

U; enters {ID;, PW,} and B;, as soon as the SC is
inserted in a card reader (see Figure 6):

e Step 1. SC computes B; = ¢g; ® h(ID; || PW;)
and examines if d(B;, Bf) < 7 holds; if not
established, the session is ended. Otherwise, it
computes N; = E; @ h(ID; || PW;), pwd;, =
m; = h(pwd, || X; || ID;).

e Step 2. Now, SC verifies whether m; z m;
is or not, then ID; and PW; are considered
valid values. Otherwise, end the session. Also,
the SC calculates NID,; = C; & pwd;, G; =
T1) by generating a random number 7,1 € Z,.
Then, U; sends {NID;, Hy,G;,T1} to server.

4.3.4 Key Agreement Phase

To receive medical services, this phase is done as
follows (see Figure 6):

e Step 1. S checks out the timestamp 77 using
the inequality (To — T7) < AT. If it is not, the
S does not accept the request. Otherwise, the
server moves on to the next step by approving
Ti.

e Step 2. Server S calculates (ID; || rs) =
Dy (NID;), X, = (ID; | s) and 7, =
G; @ h(ID; || X;). Next, server S verifies

’

H, £ h(ID; | X, || v,y || Tb). If it holds,
it generates rs1, rs2 € Z) as random num-
bers and computes mg = 15 ® h(ID; || X;),

Hy < h(ray || X || ID; | T5) and NIDye,, =
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™

D

Registration phase

—

User (U;)

e Generates N;.
e Computes
pwd; = h (ID;||[PW;||N;||B;).

e Computes

g = B; © h(ID;|[PW;)
E; = N; €@ h(ID;|[PW}).

® Stores {Y;, gi, E;, G, m;, h(.)} in

SC.

Server (S)

{IDi, del}

 S—

{s¢C}
&=

Computes X; = h(ID;||s).
Y; = X; @ pwd; and m; =
h (pwd;||X;|[1D;).
Generates rg € Z;,.
Computes

C; = E;(IDy||rs) €D pwd;
Stores SC « {Y;, G, h(.)}.

Figure 5. The Registration phase of Mehmood et al.’s protocol [7]

@«

User Login and Key
Agreement phases
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User (U;)

Server (8)

+ Enters 1D, PW,, B}.

» Computes
B, = & @ h(ID,||PW))
d(B,B) =<t
Ny = E; & h(ID||PW})
pwd, = h (ID|[PW|[N,||B;)
X| = Y| 9 PWEh
mj = h (pwd,[|X,[[IDy).

¢ Checks mi'z m;.
Generates r,,, €5 Z
Calculates
N|D| = C| @ p‘n\-"d|.
G; = ryy & h(lD;|]X;) and
Hy = h{IDi[|XillruslIT4)-

=
-

{NID;, Hy, Gi, Ty}
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s Checks (T, — T;) < AT.

s Calculates
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sy =h(X 11Dy Il rgy Wl 7y4)
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———
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Checks (T; — T;} < AT.
Calculates

(1Dy]|r.) = Dy(NID,)

X = h(IDi|ls)

ry; = G @ h(ID;[[X)

Hy Zh(ID 1]y I T,)-
Generates rgy, s €g Zn-
Calculates

m; =1y B h(ID;||X;),

Hi 2 h(re |1Xi]|1D;|Ts) and

NID,,,, = E;(IDj]|r) @ ry-

Calculates
sk = h(X; 11D} Il rgy l ry,) and
Hj; = h(sk) = H,.

4
o

Figure 6. The Key Agreement phase of Mehmood et al.’s protocol [7]
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Tu1 ® Es(ID; || rs2). Finally, server S sends the
{mg, H27 T3, NIDnew} to Uz

e Step 3. User U; checks inequality (T4 — T3) <
AT'. If it is not, U; refuses the request. Other-
wise, the user calculates r,; = mg @ h(ID; ||
Xi), skui = W(X; || ID; || vy || ra), Ci =
NID e @ 141 @ pwd; and Hs = h(sk) and it
verifies Hy = h(r., | X; || ID; || Ts) = Ho.
Then, it sends the message {H3} to server S.

e Step 4. On receipt, S computes the sk, =
h(X; | ID; || 7s1 || 7u1) and examines whether
H, < h(sk) = Hs is or not. Finally, sk =
sku; = sk is calculated as a shared key session.

4.4 Cryptanalysis of Mehmood et al.’s
Scheme

The vulnerability of Mehmood et al.’s scheme to the
KCT attack is explained in this section. Resistance
to KCI attack as an essential security requirement of
key agreement and authentication protocols ensures
that no one can impersonate another party by com-
promising the long-term secret key of a party (user
or server). Therefore, if a server’s secret values have
been compromised, it should not allow an attacker to
impersonate a user with the compromised server.

4.4.1 KCI Attack

The Mehmood et al.’s protocol can be attacked by an
attacker in one way: if an active adversary steals the
long-term private key of the server, then the attacker
can use a KCI attack and produce a correct response
by impersonating the user. This is because it can
pretend to be another user (e.g. U;) for the victim.
We show that Mehmood et al.’s method suffers from
KCI attack. After performing a KCI attack, server
S accepts adversary A as a user. A and the server
share the session key (see Algorithm 2).

5 Proposed Protocol

To remove the defects of the Xiong et al. and
Mehmood et al.’s schemes, we propose an improved
version called ECKCI. The ECKCI consists of two
participants U; and S and four phases such as: (1)
Initialization, (2) User Registration, (3) User Login
and (4) Mutual Authentication (see Figure 7 and
Figure 8).

5.1 Notations

To present this scheme, we use the notations used in
Table 3.

5.2 Initialization Phase

In this section, the protocol parameters are published
by user and server as following steps:

e Step 1. The user selects (Sy, Py) where Py =
Sy .P as private/public keys.

e Step 2. The S’s private/public keys is com-
puted as Ps = s.P with (s, Pg).

5.3 User Registration Phase

The registration phase of a novel user in ECKCI
proceeds as follows.

e Step 1. ID;, PW,; and B; are entered by
user. S/he also selects b; € Z,* as a ran-
dom number. Then, the user computes C; =
h(IDi,PWi, bi, Bi) and sends {IDi, Ci, bl} to
the S.

e Step 2. S calculates V; = h(b;,s), W, =V, ®
C; and D; = h(C;,V;,b;). It sends values of
{W;, D;, h(.), Ps} which are stored in SC to the
user.

e Step 3. U; adds b; to the message and saves
{Wi,D;, h(.), Ps,b;} to the mobile device mem-
ory.

5.4 User Login Phase

The following steps are required to receive medical
services from the S. Therefore, the login phase of the
ECKCI is illustrated in Figure 8:

e Step 1. U; enters ID], PW) and B, and ex-
tracts the random number b; from the SC. Then,
the values of C! = h(ID}, PW/ b;, B}), V! =
W; @ C! and D} = h(C{,V/,b;) are calculated.
Therefore, D, is compared with D; saved on the
mobile device. If it does hold, it is proved that
the mobile device indeed belongs to the user.

e Step 2. The user chooses the timestamp T7.
Then, the user computes O; = h(b;, T1, (Py)z)-
Finally, the user sends {O;, T1, Py} to the server
for login request.

5.5 Authentication Phase

The following steps are required steps for mutual
authentication of the user and server (see Figure 8):

e Step 1. Once server received the request of
authentication at time 75, the server S checks
T using inequality (To — T7) < AT, if inequal-
ity is established, S approves T} and calculates
Vi = h(b;, s). Then, the server computes O; =
h(b;, T1, (Py).) and verifies whether O; z 0;
is or not. The session terminates, if it does
not hold. Otherwise, S selects 75 € Z; as a
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Registration phase

.

User/Patient (U;)

e Selects ID;, PW; and imprints
biometrics impression B;.

e Selects a random number
b; € Zp.

¢ Computes
Ci =h (IDi, PWi,hi, Bl)

{ID;, C;, b;}

———

Server (S)

e Computes
Vi = h( bir S) and
Wi — Vi e Ci'
e Calculates
D; = h(C;,V;,b;) and
SC = {W;,D;,h(.),Fs}.
{sc}

e Stores {W;, D;,h(.), P, b;}in
his/her smart card SC.

N —

secure channel

Figure 7. The Registration phase of ECKCI

&

User Login and
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AuthU = h( SKy. 04, T3).
®  Checks Authy ; Authg 1s or not.

—
User/Patient (U;) Server (S)
e Enters ID},PW/, B}. {0, Ty, Py} ‘
e Retrieves b; from the memory. e  Checks (T, — T;) < AT.
e  Computes s Computes V; = h( by, s).
C{ = h (ID, PW{, b;, B}). « Calculates i

*  Calculates Vi: =W @ C'i'. 0= h(bv_,T.l- (PU).x)
+  Computes D; = h (V.G by). e Checks O] _ O; is or not.
e Checks D; © Dy is or not. e Ifyes, generates a
e Ifyes. generates timestamp T;. random number I € Zj
e  Calculates 0; = h(b;, Ty, (Py),) (Auth, ,Ty.1.. P} :.jnd timestamp Ty.

- s+ 13 13- . omputes

SKs = h( Vi, (Ry).).

s Checks (T, — T3) < AT. e Calculates
s  Computes SKy = h(V;, (Sur.. P).)- Authg = h( SK,, 0;, T3).
*  Calculates

Figure 8. The Authentication phase of ECKCI

random number, T3 as a timestamp and cal-
culates SKg = h(V;,r5(Py),) as a session key
and Auths = h(SKg,O;,T3). At the end, the
server S sends { Authg, T3, 7. P} to the user.

e Step 2. After {Auth, T3,rs. P} was seen by
the user U; at time Ty, U; examines inequality
(Ty — T3) < AT. If inequality is established,
the user U; calculates SKy = h(V;, (Surs.P)s)
and Authy = h(SKy,0;,T3). At the end, it
verifies whether Authy ~ Authg is or not. The
generated session key on the U;’s side equals the
generated session key on S’s side. The session
ends if it does not hold.

ISeﬂur@

6 Security Analysis of the ECKCI

Generally, there are two methods to analyze and
prove the security of authentication protocols. For-
mal and Informal methods. The informal method,
based on intuitive arguments, the analyst’s creativity
and mathematical concepts, tries to find errors and
prove security. While the formal method, which is
done manually and automatically, has used a variety
of mathematical logic and automatic security analy-
sis tools. Manual method using mathematical logic
such as Random Oracle model [38], BAN logic [39]
and etc. and automatic method using AVISPA [40],
Scyther [41], ProVerif [42] and so on. The methods of
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Algorithm 2 The KCI attack algorithm to recover
the secret values in the Mehmood et al.’s protocol

(1) Step KCI 1: The channel between U; and S
during the key agreement phase can be eaves-
dropped with the adversary A. An adversary
A obtains the message {NI1D;, Hy,G;,T1} and
{ma, Ha,T5, NI D, } from U; to S and vice
versa,

(2) Step KCI 2: Suppose the S’s secret key, namely
s, has been compromised by A. The adversary
can decrypt NID; with secret key s and gets
ID; and ry;

(3) Step KCI 3: Using ID;, rs and s, the adversary
A can now calculate X;. Then, A can calculate
re1 and Hi from the G; obtained from public
channel, ID; and X;;

(4) Step KCI 4: By initiating a new session, the
adversary A now impersonates the patient U;
to the server S;

(5) Step KCI 5: Then, the adversary calculates the
values NID;, Hy and G; by selecting r,; and
Ty. Then, the adversary sends its own message
{NID,“ Hl, Gi; Tl} to the S;

(6) Step KCI 6: Also, the adversary calculates the
values ’I”lsl, Hé, sk and Hj. Then, the adversary
sends its message {Hs} to the server. So, the
adversary completes the key agreement phase
with S by successfully impersonating the user
U; to server S;

proving and analyzing the security of security proto-
cols are divided into two general categories based on
theorem proving and model verification. So, due to
the different state spaces and attack scenarios, differ-
ent security analysis methods are used for the secu-
rity analysis of authentication schemes. In this paper,
we have focused on the KCI attack and have used
the compromised version of the Scyther tool. The se-
curity of ECKCI has been explored informally and
formally using Scyther [41] and ProVerif automatic
tools [42] in this section.

6.1 The Informal Security Analysis of
ECKCI

This section provides a describes of the informal se-
curity of ECKCI as shown in Table 4. In this Table,
the sign v'indicates that the desired security feature
is met, and the sign X indicates that the design does
not have a security feature.

6.1.1 No Key Control Feature

In the ECKCI, U; and server S compute SKy =
h(Vi, (Surs.P)y) and SKg = h(V;,7,Py) as session
key, respectively. Since the session key value depends

on the arbitrary values rs and b; selected by S and U;
respectively, resulting, SKy and SK g are protected
by ECC. Thus, both the U; and S play the same
role in producing the session key, and prior to the
protocol execution, neither the U; nor S can compute
this key since it is not feasible for the attacker to
resolve ECCDHP to recover ry from r,. P and b; from
V; as the one-way hash function, respectively. So, the
attacker has no control over session key generation.
Therefore, the ECKCI offers the feature of no key
control.

6.1.2 Clock Synchronization Feature

In the ECKCI, the S and U; use 75 and b; as random
values and timestamps to preserve the freshness of
the messages between the entities in each session. The
ECKCI overcomes the desynchronization problem
and resists the kinds of replay attacks.

6.1.3 Perfect Secrecy Feature

U, generates the session key in the form of SKy =
h(Vi, (Syrs.P)g) in the authentication phase. There-
fore, if the adversary A captures a secret key such
as s, the adversary cannot calculate the SK used in
the previous sessions. Since the value of SK depends
on the random values ry and b; related to the cur-
rent session, it is not possible for the A to resolve
ECCDHP to retrieve 75 from r5.P and one-way hash
function for obtaining b; from V;, respectively. Thus,
the ECKCI has the feature of forward secrecy. Also,
if the A knows the long-term secret keys, the adver-
sary cannot calculate the session keys used in future
sessions. Therefore, the ECKCI has the property of
backward secrecy. As a result, it is concluded that
the ECKCI has the property of perfect secrecy.

6.1.4 Non-Traceability Feature

Since, the sent messages on the public channel are
{0;,T1, Py} and {Authg,T3,7s.P} during the login
and authentication phases and are protected by ECC
and the hash function, 4 cannot obtain constant
data about the protocol’s parties. Therefore, in this
scheme, an adversary A cannot trace the S and U;
by eavesdropping messages over public and insecure
channels.

6.1.5 User Anonymity Feature

In the ECKCI, the adversary cannot get information
related to the user U;’s identity, namely C;. Further,
the authentication request {O;, T1, Py } consists of Py
and O; and the adversary cannot get Sy. Therefore,
ECKCI can provide the user anonymity feature.
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Table 4. The comparison of the security characteristics of ECKCI with recent proposed protocols

Security feature [7] [8] [43] [44] ECKCI
No key control v v v v
Avoid of clock desynchronization problem v v v v v
Perfect secrecy v v v v v
Untraceability v v v v v
Resistance to replay attack v v v v v
User anonymity X X v v v
Resistance to passive insider secret disclosure attack v v v v v
Resistance to modification attack X X v v v
Resistance to man-in-the-middle attack v v v v v
Resistance to KCI attack X X v v v

6.1.6 Resistance to Replay Attack

If the adversary reuses the previous session authen-
tication messages, namely {O;, T1, Py}, the server S
understands that the messages are not fresh. Because
the random values used in the exchanged messages,
such as b; and timestamp 77 in the authentication
phase are generated at each session, thus, the ECKCI
is resistant to replay attacks.

6.1.7 Resistance to Passive Insider Secret
Disclosure Attack

If an insider attacker sends {ID;,C;,b;} in the regis-
tration phase and receives the smart card of SC, s/he
cannot calculate the secret parameter of the server,
namely s. Because, for calculating s from the equa-
tions V; = h(b;, s) or Pg = s.P, the adversary has to
deal with one-way hash function and ECDLP, which
are unsolved. Therefore, the ECKCI is resistant to
this attack.

6.1.8 Resistance to Modification Attack

If the user sends {O;,Ti, Py} to S and the adver-
sary A manipulates this request and then sends it
to the server, S can recognize tampering by check-
ing whether O] Z O; is or not. This is why O; =
h(b;, Th, (Py).) and s affects the value of O;. Also, if S
sends {Authg, Ts,rs.P} to the user and the attacker
modifies { Authg, T3, 7. P}, U; can detect this change
by checking whether Authy z Authg is or not. Since
Authy is computed as Authy = h(SKy,0;,T3),
where O; = h(b;,T1,(Py),) and Py = Sy.P. It can
be seen that Sy and the random number b; affect
the value of Authy. Therefore, the ECKCI has full
resistance to modification and manipulation attacks.

1S¢0ured)

6.1.9 Resistance to Man-in-the-middle
attack

The ECKCI has complete resistance to this attack.
Because the integrity of the sent messages is verified
by each party, so, if a change occurs, the recipient
will understand it.

6.1.10 Resistance to KCI Attack

If the server’s secret parameters are compromised,
the attacker should not be able to impersonate the
user for the server. In the ECKCI, S computes O; =
h(b;,T1,(Py),) and compares it with O; received
from the user. If A wants to impersonate himself as
the user, the adversary should create his own O;, that
this parameter is dependent on the random number
selected by the user, namely b;. So, the adversary
cannot impersonate himself as the user. Also, if the
adversary A wants to impersonate himself as the
server, s/he should create his own Authg, that this
parameter is dependant on SKg and V;. It can be
seen that parameter V; is dependent on the server’s
private key, i.e. s, and this parameter is unknown
for adversary A. Therefore, the ECKCI has complete
security against to the KCI attack.

6.2 Security Analysis with Formal Methods

Among the several methods of evaluating protocols,
ROR model [38] and BAN logic [39] are manual formal
methods and methods of AVISPA tool [40], Scyther
tool [41] and ProVerif tool [42] are automatic. In
this paper, the security analysis of the ECKCI is
automatically performed using the Scyther tool [41]
and ProVerif tool [42].
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6.2.1 Using the ProVerif Tool for Formal
Security Analysis

The security protocol is checked through verification
to determine whether the protocol is immune against
malicious attackers or not. A famous pi calculus based
widely accepted security protocols verification tool is
ProVerif [42]. This section presents the ECKCI secu-
rity verification using an automated protocol validator
ProVerif tool. The resistance of protocol against at-
tacks and protection of session key leakage are checked
with this tool. The protocol model must be written in
three parts to verify using ProVerif. The Declarations
part, as the first part, describes the cryptographic
primitives such as user-defined types, free names and
function symbols. Free names are known to the A
by default, so to make hidden, these values should
be declared as private. We declared a secure channel,
a public channel, a base point P, a session key SK,
server public key Pg, user identifier and password
ID; and PW,; of user in the declaration part. Also,
the declaration functions, such as XOR operation,
hash functions, elliptic curve point operations, etc.
are described in this part. The Process, as the second
part, is comprises of macros used to define subpro-
cesses. In the ECKCI, we have two subprocesses, like
the user and server process, that extend as a macro
while the main process is running. The Main part is
the final part and is used for the execution of the pro-
tocol. After the main part was executed successfully,
the output shows two states. If no attack is possible,
RESU LT [query] is true is displayed, and if an attack
is detected, RESU LT [query] is false is displayed.
Also, if the value of X is not accessible to the attacker,
the proof tool displays the message RESULT not
attacker (X) is true. Appendix A shows the ProVerif
code of ECKCI with the above mentioned three parts.
The results of checking the security of the ECKCI in
the ProVerif tool are shown in Figure 9. Therefore,
the ECKCI is secure from a ProVerif attack model
and preserves secrecy and privacy properties.

6.2.2 Using the Scyther Tool for Formal
Security Analysis

Security protocols are written in Python. The Scyther
is an impressive formal automated tool for verifica-
tion of the security properties of protocols. This tool
works based on the Dolev-Yao model [45]. In checking
the protocol security, the number of sessions is consid-
ered unbounded. Hence, it investigates security claims
such as confidentiality and authenticity. As well as,
it examines different types of security claims for rep-
resenting a security property in the protocol, such
as user-defined and automatically generated claims.
It also produces a graph for any attack and assumes

every cryptography function is perfectly secure. Also,
the Scyther assumes an adversary can retrieve the ex-
changed messages, if s/he has a decryption key. This
tool provides us with proper graphic features for in-
vestigating secrecy and authentication in the security
protocols. In this tool, protocols are modelled based
on role definition. There are many security claims,
such as Alive, Nisynch, secret, weakagree and, etc.,
in the Scyther tool. For example, Nisynch refers to
the property that ensures all exchanged messages
have been sent by the sender and the receiver has
received all the sent messages. After specifying the
roles, based on SPDL and security claims, the secu-
rity verification of the protocol begins with execut-
ing the verify command. The output of the Scyther
tool consists of two modes: The first mode is when
an attack against the protocol is detected, and the
graphical scenario of the detected attack is also spec-
ified. The second mode is when the protocol is rec-
ognized as secure by this tool. Both the correctness
and authenticity of the security protocols can be ex-
amined in this tool. Therefore, we modelled ECKCI
using SPDL. This tool supports two versions: The
standard version and the Compromised version. The
second version of Scyther supports all the protocols
available for the regular version. Additionally, many
protocols that are more resilient against compromised
adversaries are included in this version. Basin et al.
expanded the powers of this tool in order to examine
powerful adversaries scenarios for corrupting a session
state [36, 41]. In this version of Scyther, operations
that are defined according to the capabilities of the
adversary are modular. It also presents a framework
for modelling adversaries, from a DY adversary to
more powerful adversaries. We modify the settings
of the adversary model to the DY and KCI in the
long-term key reveal part to achieve the CK adver-
sary model (see Figure 10). The code description of
ECKCI in SPDL is depicted in Appendix B. ECKCI
is modelled based on the definition of the roles such as
S and U; and recv and send communication channels.
As well as, its verification results have been shown in
Figure 11, which show this tool could not find any
attacks for ECKCI in its compromised version. In ad-
dition, the ECKCI, unlike the two previous protocols,
provides the desired security.

6.2.3 Formal Security Analysis of Xiong et
al.’s and Mehmood et al.’s Protocols
Using the Scyther Tool

The security verification results of these two protocols
by the compromised version of the Scyther tool in the
CK adversary model also confirm their vulnerability
against KCI attack. These results prove that Xiong et
al.’s and Mehmood et al.’s protocols are unsafe. It
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Figure 9. The verification results of ECKCI using the ProVerif
tool

File Verify Help
[ Protocol description | Settings |
|
Verification parameters (|
Maximum number of runs 5 =] |
(0 disables bound) =
Matching type typed matching M
Adversary compromise model |
Long-term Key Reveal Others (DY)
Long-term Key Reveal Actor (KCI)
(2 Nore (DY)
Long-term Key Reveal after daim (©) aftercorrect (WPFS)
@ after (FFS)
Session-Key Reveal
Random Reveal
State Reveal
Automatically infer local state

Advanced parameters

Search pruning Find best attack
Maximum number of patterns 10 =
per daim =

— = =

&Addiﬁonal backend parameters

Figure 10. The adversary model setting in the compromised
version of Scyther tool

should be noted that in the implementation of these
two schemes with the Scyther tool, our KCI-proposed
attack scenario was confirmed. As well as, the security
verification results of Xiong et al.’s and Mehmood et
al.’s protocols have been shown in Figure 12 and
Figure 13, respectively.

7 Comparative Analysis

The ECKCI with recent proposed schemes in terms
of storage cost, communication cost and computa-
tional cost is compared here (see Tables 6, 7 and 9,
respectively).

7.1 The Comparison in Terms of Storage
Cost

We used different parameter length are represented in
Table 5 for comparison of the storage cost of ECKCI
with recent other proposed protocols.

In the Mehmood et al.’s protocol [7], U; saves
{Yi, 9i, Ei, Ciymi, h(.)}. Due to the low computa-
tional load for XOR operation, the values of Y;, g;,
E;, C; can be ignored, parameters m; and h(.) are
160 bits each one. So, these parameters occupy (160

Figure 11. The security verification results of ECKCI using
the compromised version of Scyther tool

Figure 12. The security verification results of Mehmood et
al.’s protocol using the compromised version of Scyther tool

T arer e -

W N

Figure 13. The security verification results of Xiong et al.’s
protocol using the compromised version of Scyther tool
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+ 160 = 320) bits from memory. Also, the S saves
{Y;,C;, h(.)} that at total is 160 bits. So, the total
cost is 480 bits.

The user and server store {v;,s.P,p, O;, R;,h(.)}
with (160 4+ 1024 + 512 + 160 = 1856) bits and
{s.P,0;,p,h(.),n;, ID;} and s with (1024 + 512 +
160 + 160 + 96 + 160 = 2112) bits in the Xiong et
al.’s protocol [8], respectively. So, the total storage
cost equals 3968 bits.

In the Qiao et al’s protocol [43], U; saves
{R},NID;}. Due to the low computational load for
XOR operation, the values of R} can be ignored,
and parameter NID; is 176 bits. So, these parame-
ters occupy 176 bits of memory. The server S saves
{s,1D;,0;,1Dj, N;} that are (160 + 96 + 160 + 96
+ 160 = 672) bits. So, the total cost is 848 bits.

In the Wu et al.’s protocol [44], the user stores
{UO;,UP;,UQ),}. Due to the low computational load
for XOR operation, UO; and UQ), can be ignored.
UP; with 160 bits. Therefore, the user saves 160
bits and server S; saves {c;,SO;}. Due to the low
computational load for XOR operation, SO; can be
ignored. So, the server stores 160 bits. Therefore, the
total storage cost equals 976 bits.

In the ECKCI, the user stores {W;, h(.), D;, Ps, b;, Su }.

Due to the low computational load for XOR opera-
tion, W; can be ignored, each one h(.), Sy and D;
with 160 bits, Ps with 1024 bits and b; is a random
number with 160 bits. Therefore, the user saves (160
+ 160 + 160 + 1024 + 160 = 1664) bits and serve
saves {W;, h(.), D;, Ps, s} with (160 + 1024 + 160 +
160 = 1504) bits. Therefore, the total storage cost
equals 3168 bits.

As a result, the storage cost of the ECKCI is more
than the Mehmood et al.’s, Wu et al.’s and Qiao et
al.’s schemes and has reduced compared to ones of
Xiong et al.’s protocol.

7.2 The Comparison in Terms of
Communication Cost

In the Mehmood et al.’s protocol [7], user sends mes-
sages {NID;, Hy,G;, T} and { Hs} to the server. Due
to the low computational load for XOR operation,
NID; and G; can be ignored. H; and H3 with 160
bits and 7} is timestamp with 32 bits. Finally, the
authentication request length is 352 bits. Also, server
S sends {ma, Ha, NI D, e, T3} to the user with (160
+ 32 = 192) bits. Therefore, the total cost equals to
544 bits.

In the Xiong et al.’s protocol [8], U; transmits
{PID;, A;,V;,T1} to the server, which is (1024 +
160 4 32 = 1216) bits. Also, the message of server

is {Ag, Vi, To} with (1024 + 160 + 32 = 1216) bits.
Hence, the total cost equals to 2432 bits.

In the Qiao et al.’s protocol [43], user sends mes-
sages {M Sy} and {M S5} With the cooperation of
F'Nj. So, the length of this messages are (176 + 160 +
160 + 32 + 160) = 688 and (688 + 176 + 320 + 160 +
160 + 32 + 160) = 1536 bits. So. the total cost of
the user is 2224 bits. Also, server S sends {M S5}
and {MS4}. Due to the low computational load for
XOR operation, V; and V; can be ignored. Therefore,
server stores (160 + 160 + 320 + 320 + 32 = 992) and
(32043204 160+ 320 + 32 = 1152) bits. So, the total
cost of the server is 2144 bits. Therefore, the total
cost equals 4368 bits.

In the Wu et al’s protocol [44], U; transmits
{TIDZ‘, Wl, WQ, Tl, ‘/1} and {TID“ I/V?,7 TQ, Vé} with
352 bits and 352 bits, respectively. Due to the low
computational load for XOR operation, W7, W3 and
Wy can be ignored. In total, it is 704 bits. Also, the
messages of server are {Wy, V3, T3} with (160 + 32 =
192) bits and {W;, Vi, Ty} with (1604 32 = 192) bits,
respectively. In total, it is 384 bits. Hence, the total
cost equals 1088 bits.

In the ECKCI, the message {O;, T}, Py} is sent to
the S, which Py with 1024 bits, T7 with 32 bits and
O; with 160 bits. So, this request’s length is 1216 bits.
Also, the server transmits {Auths, T3, 7s.P} to the
user, which its length equals to (160 + 32 + 1024 =
1216) bits. So, the total cost equals to 2432 bits.

It is concluded that, the communication cost of
ECKCI is more than the ones of Mehmood et al.’s
and Wu et al.’s methods, equal the ones of Xiong et
al.’s protocol and is reduced to Qiao et al.’s scheme.
It provides more security, and this cost must be paid
for security. Also, the ECKCI is more efficient in
terms of the number of exchanged messages instead
Mehmood et al.’s, Qiao et al.’s and Wu et al.’s proto-
cols.

7.3 The Comparison in Terms of
Computational Cost

Here, we compare the ECKCI with other schemes.
In Table 8, T}, Tsym, Tc and T,,, denote runs times
for hash function, symmetric encryption/decryption,
Chebyshev chaotic map and elliptic curve point mul-
tiplication operations, respectively.

Since, (131},) and (97}, + 3Tsym) are the cost
of user and server, respectively. So, the total
cost of Mehmood et al’s protocol [7] equals to
(22T, + 3Tuym)-

In the Xiong et al.’s protocol [8], we have (10T}, +
5Term) and (7T}, + 2T¢,,) for user and server in terms
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Table 5. The length of protocol’s parameters used for perfor-
mance comparison[43, 46]

Parameters Bit length

The elements in elliptic curve 1024
Identity 96
Password 64
Timestamp 32

Hash function 160
Chebyshev chaotic map 160
Prime number p 512
Prime number ¢ 160
Random numbers 160
Secret keys 160

Table 6. The comparison of ECKCI with recent protocols in
the term of storage cost (bits)

Memory capacity (bits) [7] [8] [43] [44] ECKCI

User 3201856 176 160 1664
Server 160 2112 672 160 1504
Total cost 480 3968 848 976 3168

of computational cost, respectively. Therefore, the
total computational cost equals (17T}, + 7T e ).

In the Qiao et al.’s protocol [43], we have (71},+271)
and (137}, 4+4T sy, +61¢) for user and server in terms
of computational cost, respectively. Therefore, the to-
tal computational cost equals to (207}, 44T sy +8T).
In the Wu et al.’s protocol [44], we have (177},) and
(8T},) for user and server in terms of computational
cost, respectively. Therefore, the total computational
cost equals (257},). The total computational cost of
ECKCI equals (127}, + 2T¢y,). This is why, we have
(6T}, + 1Tey,) and (6T, + 1Te,y,) for user and server,
respectively. It can be deduced that, the computa-
tional cost of ECKCI has reduced by about 450 per-
cent compared to Xiong et al.’s protocol and has in-
creased compared to Mehmood et al.’s, Qiao et al.’s
and Wu et al.’s protocols.

Finally, after the analysis stated above, it can be
deduced that the ECKCI has rational and acceptable
computational, storage and communication costs, and
it is an improved version of two other protocols. Also,
the comparison of ECKCI and similar protocols are
shown in Figure 14, Figure 15 and Figure 16, respec-
tively.

8 Conclusion

There is no doubt that the challenges facing societies
and governments in providing high-quality health-
care will increase in the coming years. Many of our
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Figure 14. The comparison of ECKCI with recent protocols
in terms of storage cost
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Figure 15. The comparison of ECKCI with recent protocols
in terms of communication cost
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Figure 16. The comparison of ECKCI with recent protocols
in terms of computational cost

daily activities rely on the Internet, and thousands
of sensitive data are constantly being shared over
the Internet platform. So, what is needed for this
purpose is the existence of a secure validation sys-
tem between the medical servers and patients. In this
paper, we investigated the security of two protocols
presented by Mehmood et al. and Xiong et al.. We
proved that these two schemes are vulnerable to KCI
attacks. Their success probability and the complex-
ity of these attacks are equal to one and one run of
the protocol, respectively. We also proposed an ECC-
based protocol called ECKCI, that resolves all the
weaknesses of the two previous protocols and is safe
against different attacks. Also, the security analysis
of ECKCI performed informally and formally through
both automatic Scyther and ProVerif tools shows that
ECKCI overcomes all security vulnerabilities of its
predecessor and has reasonable computational, com-
munication and storage costs.
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Table 7. The communication cost comparison of ECKCI with recent protocols (bits)

Communication cost [71 [8] [43] [44] ECKCI
User 352 1216 2224 704 1216
Server 192 1216 2144 384 1216
Total 544 2432 4368 1088 2432
The number of exchanged messages in verification phase 3 2 4 4 2

Table 8. The execution times for performance comparison
(ms) [46]

Execution times User Server
Th 0.0074 0.0023
Tsym 0.0184 0.0046
Tem 30.67 6.38
T. [43] 0.3042 0.3042
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Appendix A: The implementation of
ECKCI in the ProVerif tool

(ksokokokokokokokkokkkkx Declarations skokskskskskskskskskskokskok)
(kkxskokoskrskskokkkkkokkk Channels skkskskokskskskskoskskkskskskk)
free ChSec: channel [private].

free ChPub: channel.

(kxkxkkx*kx Constants and Variables xkkkskkkkk)

free IDi : bitstring.
free PWi : bitstring.
free Bi : bitstring.

free IDi’ : bitstring.
free PWi’ : bitstring.
free Ei : bitstring.

free Bi’ : bitstring.

free s : bitstring [private].

free SK : bitstring [private].
const P : bitstring.
free IDS : bitstring.

(#k*kxxkkxx Functions and Constructors kkskskksksk)
fun hi(bitstring ) : bitstring.

fun h(bitstring , bitstring): bitstring.

fun Concat (bitstring,bitstring): bitstring.
fun xor(bitstring , bitstring): bitstring.
fun ECMul(bitstring , bitstring): bitstring.
fun MULT(bitstring , bitstring): bitstring.
fun EVi(bitstring): bitstring.
(rokokokokkokkokokokokokokok EQUAtiONS ok kokskkskkokokkokokokkk )
equation forall a : bitstring, b: bitstring:
Xor (a, b), b) = a

(ksskskorkskkokkonkkk User Process kskskkikkskskkkokk)
let pUi= event start_Ui ( IDi ) ;

new bi: bitstring;

let Ci=h1( Concat (IDi , (PWi , bi , Bi ))) in
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out ( ChSec , ( IDi , Ci , bi ) ) ;

in (ChSec, (Wi:bitstring,
Di:bitstring,PS:bitstring));

let Ci’=h1(Concat(IDi’, (PWi’,bi,Bi’))) in
let Vi’=h1(Concat (Wi ,Ci’ )) in

let Di’=h1(Concat (Ci’, (Vi’, bi)))in

if (Di’=Di) then

new T1l: bitstring;

let 0i = hi( Concat ( bi, (T1, PU )) in
out(ChPub , ( 0i , T1 , PU)) ;

in(ChPub, (Auth: bitstring, M: bitstring,
T3:bitstring));

let xSK = hi(Concat (Vi’, MULT( SU, M)))) in
let xAuth = hi1(Concat (xSK , 0i))) in

if (xAuth=Auth) then

event end_Ui(IDi)

else O.

(************* Server Process **************)
let pS=

event start_S (IDS);

in (ChSec, (xIDi:bitstring, Ci:

bitstring, bi:bitstring));

let Vi=h1( Concat ( bi , s )) in

let Wi=xor( Vi , Ci ) in

let Di=h1( Concat( Ci, (Vi , bi))) in

let PU = ECMul( s , P ) in

out ( ChSec , (Wi , Di , PU ) ) ;

in ( ChPub, (Oi:bitstring, T1:
bitstring,PU:bitstring));

let Vi = hi(Concat( bi , s )) in

let 0i’ = hi(Concat( bi , ( T1 , PU ))) in
if (0i’ = 0i) then

new rs : bitstring ;

new T3 : bitstring ;

let N = MULT( rs , PU ) in

let xSK = h1( Concat( Vi , N))) in

let Auth = h1(Concat(xSK, (T3,0i))) in

let M=ECMul( rs , P) in

out( ChPub ,( Auth , T3 , M)) ;

event end_S (IDS)

else O.

(kskroksrokkokkkokkokkokkkk EVEnts kkkskkskokkokkokkokkkok)
event start_Ui ( bitstring ).

event end_Ui ( bitstring ).

event start_S ( bitstring ).

event end_S ( bitstring ).

(***x*x* main and Process Replication k¥i*xx*)
process ( ( !pS) | ( 'pUui) )
(Rkrokskrkkrkkrkkkx QUETLES *kkikkkskkkskkkkkok*k)
query id :bitstring ; inj-event(end_Ui(IDi))
==> inj-event(start_Ui (IDi)).

query id : bitstring ; inj-event(end_S(IDS))
==> inj-event (start_S(IDS)).

query attacker (SK).

Appendix B: The implementation of
ECKCI in the Scyther tool

hashfunction h;

hashfunction ECC;

const con :Function;

const xor : Function;

secret P;

secret IDi;

secret PWi;

secret Bi;

usertype Timestamp;

macro Ci=h(con(IDi,PWi,bi,Bi));

1S¢0ured)

macro Vi=h(con(bi,sk(S)));
macro Wi=xor(Vi,Ci);

macro Di=h(con(Ci,Vi,bi));
macro  0i=h(con(bi,T1,pk(U)));
macro  SK=h(con(Vi,{rs}pk(U)));
macro  Auth=h(con(SK,T3,0i));
macro M=ECC(rs,P);

protocol @mad (X){

role X {

var Y:Agent;

const P;
recv_!X1(X,X,ECC(sk(Y),pk(X)));
send_!X2(X, X, ECC(sk(X), pk(Y)));
}

}

protocol @oracleM (X){

role X {

var Y:Agent;

const P;

var rs;

macro M=ECC(rs,P);

recv_!X1(X, X, H(ECC(rs,pk(X))));
send_!X2(X, X, H(ECC(sk(X),M)));
}

}

protocol @oracle (X){

role X {

var Y:Agent;

const P;

recv_!X1(X, X, ECC(X,ECC(Y,P)));
send_'X2(X, X, ECC(Y,ECC(X,P)));
}

}

protocol proposed (U, S){

role U {

fresh bi;

fresh T1:Timestamp;

var T3;

var rs;

send_1 (U, S, {bi,Ci,IDi}k(U,S));
recv_2 (S, U, {Wi,Di,pk(S)}k(U,S));
send_3 (U, S, 0i,T1,pk(U));
recv_4 (S, U, T3,Auth,M);
claim(U, Secret, sk(U));
claim(U, Nisynch );

claim(U, Alive );

claim(U, Weakagree);

claim(U, Niagree);

};

role S {

var bij;

secret bi;

fresh rs;

fresh T3:Timestamp;

var T1;

recv_1 (U, S, {bi,Ci,IDi}k(U,S));
send_2 (S, U, {Wi,Di,pk(S)}k(U,S));
recv_3 (U, S, 0i,T1,pk(W));
send_4 (S, U, T3,Auth,M);
claim(S, Secret, sk(S));
claim(S, Nisynch);

claim(S, Alive);

claim(S, Weakagree);

claim(S, Niagree);

};

};

et al.
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