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Attribute-based encryption (ABE) is a promising cryptographic mechanism for
providing confidentiality and fine-grained access control in the cloud-based area.
However, due to high computational overhead, common ABE schemes are not
suitable for resource-constrained devices. Additionally, access policies should be
able to be updated efficiently by data owners, and in some circumstances, hidden
access policies are necessary to preserve the privacy of clients and data. In this
paper, we propose a ciphertext-policy attribute-based access control scheme
that, for the first time, simultaneously provides online/offline encryption, hidden
access policy, and access policy update. In our scheme, resource-constrained
devices are equipped with online/offline encryption reducing the encryption
overhead significantly. Furthermore, attributes of access policies are hidden
such that the attribute sets satisfying an access policy cannot be guessed by
other parties. Moreover, data owners can update their defined access policies
while outsourcing a major part of the updating process to the cloud service
provider. In particular, we introduce blind access policies that enable the cloud
service provider to update the data owners’ access policies without receiving
a new re-encryption key. Besides, our scheme supports fast decryption such
that the decryption algorithm consists of a constant number of bilinear pairing
operations. The proposed scheme is proven to be secure in the random oracle
model and under the hardness of Decisional Bilinear Diffie-Hellman (DBDH)
and Decision Linear (D-Linear) assumptions. Also, performance analysis results
demonstrate that the proposed scheme is efficient and practical.

© 2024 ISC. All rights reserved.

1 Introduction
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ith the rapidly increasing number of cloud-based
Wservices, the need for methods to provide data
secrecy and user privacy grows significantly [1]. Cloud
computing technology enables data owners to out-
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source their private data to a cloud service provider
and define an access policy preventing unauthorized
parties from accessing their data.

Attribute-based encryption (ABE) [2] offers access
control for protecting information within the cloud
computing environment. ABEs are divided into two
primary categories key-policy ABE (KP-ABE) [3] and
ciphertext-policy ABE (CP-ABE) [4]. In a KP-ABE
scheme, access rights of users are determined by a
trusted third party, and ciphertexts are labeled by
some attributes. A user can decrypt a ciphertext if
and only if the attributes of the ciphertext satisfy the
user’s access right. However, in a CP-ABE scheme,
access rights of users are specified according to their
attributes, and each ciphertext is associated with an
access policy such that only users whose attributes
satisfy the access policy can recover the associated
message [5]. As in CP-ABE data owners can deter-
mine the privileges of authorized users, it is more
suitable for real cloud-based applications like smart
health (s-health) [6].

Although CP-ABE brings great benefits, there are
also some main challenges. Firstly, in traditional CP-
ABE, access policies are stored in a clear-text form.
As access policies consist of authorized users’ at-
tributes, revealing the access policies may leak some
sensitive information about the associated data or
the associated recipients. Anonymous ABE (A-ABE)
schemes [6-13] alleviate this problem by affording
hidden access policies. Indeed, in these schemes, no
party can obtain any information about the autho-
rized users’ attributes.

Secondly, in many situations, data owners need to
update their defined access policies, revoke the ac-
cess right of some data users (policy deletion), or
grant some new access privileges to some other users
(policy addition). The revoked users must be unable
to extract the underlying values that are encrypted
under the new access policies. An obvious solution
to this problem is to decrypt and then re-encrypt
the data. However, it is clearly impractical for large
amounts of data. To efficiently address the problem,
data owners should be able to outsource the updat-
ing process to a proxy server. However, in traditional
ciphertext-policy attribute-based proxy re-encryption
(CP-ABPRE) schemes [14-18], data owners have to
generate some re-encryption keys whenever they need
a policy update. As a result, the growing number
of ciphertexts as well as the rising number of access
policy updates makes the updating process ineffi-
cient [19]. Moreover, as we know, the existing CP-
ABPRE schemes require that the data owner be on-
line to generate the re-encryption key, while the data
owner may not be available when the access policy

1S¢0ured)

update is needed, for example, due to limited net-
work bandwidth or limited computational power [20].
Therefore, the process of access policy update should
be feasible even when the data owner is offline.

Thirdly, in many existing applications like s-health,
data owners usually use resource-limited devices for
encrypting and sending data to the cloud service
provider. Therefore, the data owners have trouble in
completing the whole computations of the encryp-
tion algorithm [21]. Online/offline encryption mecha-
nism [22-25] is a promising solution to this problem.
In this setting, the encryption process is divided into
two phases: the offline phase and the online phase. In
the offline phase, the device can access enough power
resources and has enough time to generate some of-
fline ciphertexts while messages are not known. In
the online phase, while the device can access limited
power and computational resources, once a message
is known, the device uses a pre-computed offline ci-
phertext to obtain an online ciphertext in a short
period of time [26].

Fourthly, in traditional CP-ABE, the same entity
collects data and also defines access policies. However,
in reality, there may be several devices that collect
data while another party defines the access policy.
Directly adopting traditional CP-ABE in such a sit-
uation requires that all of the data collector devices
be aware of the current defined access policy and en-
crypt data according to it. Therefore, whenever the
corresponding data owner wants to define a new ac-
cess policy over the data, the encryption algorithm
running by these devices needs to be updated, while
re-programming these devices is difficult in some ap-
plications like s-health, and hence changing the en-
cryption algorithm is not feasible [27]. Moreover, by
adopting traditional CP-ABE, all of the data collector
devices should share a similar set of secret parameters.
Therefore, revealing the secret parameters of each of
these devices threatens the security of all the others.

To make sense, consider the following s-health sce-
nario in which simultaneously resolving all of the
above issues is necessary. Main entities in a Body Sen-
sor Network (BSN) are shown in Figure 1. In a BSN,
there are several resource-constrained sensors that
collect health data from a patient’s body, where each
sensor collects a specific kind of data such as blood
pressure, blood oxygen level, heart rate, respiratory
rate, body temperature, etc. Each sensor encrypts
its collected data independently and then outsources
the encrypted data to the cloud through a gateway.
At the other side, the data owner connects to the
cloud and defines an access policy for the whole of
the outsourced health data. In this case, the follow-
ing security and performance requirements should be
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Figure 1. Body Sensor Network.

fulfilled:

a) To preserve the attribute privacy of authorized
data users, the attribute sets satisfying the access
policy should be hidden.

b) The data owner should be able to update the
defined access policy efficiently.

¢) The computational overhead on the resource-
constrained sensors should be as low as possible.

d) The sensors should encrypt the collected data
independent of the defined access policy. Therefore,
updating the access policy should not change the
performance of these sensors. Moreover, The sensors
should work independently such that revealing secret
parameters of a sensor does not threaten the security
of the data collected by the other sensors.

In this paper, to address the aforementioned chal-
lenges, we present the HUAP scheme, which pro-
vides a secure fine-grained access control system for
resource-constrained devices in cloud-based applica-
tions. The contributions of this work can be summa-
rized as follows.

e In HUAP, access policies are hidden, and hence
the attribute privacy of the authorized data users is
preserved such that the attribute sets satisfying the
defined access policy cannot be guessed by unautho-
rized data users or the cloud service provider.

e HUAP realizes online/offline encryption in order
to reduce the encryption overhead. Moreover, the
proposed scheme achieves fast decryption, where the
decryption algorithm consists of a constant number
of bilinear pairing operations. Therefore, the com-
putational overhead of encryption and decryption is
considerably decreased.

e HUAP achieves a large attribute universe, where
any string can be used as an attribute while the
number of public parameters of the system remains
constant.

e HUAP introduces a new concept called blind ac-
cess policy. The attribute sets that satisfy a blind
access policy are determined by the associated data
owner defining the blind access policy. On the other

side, the cloud service provider can encrypt several
messages under a pre-generated blind access policy
without knowing anything about the associated at-
tributes that satisfy the policy.

e HUAP enables data owners to efficiently update
their defined access policies. To reduce computational
overhead on the user side, most of the operations
related to the access policy update process are out-
sourced to the cloud service provider without leakage
of any information about the previous and new ac-
cess policies. In particular, a data owner can remain
offline during the process of policy deletion (offline
policy deletion), as the cloud can update the access
policy without receiving any new re-encryption key.
e In HUAP, data collector devices perform indepen-
dently of the access policy defined by the correspond-
ing data owner. As a result, updating the access pol-
icy does not affect the performance of these devices.
Moreover, many devices can perform simultaneously
to collect the data corresponding to a data owner
such that revealing information about the secret pa-
rameters of a device does not threaten the security
of the other devices, the privacy of their collected
data, or the hiddenness of the defined access policy.
e We prove that HUAP is selective ciphertext-policy
and chosen-plaintext secure (CPA-secure) under the
Decisional Bilinear Diffie-Hellman (DBDH) assump-
tion and the Decisional Linear (DL) assumption in
random oracle model.

2 Related Work

In this section, we summarize the related work on
attribute-based encryption, anonymous attribute-
based encryption, updating access policy in attribute-
based encryption, and online/offline cryptography.

Attribute-based encryption. After introducing
the notion of attribute-based encryption (ABE) by
Sahai and Waters [2], key-policy attribute-based en-
cryption (KP-ABE) proposed by Goyal et al. [3], and
Ciphertext-policy attribute-based encryption (CP-
ABE) proposed by Bethencourt et al. [4], divided
this class of cryptographic schemes into two primary
groups. However, CP-ABE seems to be more suitable
than KP-ABE for providing fine-grained access con-
trol in public cloud-based data sharing applications.
Because in CP-ABE, data owners can enforce their
desired access policies over their outsourced data,
while in KP-ABE, this is the attribute authority that
encapsulates the access policies in secret keys issued
for data users, and the data owners can only define a
set of attributes related to their outsourced data. We
refer the reader to [28-32] to study more about the
topic.

Anonymous atiribute-based encryption.
Anonymous attribute-based encryption (A-ABE) has
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been proposed to protect the users’ attribute privacy.
In anonymous ABE schemes, to protect sensitive
information included in access policies of ciphertexts,
the policies are hidden such that an unauthorized
data user whose attributes do not satisfy an access
policy cannot guess which attributes are required to
decrypt the associated ciphertext. With regard to
hidden access policies, there are two main categories
in the literature: fully hidden and partially hidden.
In fact, access policies consist of a set of attributes
expressed as a couple: attribute name and attribute
value [33]. To be specific, a fully hidden access policy
obscures the names of the attributes in the policy
as well as the values associated with each attribute
name. On the other hand, in a partially hidden ac-
cess policy, only the attribute values are hidden, and
the secrecy of the attribute names is not provided.
Kapadia et al. [8] proposed the first anonymous ABE
scheme which supports AND-gate access policies on
positive and negative attributes, but their scheme
was vulnerable to collusion attacks. Nishide et al. [9]
designed an efficient anonymous ABE scheme re-
sisting collusion attacks. Li et al. [10] proposed an
anonymous ABE scheme to realize user accountabil-
ity. Afterward, Lai et al. [11] proposed an anonymous
ABE scheme to protect user privacy and achieve full
security. However, in their scheme, data users have
to repeat the decryption algorithm until successful
decryption is achieved, and if all the possible decryp-
tion tests are unsuccessful, then the user concludes
that his attributes do not satisfy the underlying
access policy. It is obvious that this approach is time-
consuming, and the scheme is inefficient. To address
the problem, Zhang et al. [7] designed a technique
called match-then-decrypt that enables the data
users to efficiently check whether their attributes
satisfy a hidden access policy or not. Subsequently,
they proposed another anonymous ABE scheme that
also supports large universe and linear secret sharing
scheme (LSSS) policies [6]. However, their proposed
scheme is not adequately efficient as it is based on
composite order groups dealing with large elements.
Hao et al. [12] realized a fuzzy attribute positioning
mechanism that fully hides access policies by apply-
ing a garbled bloom filter. Xiong et al. [34] proposed
an anonymous attribute-based broadcast encryption
scheme in edge computing that realizes direct revoca-
tion by embedding the list of identities of authorized
data users in the ciphertext. However, by raising the
number of users in the system, the number of system
public parameters grows, and hence the scheme is
not suitable for large networks. Zhang et al. [13] pro-
posed an anonymous ABE scheme for personal health
record systems. Their proposed scheme supports fast
decryption. Also, by using hash functions, it enables
data users to verify the validity of the received cipher-
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text. However, none of the aforementioned schemes
support access policy update.

Online/offline cryptography. The notion of on-
line/offline was first formalized by Even et al. [35]
in digital signatures. In an online/offline signature
scheme, the offline phase is performed before the mes-
sage is known. Once the message is determined, the
data owner uses a trapdoor to generate a dual signa-
ture. The technique of online/offline ABE was intro-
duced by Hohenberger et al. [22]. Datta et al. [23] pro-
posed the first adaptive payload-hiding online/offline
KP-ABE scheme which supports a large attribute
universe. Liu et al. [24] proposed an online/offline CP-
ABE scheme for resource-constrained devices in the
mobile cloud computing area. Li et al. [25] proposed
an online/offline KP-ABE scheme that moves a vast
majority of the encryption computational overhead on
the data owner’s side to the offline phase. The scheme
realizes the public ciphertext test before performing
the decryption algorithm and also eliminates a ma-
jor part of the computational operations by adding
some public parameters to the system. However, the
aforementioned schemes support neither access policy
update nor hidden access policies.

Access policy update. Updating the access pol-
icy is one of the most critical and essential tasks for
access control administration. According to the ex-
isting schemes, the approach for access policy updat-
ing can be divided into the following: 1) deploying
proxy re-encryption, 2) embedding required update
parameters in the ciphertext. The notion of proxy
re-encryption (PRE) was first formalized by Blaze
et al. [36]. The first ciphertext-policy attribute-based
proxy re-encryption (CP-ABPRE) scheme was pro-
posed by Liang et al. [14]. In their cloud-based access
control system, deploying CP-ABE, data owners can
generate a re-encryption key to outsource updating
their defined access policies. Using this re-encryption
key, the proxy server updates the access policy of a
ciphertext. Subsequently, Luo et al. [15] proposed an-
other CP-ABPRE scheme supporting multi-value pos-
itive attributes. Afterward, an efficient CP-ABPRE
scheme with a constant number of pairing operations
was proposed by Seo et al. [16]. Liu et al. [37, 38] pro-
posed the notion of time-based proxy re-encryption in
which the access policies and the attribute secret keys
are updated with respect to the global time of the
system. Li et al. [39] proposed a fine-grained access
control scheme with policy updating for the smart
grid area. Also, Jiang et al. [20] designed a CP-ABE
scheme supporting access policy updates based on
AND-gate access policies. Huang et al. [40] proposed a
hierarchical ABE for resource-constrained IoT devices
that supports updating access policies. In order to
relieve the local computational burden, their scheme
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partially outsources the process of computationally
expensive encryption operations to a gateway and
decryption operations to the cloud. Li et al. [17] pro-
posed a CP-ABE scheme that enables the data owner
to outsource updating the access policy and also the
shared files to reduce the storage and communica-
tion costs of the client. Sethi et al. [41] constructed a
multi-authority ABE scheme that supports white-box
traceability and access policy updates. Belguith et
al. [19] presented a KP-ABE scheme that verifiably
outsources the data decryption process to edge nodes.
In their scheme, the data owner sends some secret
parameters along with the ciphertext to the cloud.
The cloud can utilize these parameters to update the
access policy of the ciphertext. Hence, the scheme
is capable of offline policy deletion, where the cloud
can update the access policy without receiving any
new re-encryption key from the data owner. Recently,
Wang et al. [42] have proposed an ABE scheme with
dynamic access policies for electronic health records
shared in a cloud. They enable the cloud to update
access policies without the need for authorized users
to receive new decryption keys. Their design also sup-
ports outsourcing decryption. However, none of the
aforementioned schemes hides the access policy.

To simultaneously support anonymity and access
policy update, Zhang et al. [18] proposed an anony-
mous CP-ABPRE scheme in which the proxy server
can update hidden access policies. However, to up-
date an access policy, an authorized data user should
generate a new re-encryption key for the proxy server,
while the data owner cannot generate a valid re-
encryption key. In addition, generating re-encryption
keys requires running the whole of the encryption
algorithm, which increases the computational and
communication overhead on the user side. Moreover,
it is necessary for the authorized data user to be on-
line while providing the required re-encryption key.
Afterward, Yan et al. [33] proposed a multi-authority
attribute-based encryption scheme with dynamic pol-
icy updating for personal health record systems. Their
scheme uses partially hidden access policies to protect
the user’s identity and attribute privacy. However, it
does not fully hide the attributes in access policies,
and hence the attribute names are disclosed.

On the other hand, some other schemes have been
proposed to simultaneously support anonymity and
online/offline encryption. Yan et al. [43] proposed an
attribute-based encryption scheme with partially hid-
den policies for the Internet of Things. In this scheme,
data users can outsource the decryption process to the
cloud and then verify returned results. However, their
construction is based on inefficient composite-order
groups. Tian et al. [44] proposed a multi-authority
attribute-based access control scheme with partially

hidden policies for intelligent transportation systems.
This scheme supports online/offline encryption and
outsourced decryption to achieve lightweight com-
putation for IoT devices. Sun et al. [45] proposed a
lightweight policy-hiding attribute-based access con-
trol scheme with online/offline encryption for IoT-
oriented s-health applications. The authors in this
scheme propose an optimized vector transformation
approach to decrease the overhead of key generation,
encryption, and decryption algorithms. However, ac-
cess policies are AND-gates on positive and negative
attributes with wildcards, and hence the scheme is
less expressive than other relevant schemes. Zhao et
al. [46] proposed a multi-authority CP-ABE scheme
with hidden policies that supports online/offline en-
cryption. Zhang et al. [47] proposed a blockchain-
enabled attribute-based access control scheme that
supports both hidden policy and online/offline en-
cryption and is suitable for edge computing in smart
healthcare systems. Very recently, [48] have proposed
an efficient attribute-based encryption scheme that
achieves hidden policy as well as online/offline en-
cryption and outsources decryption.

Table 1 summarizes the result of functional com-
parison between our proposed scheme and other sim-
ilar ABE schemes in the literature that support at
least one of the following features:

a) hidden access policy
b) online/offline encryption
¢) access policy update

This paper is an extended version of a confer-
ence paper published in [49]. We extend our previous
work by expanding system architecture, improving
the related cryptographic structures, evaluating per-
formance based on the actual execution time, and
providing security proof in detail.

We refer the reader to [50, 51] to study more about
the recent works in this area.

3 Preliminaries

In this section, we briefly present some cryptographic
notions related to our work.

3.1 Cryptographic Background

In the following, we provide some cryptographic back-
ground.

Bilinear pairing. Assume that G and Gr are two
cyclic multiplicative groups of a large prime order p,
1 is the identity of G, 1g, is the identity of Gr, and
g is a generator of G. The map e: G x G — Gr is a
bilinear pairing if it satisfies the following properties:

a) Bilinear: For any a,b € Z,, we have e (g“,gb) =
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Table 1. Security and performance comparison

Access Policy Hidden Large Online/offline Access Offline Policy
Scheme Type Access Policy Universe Decryption Encryption Policy Update Deletion
[6] LSSS v Partially v X X X -
7] AND-gates v Fully v v X X -
[12] LSSS v Fully X X X X -
[13] LSSS v Partially v 4 X X -
[17] LSSS X X X X v X
(18] AND-gates v Fully X X X 4 X
[19] LSSS X X X X v v
[20] AND-gates X X 4 X v v
[24] LSSS X X X 4 X -
[25] LSSS X X X 4 X -
(33] LSSS v Partially X X X v X
[34] LSSS v Partially v X X X -
[40] LSSS X X X X v X
[41] LSSS X v X X v X
[42] LSSS X v X X v v
[43] LSSS v Partially v X v X -
[44] LSSS v Partially v X 4 X -
[45] AND-gates v Fully X v v X -
[46] LSSS v Partially v X v X -
[47] LSSS v Partially v/ X 4 X -
(48] LSSS v Fully v X v X -
HUAP AND-gates v Fully v 4 v v v
e(g, g)a'b. G be a cyclic multiplicative group of a large prime

b) Non-degenerate: There exists at least two g1, g2 €
G such that e(g1,92) # lg,-

¢) Computable: For all g1, g2 € G, e(g1,92) can be
computed by a polynomial-time algorithm.

Proxy re-encryption. Usually a proxy re-
encryption scheme consists of three polynomial
time algorithms: key generation, encryption and re-
encryption, and three main entities: Alice, Bob, and
a proxy. At first, there is a message M encrypted by
Alice’s public key PK 4j;ce noted as Cayice. Then a
re-encryption key RK Ajice—s Bob 1S sent to the proxy
by Alice. The re-encryption key enables the proxy to
re-encrypt Caice and create a new ciphertext Cpggp
that is encrypted by PK p,,. The main challenge
in the proxy re-encryption is preventing the proxy
from obtaining any information about the message
M, and secret keys of Alice and Bob.

3.2 Complexity Assumptions

Below are some complexity assumptions.

Decisional Bilinear Diffie—Hellman (DBDH)
assumption. Let G be a cyclic multiplicative group
of a large prime order p, g be a generator of G,
e : G x G — Gy be a bilinear pairing, Z € G, and
a,b,c €gp Z,. We say that the DBDH assumption [52]
holds if no probabilistic polynomial-time al%orithm
can distinguish the tuple [g, g%, ¢°, ¢¢, e(g, g)*"] from
the tuple [g, g%, ¢, g¢, Z] with non-negligible advan-
tage.

Decision Linear (D-Linear) assumption. Let

1S¢0ured)

order p, g be a generator of G, and z1, 232, 23, 24, 2 €R
Z,. We say that the D-Linear assumption [53] holds
if no probabilistic polynomial-time algorithm can
distinguish the tuple [g, g**, g2, g*1%3, g*2%4, g=s+74]
from the tuple [g,¢*', g*2, g*1%3, g*2*4, g*] with non-
negligible advantage.

3.3 Aceess Policies

Access policy is a rule W over some attributes. For a
given attribute list L, the access policy returns true
if L satisfies W and the notation L = W represents
this situation. Otherwise, if L does not satisfy W, the
notation L ¥ W is used, and the access policy returns
false.

In our scheme, the access policies consist of multi-
ple AND-gates supporting multi-value attributes and
wildcards where wildcard * is known as “don’t care”
value. The notion generalizes the common concept
of access policies in [9] consisting of a single AND-
gate supporting multi-value attributes and wildcards.
Assume that n is the total number of attributes in
the system and U = {wy,wa,...,wy,} is the univer-
sal attribute set. Each attribute can take multiple
values, and the set of possible values for w; is S; =

{vi1,vi2,...,Vin, } where n; is the number of possi-
ble values for w;, i =1,2,...,n.
Given an attribute list L = [Lq,La,...,Ly]

and an access policy A = \/7, W, where W; =
[Wj@, Wj72, ey Wj,n] and for all 1 S ) S n, Wj,i Q Sz
and L; € S;. In particular, W;; = * means that
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W;i = Si. We say that L satisfies W; and we write
LEW,;, it L, e W,;, for all 1 <i < n. Otherwise,
we say it does not satisfy W;, L W;. Also, a given
attribute list L = [Lq, Lo, ..., L,] satisfies an access
policy A = \/;n:1 W; if L = W, for some 1 < j < m.
Otherwise, L does not satisfy A.

For example, assume that there are five attributes
in the universe. We consider an access policy A =
W1 \/WQ, where W1 = [Wl,l = {vl,l,v1’3}7Wl,2 =
{va,1,v22}, Wi g =% Wy 4 =% Wi5=x], and Wy =
Wa1 = %, Wago = {vg4},Was = {v32},Wau =
%, Wa 5 = %]. According to the above access policy, if
a recipient wants to decrypt a message corresponding
to A, he must have the value v; ; or vy 3 for w;, and
V2,1 OF Vg o for wy, while the values for ws, wy, and ws
are not cared for, or he has to have the value vy 4 for
wa, and vs o for w3, while the values for wi, w4, and
ws are not cared for.

4 System Model and Design Goals

In this section, firstly, we present the architecture
of the system. Then, we give an overview of the
proposed scheme. The latter consists of two parts:
the algorithms of the scheme and the flow of sharing
data in the system. Afterward, we review the trust
model and security assumptions, explain blind access
policies, and finally, describe the design goals of the
proposed scheme.

4.1 System Architecture

As shown in Figure 2, the system architecture of the
proposed scheme consists of the following entities:

e Attribute Authority (AA): It is a fully trusted
entity that generates the system public key and sys-
tem master key. It also generates attribute secret
keys of users.

e Cloud Service Provider (CSP): It is an honest
but curious entity with abundant storage capacity
and computational power. Data encrypted by DOs
are stored and managed by the CSP. It also provides
a fine-grained access control service.

e Device (Dev): It is a device that generates pri-
vate messages, encrypts, and sends them to the CSP.

e Data Owner (DO): It is a user that wishes to
define a hidden access policy over encrypted messages
generated by Dev and outsourced to the CSP.

e Data User (DU): It is a user with an attribute
secret key associated with an attribute list L. It aims
to access some encrypted data outsourced into the
CSP. DU can decrypt the encrypted data if and only
if her/his attributes satisfy the access policy of the
ciphertext.

In this architecture, we have assumed that Dev is
connected directly to the CSP. However, in practice,
this connection can be through a semi-trusted gate-
way that honestly relays ciphertexts to the CSP [54].

4.2 Overview of Scheme

The proposed HUAP scheme consists of the following
algorithms. The most relevant notations used in our
scheme are summarized in Table 2:

a) SystemSetup(1*) — (PK,MK): The system
setup algorithm is run by AA. A security parameter
A is chosen as the input of the algorithm. The out-
puts of the algorithm are the system public key PK
which is published, and the system master key M K
that is kept private.

b) AttrKeyGen(PK,MK,L) — SK: The at-
tribute key generation algorithm is run by AA. The
system public key PK, the system master key M K,
and an attribute list L are inputs of this algorithm.
It returns the attribute secret key SK associated
with the attribute list L as output.

¢) DOParamSetup (PK) — (PP,SP): The data
owner parameters setup algorithm is run by DO. The
system public key PK is taken as input and the out-
puts of the algorithm are the data public parameter
PP and the data secret parameter SP.

d) RKeyGen(PP) — RK: The re-encryption key
generation algorithm is run by DO to obtain a proxy
re-encryption key. The data public parameter PP
is taken as input and the re-encryption key RK is
returned as the output.

e) Of flineEncrypt(PK, PP) — CT,ys: The offline
encryption algorithm is run by Dev while it is offline.
This algorithm takes the system public key PK and
the data public parameter PP as input. It outputs
an offline ciphertext CTs5¢.

f) OnlineEncrypt(M,CTorr) — CTarcloud: The
online encryption algorithm is run by Dev while it is
online. This algorithm takes some message M, and
an offline ciphertext CT,s¢ as input. It outputs a
message ciphertext CT as cioud-

g) AnonEncrypt(PK, PP,SP,RK,A) = CT} oua:
The anonymous encryption algorithm is run by DO.
This algorithm takes the system public key PK, the
data public parameter PP, the data secret param-
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Table 2. Summary of notations

Notation Description

PK system public key

MK system master key

SKp, attribute secret key (associated with attribute list L)
PP data public parameter

SP data secret parameter

RK re-encryption key

CTopy offline ciphertext

CTacloud Message ciphertext

C’T‘;chlaud policy ciphertext (associated with hidden access policy A)

crA

cloud

cloud ciphertext (associated with hidden access policy A)

T M, T, ,user Te-encrypted message ciphertext (with respect to timestamp ;)

C’T%, wser  Te-encrypted policy ciphertext (associated with hidden access policy A with respect to timestamp T7)
CTf/I’leuser user ciphertext (associated with hidden access policy A with respect to timestamp T7})

dkT, data decryption key (with respect to timestamp 7;)

C’TW].’TL data decryption key dk7, encrypted under sub-policy W (with respect to timestamp T7)

CTW]-,TO

blind access policy associated with sub-policy W;

eter SP, the re-encryption key RK, and an access
policy A = \/T=1 W; as inputs. It outputs a policy
ciphertext CT%),cloud = {CTWJ-,Toa CTWj,TO}lngm,
where for 1 < j < m, the two components CTWJ.,TO
and E’\TW].’TO are associated with W.

h) Reencrypt(PP, RK,T;, CT oua) = CT1 1, usert
The re-encryption algorithm is run by CSP. The
data public parameter PP, the re-encryption
key RK, a timestamp 7;, and some cloud ci-
phertext CTfloud = (CT um.cioud; CT?O’cloud

{CTWj7TO,C/\ij7TO}1SjSm) are the inputs of the
algorithm. The output is a user ciphertext under
the hidden access policy A with respect to the
timestamp 7j, denoted as

A - A
CTM,Tl,user = (CTM,ThHSW? CTTz,user

={CTw, 1, CTw, 1 }1<j<m)-

Here, CT 11y user is the re-encrypted version
of CTw cloud, and for 1< j<m, CTw, 7, and
E*TWJ.,T, are the re-encrypted versions of CT'w, ,
and &fWhTO respectively.

i) AnonDecrypt(PK, PP, C’T}?LTWS@T, SKp) —
M or L: The anonymous decryption algorithm
is run by DU. The system public key PK, the

data public parameter PP, some user cipher-
A A
text CTM’%SET (CTM’Tl)useT,CTTl’ =

user
{CTw,; 1, CTw, 1 }1<j<m), and the attribute se-
cret key SK are inputs of the algorithm. The
output is the original message M or 1. This algo-
rithm consists of two phases: matching phase and
decryption phase.

(a) Matching phase: If L ¥ W; for all 1 < j < m,
this phase returns 1 and anonymous decryp-
tion algorithm is terminated. Otherwise, the
subsequent decryption phase is run.

(b) Decryption phase: This phase returns the mes-
sage M.

A
CTitruser

{dkr,},,, {dkr},,
M.
{Mi}partiatty-enc {‘ikrﬂ]w2 Re-encryption ( 1)dkr, {dkT‘]W;
M2} partiatty-enc {Mz}ak,
{Ms)partiatty-enc ' (Ms}a,
{dkr,},,, L {akr ),
(a) Re-encryption
'
CTi sy user
{dkr )y, (hr g
Mo, @ird, T
Mo asey Policy Update | {M2}air,, Tivsy,_
! - - —
(MK)dle : (Policy Deletion) {M3)d"71+1
{dkry,
{dkn}wm (dkTm}Wm

(b) Policy deletion

"
CTit T user

{dkr},,, {dkn},,,
M), dk. Policy Update M}, dk
{M:):ZT' {akrdy, {Policy Addition) (M:)ZZT‘ ey,
T Ty H
(Ms)rsz : (Ma)akT
- o {dkr},,
L {dkn]wm

(c) Policy addition

Figure 3. Ciphertexts

Now, an overview of the HUAP scheme is given in
the following:

a) System initialization: The AA runs the SystemSetup
algorithm to generate the system public key PK
and the system master key M K. PK is published by
AA and MK is kept private to itself. Then, it runs
Attr KeyGen algorithm when it receives a request
from an authorized DU. The generated attribute
secret key is returned to the DU.

b) Data initialization: The DO runs DO ParamsSetup
algorithm to generate the data public parameter PP
and the data secret parameter SP. He publishes PP
and keeps SP confidential. DO also runs RKeyGen
algorithm and sends the generated re-encryption key
RK to the CSP through a secure channel.
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¢) Data outsource: Before the message is deter-
mined, Dev uses the system public key PK and the
data public parameter PP to prepare some offline
ciphertexts CT'of; by running Of flineEncrypt al-
gorithm. Once a message M is known, Dev runs
OnlineEncrypt algorithm to encrypt the message
and calculate the message ciphertext CT s cioud-
Then, Dev sends C'T'p/,ciouq to the CSP. On the other
side, the DO uses the data secret parameter SP to
calculate a data decryption key dkr,. Then, she/he
defines a hidden access policy A = \/;":1 W; and en-
crypts the data decryption key dkz, under A by run-
ning AnonEncrypt algorithm. The output is a policy
ciphertext CT?{),Cloud = {CTWJ-,Tm CTWj,Tg}lgjgrru
in which for 1 < j < m, CTWJ.,TO represents the data
decryption key dkr, encrypted under sub-policy Wj,
and ETWJ.,TO is a blind access policy. Afterward,
the DO sends CT%),cloud to the CSP. When the
CSP receives CT4 . = (CTM’Cloud,CT%)!cloud =

{CTWj,TOaCNTWj,TU}ISjSm) from Dev and DO,

it runs Reencrypt algorithm using the cur-

rent timestamp T; to generate a user cipher-
A A

text CTM,TZ,user (CTM,TL,usery CTT,,,user

{CTWj,TLaCTWj,Tl}ISjS’m)' Here, for 1 Sj S m,
the component CT'yy, 1; represents the data decryp-
tion key dkr, encrypted under sub-policy W;. The
data decryption key dkr, can be used to retrieve the
underlying message M from CTar 7, yser- Finally,
CT o, is published by the CSP for DUs. Fig-

ure 3a shows the cloud ciphertext CTfloud and the
user ciphertext CTZ?/I’TZ) during re-encryption.

,user

user
d) Data access: When a DU with attribute secret key
SK 1, wants to decrypt a user ciphertext CT?LTl,user
which is encrypted under a hidden access policy A =
\/;.":1 Wi, for 1 <5 <m, she/he runs the matching
phase of AnonDecrypt algorithm to check whether
his attribute secret key SK, satisfies W; or not. If
L = W; for some j, DU runs the decryption phase
and obtains the associated message M. Otherwise,
AnonDecrypt algorithm returns 1.

e) Access policy update: A DO can update his
defined access policy A = /7., W, at any
time. Let CTl,q = (CTr ctouds CTH, cioud
{CTw,; 1, ﬁwj,TO}lngm) be a cloud cipher-
text associated with a hidden access policy A.
Assume that the CSP has re-encrypted the
cloud ciphertext CTéoud using the timestamp
T;, and has published the resulted user cipher-
text CT}\L‘/I,Tl,user = (CTmm1 user CT%,user =
{CTw, 1, a’?’wﬁﬂ}lggm). Moreover, assume that
the DO wants to update the access policy A by
defining a new access policy, A’. In the following, the
policy deletion and the policy addition operations
are described. It can be shown that all possible up-

dates of an access policy can be made by performing
combinations of policy deletion and policy addition
operations.

(a) Policy deletion: If a DO wants to revoke some
DUs whose attributes satisfy Wy, 1 < k < m,
he should define a new access policy as A’ =
V?:l,j;ék W;. So, if DO is online, he only should
send a request to the CSP. Otherwise, he should
determine an expiration date for Wj. Upon re-
ceiving the request or reaching the expiration
date, the CSP deletes the components CT'w, 1,
and é‘fwk,TO from the cloud ciphertext CT4,,4-
Then, DO re-encrypts the new cloud ciphertext
CTﬁ;ud by running Reencrypt algorithm. The
output of the algorithm is a user ciphertext
CT&:THI user Which is under the new access pol-
icy A’ and the new timestamp T;.;. Figure 3b
shows a user ciphertext published by the CSP
for DUs during the policy deletion operation.

(b) Policy addition: If a DO wants to expand the

access policy A, he should define a new ac-
cess policy as A’ = (\/;ﬂ:1 Wj) \/ Wps1. There-
fore, DO just should provide two new compo-
nents CTw,,,, 1, and CTw,, ., 1, associated
with W,,,4+1. Then, by re-encrypting these two
components, the CSP computes CT'yy,, , 1, and

E?Wmﬂm. Then, the CSP appends the re-
encrypted components to the user ciphertext
CT?WS@T. Hence, there is no need for the CSP
to change the previously published components
CT yi,1y,user OF CT%’USGT. Figure 3¢ shows a
user ciphertext generated by the CSP for DUs
during policy addition operation.

4.3 Security Model

AA is assumed to be trusted. The CSP is assumed to
be honest but curious. It executes the given protocol
correctly, but it may try to obtain additional infor-
mation about the stored data. All DUs are assumed
to be malicious; they try to learn some unauthorized
information about data stored in the CSP. Also, it
is assumed that the CSP does not collude with DUs,
while unauthorized DUs may collude with each other
to access the data outsourced to the CSP.

The security of our proposed scheme is proven in
the indistinguishability against selective ciphertext-
policy and chosen-plaintext attacks (IND-sCP-CPA)
security model [4, 7, 55]. The model is an interactive
game between an adversary and a challenger. The
adversary attempts to (1) obtain some information
about a plaintext from the corresponding ciphertext,
and (2) distinguish the access policies embedded in

ciphertexts.
@
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4.3.1 IND-sCP-CPA Game

Init: A submits two challenge access policies Af and
A7 to the challenger. A also submits a timestamp 77.

Setup: The challenger S specifies a security param-
eter A\, and runs the SystemSetup algorithm to get a
system master key M K and the corresponding system
public key PK. Also, S runs the DO ParamSetup
algorithm to get a data secret parameter SP and the
corresponding data public parameter PP. Moreover,
S runs the RK eyGen algorithm to get a re-encryption
key RK. It keeps MK, SP, and RK secretly and
gives PK and PP to A.

Phase 1: The adversary .4 makes some queries to
the following oracles:

o AttrKeyGen oracle Oy keygen: A sub-
mits an attribute list L. The challenger runs the
Attr KeyGen algorithm and returns the corre-
sponding attribute secret key SK 1 to A only if
L A5 AN LFE Aj. Otherwise, it outputs L.

e Reencrypt oracle Ogcenerypt: The adver-
sary A submits a timestamp T;, and a cloud
ciphertext CTﬁoud. The challenger runs the
Reencrypt algorithm and returns the corre-
sponding user ciphertext CT[]\A/[,Ti,user only if
i < [. Otherwise, it outputs L.

Challenge: When Phase 1 is over, A sends
two different equal-length messages My and M;
to the challenger. Afterward, the challenger first
runs Of flineEncrypt algorithm to get an offline
ciphertext CT,r¢. Then, the challenger randomly
selects a bit v € {0, 1}, and computes the message ci-
phertext CT ar, cioud = OnlineEncrypt(M,,CTys¢).
The challenger also computes the policy ciphertext
OT yowa = AnonBEncrypt(PK, PP, SP,RK, A3).
Final*ly, the challenger returns the cloud ciphertext
OT 0 = {CT at, ctouds CTi” wowa} 10 A.

cloud —

Phase 2: It is similar to Phase 1.

Guess: A outputs a bit v/ € {0, 1} as a guess of
v, and it wins the game if v/ = v.
In the IND-sCP-CPA game, we define the advantage
of A as follows,
Advg\[rjlz‘;scp—CPA (A) = |P7" V= v - %|
Definition 1. HUAP is said to be IND-sCP-CPA
secure if the advantage of a probabilistic polynomial-
time adversary to win the IND-sCP-CPA game is a
negligible function in the security parameter.

1S¢0ured)

4.4 Blind Access Policies

HUAP introduces the innovative concept of a ”blind
access policy,” empowering data owners to define hid-
den attribute sets fulfilling the policy. Consequently,
the cloud service provider (CSP) can encrypt multi-
ple messages using a pre-generated blind access pol-
icy, without requiring knowledge of the attributes
complying with the policy. A blind access policy is
similar to the regular ciphertext of an ABE scheme
with hidden policies, except it contains no messages.
This inspiration comes from online/offline encryption
schemes, where an offline ciphertext is created with-
out any messages. In essence, a blind access policy
serves as a hidden access policy capable of encrypting
any provided message.

In our proposed scheme, the data owner gener-
ates a policy ciphertext CT%Mloud = {CTWJ.’T07
CNTWj,TO}lngW“ comprising two parts for each
1 < j < m: the data decryption key dkr, encrypted
under sub-policy W; (i.e. CTw, 1,) and E’\YJ’WﬁTo,
representing the blind access policy, with the at-
tribute set identical to the hidden policy W;. When
the CSP updates the decryption key dkr, through
the Reencrypt algorithm, it simultaneously encrypts
the corresponding updating parameter using the
blind access policy. As a result, only data users
whose attributes satisfy the blind access policy can
compute the updating parameter and obtain the
updated decryption key dkr,. Importantly, the CSP
remains unaware of any information regarding the
attributes defined in the blind access policy, as it
closely resembles a hidden policy.

4.5 Design Goals

The following security and performance goals are
considered in our proposed scheme.

a) Access policy update: The DO should be able to
update defined access policies. In particular, the DO
should be able to revoke the access right of a group
of DUs at any time, whether she/he is online or even
offline.

b) Fine-grained access control: The DO should be
able to define a desired access policy for each part
of his data.

¢) Data confidentiality: The CSP and unauthorized
DUs must not be able to access the outsourced data.
d) Collusion resistance: Multiple malicious data users
may collude with each other to access some stored
data by combining their attribute secret keys. Our
scheme must resist such collusion attacks.

e) Attribute privacy protection: In many applications,
such as s-health, the access policy itself is considered
sensitive information and must be hidden. Therefore,
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the CSP and unauthorized DUs must not be able
to obtain any information about the access policies
defined by the DO.

f) Cost efficiency: The computational cost on DUs,
DOs, and Devs should be minimized.

5 HUAP: Attribute-Based Access
Control Supporting Hidden
Updatable Access Policies

In this section, we present our anonymous CP-ABE
scheme that supports hidden updatable access poli-
cies. The proposed scheme utilizes online/offline
encryption to reduce the computational cost for
resource-constrained devices. Our scheme also en-
ables data owners to outsource a major part of the
access policy update process to the CSP without
the need to generate new re-encryption keys. Our
proposed outsourcing approach is based on blind
access policies. In fact, the data owner defines a
blind access policy and sends it to the cloud along
with other ciphertext components. This blind access
policy enables the cloud to share random parameters
with authorized data users determined by the data
owner. Whenever an access policy update is required,
the cloud itself generates a new random parameter
and re-encrypts all the past and future encrypted
messages based on this random parameter such that
the revoked data users cannot decrypt these re-
encrypted messages. Then the cloud utilizes a blind
access policy to share this random parameter with
other authorized data users. In particular, the cloud
cannot obtain any information about the identities
or the attributes of these authorized data users.

In this scheme, we split the ciphertext into two ma-
jor parts. The first part is associated with encrypted
messages and is generated accumulatively by resource-
constrained devices. The second part is correspond-
ing to the hidden access policy which is defined by
the data owner. In fact, the messages are encrypted
in the first part, and the corresponding decryption
key is encrypted under a hidden access policy in the
second part. Therefore, a data owner can define hid-
den access policies, while the devices that generate
and encrypt messages do not need to know anything
about the defined access policies.

5.1 Owur Proposed Construction

a) SystemSetup(1*): AA chooses two cyclic multi-
plicative groups G and Gp of a large prime order
p, g as a generator of G and e : G x G — Gr
as a bilinear pairing. Let H : {0,1}" — G, H :
{0,1}" — Z; be two hash functions, and F : G —
G be a function mapping elements of Gr to ele-
ments of G. AA also chooses uniformly at random

Y €r Zp and g1, 92, 93,94 €r G, and computes ¥ =
e(g1,g2)”. The system public key is published as
PK = (9,91, 92,93, 94, Y) and the system master key
MK = (y) is kept private by AA.

b) DOParamSetup(PK): DO chooses mkg, mky,
sk €r Z,, uniformly at random. Then the data
public parameter PP = (Qo = g¢3¥,PPy =
e (g3, g4)™", PPy = gi"*) is published and the data
secret parameter SP = (mko, mky, SK1 = gfk“,sk)
is kept private by DO.

c) AttrKeyGen(PK, MK,L): Assume that AA
wants to generate an attribute secret key corre-
sponding to an attribute list L = [Ly, Lo, ..., Ly,].
Also, assume that the universal attribute set is
U = {wy,wa,...,wy} and each attribute supports
multiple values, where the multi-value set for w; is
Si ={vi1,vi2,...,Vip, }- For 1 <i<n, AA chooses
r; €r Zp such that Z?:l r; =vy. Also, AA chooses
i €r Zp for 1 <i < n and computes # = | #;.
Then AA chooses 1, A, A €g Z, and computes
Dy = g3, Dy = gf‘, Dpa o = g7 and ﬁA,O = g¥~". For
1 < i < n, suppose that L; = v; ,, AA computes

[DA,z'a D, Bu} as follows,

P B . . A

D, = g5 H(illviw,)", Din = 91" .H (0lfill vik, )"

~ ) . A .
Dy =gy H (1 1141 'Uzkl)

Finally, the attribute secret key is SKp =
<DOaD07-DA,OaDA,Ov{DA,i;Di,laDi,l} ) .
1<i<n

d) RKeyGen(PP): DO selects Scioud €r Zp and sets
re-encryption key as RK = S¢jouq- Then DO sends
the re-encryption key RK to the CSP through a
secure channel. Therefore, the DO and the CSP will
be able to compute S7, = H(Scioud||l) for 1 € Z7.

e) Of flineEncrypt(PK, PP): Dev chooses 1y €g
Z, and computes offline ciphertext C'T', ¢ as follows,

CTops = ( Uo = g5, Ur = g5 Vo = 6(93794)7"'1‘Mko> .

f) OnlineEncrypt(M,CT,s5): Once the message M
is determined, Dev calculates the message ciphertext
CT n,cloud, signs it and finally sends it to the CSP:

CTM,cloud = (UO, Ul, V = MVQ) .

g) AnonEncrypt(PK,PP,SP,RK,A):  Suppose
that a DO wants to define an access policy
A = \/;n:l Wj where Wj = [Wj71,Wj72,...,Wj7n}.
First, DO computes the data decryption key
with respect to the timestamp T, as dkg, =

mkq.S .

gho gsk-mky g0 Then, for 1 < j < m: DO
! " "

chooses sy j, 57 ;,5Y ;,52,5,55 ; €r Z,- Also, for 1 <

- / /

i < n, the DO chooses {0 j A, 05,0, 0i,4,1,77 j 0,01 j1
€r G|I < i < n} such that [[ 0,4 =
n _ n . _ n ! _ n !
[[i=1 0ijo = [1i=1 0ij1 = [[i ;5,0 = [Ti=: 0541
= 1g. Then, the DO computes [C; ¢ A w;, Cit,0,w,

~ /
Cit,0w;,C;

/ ; )
t 0,050 Cito,w,] for 1 < < n as follows,

| 1S¢0ured)
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(a) If Vit € Wjﬂ', then
,
Cit,aw; = 0ija-H(ilvi)™9

I
1"
S

gi,t,o,wj = 055,0-H (0]]i]| v; )"+, )
Ci7t,0,wj =0 51.-H (1]]4] 'Ui,t)s/l/’j_sl,j’ .
Az{7t,07wj = 027]»)0.H (0] vs.e) 2, )
Cl{vtﬁoij = 0; ;1-H(1]i][vi)™9 2

(b) Ifw;s & Wy, then [Ci g A w;» Cit,0,w;5 Cist,0,w;

t4.0,w;0 Ci.t,0,w,] are random elements in G.
Then, DO computes CTw, 1, and CTw, 1, as fol-
lows,

CTW]-,TO =
6/ = Y52 (! _ 55 a/ _ 52,555
wj T » M law; T g2 7 lLaw; — 91 ’

{ Gl 10,0, Clt.0,0, H1<t<ni F1<i<n

CTW].’TO =
Cuy = by .F (Y*19) ,Cp Ly, = Y05,

"
~ S1,5 7515

s s
C(ij = gllyJ 5 Cl,wj = 921,] P Cl,wj =0 ’a

{ Cit.am, Cito,w, éi,t,o,wj hi<t<n b1i<i<n
Finally, the policy ciphertext which is prepared for

sending to the cloud is as follows, where CT'w, T, is
a blind access policy for 1 < j < m:

A o —
CT7y c1oua = {CTw, 1, CTw, 1 h1<j<m:

h) Reencrypt(PP, RK,T,,CT4 ): Suppose that

cloud

the CSP wants to re-encrypt the ciphertext
CTéoud = (CTM,cloud7CT?07cloud = {CTW]yTo?

57/1W%T0}1§j§m) for the timestamp T;, where the
underlying access policy is A = \/;"=1 W;. First, the
CSP chooses 1’ €g Z;, calculates St, = H(RK]|l),
and computes CT 'y 1, user as follows,

Us' = Uo.g5 ,
CT pmy user = Usz _ U1.g§"s’f, (Ug«L)STz 7
Vi=Ve (93794)mk°'rl
Then, for 1 < j < m, suppose that CTw, 1, and

aTW%TO are as the same as in AnonEncrypt algo-
tithm. CSP chooses T{I’Jj,rw]. €r Z, and computes

CTw, r, and CTw; 1, as follows,
CTWj,Tl =
"
1 _yvrw; (v \Tw;
Cw]‘,Tz =Y. (ij) g

o~ "

1"
_ / Tw.; ’ _ (A Tw
- (Cl’wj) ! ’Cl’wasz o (Clij) ]’

"
’ o ’ Tw.; ’
{ oy, = (Chiomw)
1"
~ ~ T
oA = (c{ ) wj
z,t,O,wj,Tl 4,t,0,w; 1<t<n;

1<i<n

/
Cl,wj ’Tl

CTW]-,T, =

ISeﬂure@

mki.(St,—S ~
= F(YT“’J')-93 1( T ATO).ij’

CA,T,Uj,TL = CA,U)J' ? COﬂUj,Tl = CO7wj7

C’LUJ'7T

Crw;, 1, = Criw;s Crow;m, = Clow, s

Ci,tyA,wj,Tl = Ci,t,A’wj’
gi,t70,wj,Tz = C/ii7t)07wj7
Cit0,0;,7, = Cit0,u; 1<t<n; ) 1<i<n

where 5“11le = F(Y"™i).dkr, .F (Y*19). Here, for
1<j<m, ﬁwj,:ro is a blind access policy that is
utilized to share the randomly generated parameter
Y"™i with authorized data users. Finally, the re-
encrypted ciphertext which is prepared for data users
with respect to the timestamp 7; is:

A _
CTM,Tl,user -
( CTM7TL,uS€T7

A T .
CTTL,user = {CTWj7Tl’CTWj7Tl }1<j<m>

i) AnonDecrypt(PK, PP,CT y 1, user, CTw; 1,
a\fWJ7Tl,SK 1): DU tests and decrypts ciphertext
CT .1, user With attribute secret key SKp in two
following phases:
(a) matching phase: For 1 < i < n, suppose that
L; =v;y. L = Wj if and only if the following
equation holds:

€ <ao,wj,T, s ﬁA,O~ H?=1 DA,z’)
€ (H?:l Ci,t,A,wj,Tl P DA,O) .

CA,wj,Tl =

(1)

If L |= W, the subsequent decryption phase is
started. Otherwise, the algorithm AnonDecrypt
returns L.

(b) decryption phase: Suppose that L = W; and
L; = v; 4 for 1 <4 < n. At first, the DU com-
putes Y™ and Y51 as follows,

€ (H?:1 Cz{,t,O,wijz’D())
[ty Tl )
¢ (HL az{,t,o,wjle ’ DO)
. e (éij,Tl ) H;L:l Bi71>

Tw. _
Y'™i =C,, 1.

Wjydy

o (2)

vy = (Chw,; 5 TTi—y Din)
e (ITi—, Cit,0,w;,T,s Dy)

. .~
e <C1,wj7T,,Hi:1 Di,l)

) — .
e (Hi:l Cz',t,o,wj,Tz,aD(J)

Then, the DU computes dkr, as follows,

ijyTz

dle :F (erj) F (Ysl,j)
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Finally, the DU retrieves the message M as
follows,

o e(UOTl,dle)
M =v l/ie (PPl,UlTl)'

(5)

5.2 Consistency of the Proposed
Construction

In the following, we show the correctness of equations
(1) to (5). Firstly, the attributes satisfy the access
policy if and only if (1) holds, as it is shown in the
following:

€ (éo,wj,Tl , ﬁA,O~ H?:1 DA,i)
e (IT'~; Cist,a,w;,1> Do)

e (67, g8 TIiy 5 H(illoin,)")
e (TTis 00y Hlil o)

e (gf;’jﬂg- I, H(i||vi,ki)r)
e (T, H il a7

=e (gfl”}gé’) = (e(91,92)")"" = Caw,.11-

The correctuness of (2) is shown in the following:

~ ~
n ’ n ’
- e (Hi:l Ci,t,o,quj,T,vD(’) € (Hi:l 0w, 17 DO)
’
w;, T, " , n pay n =
¢ (Clyprz’Hi:l Di’l) € (Cl,w_mTz’ Hi:l D’*l)

r//
n ’ w A
_ e (Hi_l (Ci,t,o,wj) 792)

U

w;, T, " , Tﬂ;j " v ) N
e ((Chu,) ™ TTLs giv-H O fillvi)

1"

~ T <
€ (H?—l (Cz(,t,o,wj) ! agf‘>
’ I~ r;‘/’j n T . b
(€)™ Mg m i)
" 7":1/1‘
eI (et Ol ) )
!
w;, T, " 3'2',j r{j,j " . ) A
€\ |92 ) Hi:1 g1 -H (0]i[| vik,)
! 7‘;2_ Q
e (T el ™ 1)
. s 1'__5//_ 7"{{,. ) . 5\
@((gf’ ) T g H (Uil vik,) )
>‘~7’Zx7-

‘ (H?_lH(O lillvie) 92 )

T S AN
elg2” g1 1Lz H (O]lil vik,)

. j\rg 52,,-—3”1,.
e(HLlH(uum,»,gl i (o2 “))
’ r;[,_.(sz"fs”’,) . A
(g ) T (U )

_ 1 - Y'I"u’j, (5;]) :

w
!

=C, .
w;, T, 7’41/;7-'5211' v T{;j-slj Y
€\ 91 y 92 €l 9 » 92

"
Tw.: Tw. 52,35
_ Y'Y v _ oy

7"{1/,,.82 j
’ Y
€ (91 ! y 92

For showing the correctness of (3) we have:

e (Crw, 11, [1imy Din) € (él,wj,Tl T, le)
€ (H?:l Cit,0,w,,1, 5 DO) -€ (H?:l ai>t70,wj,ifz ) f)O)
e (957, Ty gt H Oillvis,))

e (T oi0-H (O il vi) 5, g3 )

e (917 T 05 H (i i)
¢ (H?:I oig.1-H (L[] vi,t>81~f“""f»agf)

e (9590 I H (O il vi) )

e (T, H (O lill i), g3 )
e (o™ gl Ty H (L vi))

e (0 H (1l )™ o )
=e (gklslij gg) =Y°.

J

Then, the data decryption key dkr, is retrieved using
(4) as follows,

Cu, .1, F(Y"™3) dkr, F (Y1)

F(Y””j).F(YSLJ): F(Y™s) . F(y®1) =

Finally, the message M can be recovered using (5) as

follows,
' s
e (Ug, k) e (g5 g grt R gyt o)

e (PPl, U1Tl> e <gg1k1)g§7“d+7")~5k. (ng)sTl)

rqt+r’ ke rqt+r’ k1 .sk rg+r’  mk1.Sp
e (ggd .91 0) e (gsd ,gs T ) e (93d 195 !
- mky  (rqg+r').sk mky [ rgrr T
elgs s elgs | g

= 6(93794)7nk0'(rd+ﬂ) =A

)

and then,

ISel}ure@
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M VTz B M.e (g;,nk0792d+rl)
o e(Ugtdkr) A
e(PPl,UlTl)

6 Security Proof

In this section, we prove the security of the HUAP
scheme in the random oracle model. We prove that
our proposed scheme is secure according to Defini-
tion 1. This security proof extends the security proof
presented in [7].

Theorem 1. The HUAP scheme is IND-sCP-CPA
secure in the random oracle model such that ecpa <
2¢epppH +n.€pr, where ecpa denotes the advantage
of a polynomial-time adversary A to win the IND-
sCP-CPA game, epppr and epy, respectively denote
the advantage of a distinguisher of a DBDH challenge
and a D-Linear challenge, and n represents the total
number of attributes in the universe.

Proof. The proof of this theorem is provided through
three lemmas. In this proof, we marginally alter
the original game G into a sequence of hybrid
games denoted by {Gy, Go,G1,...,Gp,,,. }. Firstly,
in Lemma 1, to establish the first hybrid game G,
we embed a DBDH challenge into the ciphertext by
substituting the challenge ciphertext component V'
with a random element in G, while the other com-
ponents are generated in a routine manner. In this
fashion, we construct a distinguisher of the DBDH
challenge with the help of the distinguisher of G and
G} Subsequently, in Lemma 2, to form the next
hybrid game Gy, we embed another DBDH challenge
into the ciphertext by substituting the challenge
ciphertext component Cy,» with a random element in
G. Afterward, in Lemma 3, we establish a series of
hybrid games denoted by Gy, where 1 < h < hpaz,
by embedding D-Linear challenges into the corre-
sponding ciphertexts as follows. Suppose that h;,q.
is the number of attribute values like v; ; satisfying
(vig € W5 Avig & W) or (v & W5, Avig € WY ).
For each of these attribute values, we modify the
game G into a game Gy by substituting the ci-
phertext components {{Ci,t,A,w§7Ci,t,O,wjvai,t,O,w,ja

z{,t,O,w,j7C’L{,t,O,w;}lﬁtfni}lfiSn with random ele-
ments, while other components are generated nor-
mally. The process is repeated until there is no at-
tribute value v; ; satisfying (vi, € W§,; Avie & WY,)
or (viy & W, Aviy € WY,). In the last game denoted
by Gh,,.., the challenge ciphertext components are
chosen independently from the random bit v, and
hence the adversary A has not any advantage in
winning the game.

1S¢0ured)

~

Through Lemma 1 to Lemma 3, we prove that
Prig] - Pri€l|< epspm, |PriEj] - Pri&)| <
€EDBDH, and ‘PT [5}1,1] — Pr [th S €EDL for 1 S h §
himaz, where £, &, and &, respectively denote the
event that A wins the game G, G{, and G},. Thus,
ecpa = |Pr[€]—3| = |Pr[€] - Pr[é,..]|, and
from the triangle inequality, we have:

ecpa < |Pr[&] — Pr|&]| + |Pr[&)] — Pr(&]|
hmaz

+ Z |PT [gh—l} — Pr [th
h=1

max

Therefore, it is obviously concluded that ecpa <
2¢pppH + N.€prL. O

Lemma 1. Under the DBDH assumption, the differ-
ence between advantages of A in games G and Gy is
negligible such that |Pr[E] — Pr[&)]| < epppH-

Proof. We show that if ¢, = |Pr[€]— Pr[&)]] is
not negligible, then there exists a simulator &}
that can break the DBDH assumption. To con-
struct S}, suppose that it is given a DBDH instance
l9,A,B,C,Z) = lg,9%¢° 9% Z] by the challenger
where g, A, B,C € G and Z € G, and at the other
side, it plays the role of a challenger for the adversary
A. In this manner, §) will be able to win the DBDH
game with the non-negligible advantage €, by exploit-
ing A. Accordingly, the simulator S} acts as follows.

Init: The adversary A gives S} two challenge ac-
cess policies Af = W§ = [WJ,D ceey Wa‘n] and A} =
Wi = [Wi,..., Wl*n] Afterward, S selects a ran-
dom bit v € {0, 1}.

Setup: The simulator S} selects g1, g2 €r G, and
w,y,sk,mky €Er Z, sets g3 = ¢g*, g4 = B, and
computes Y = e(g1,92)", Qo = g5*, PPy = g§™,
PPy = 6(93’ g4)mk0 = e(gmko’ B)w = e(Aa B)w’
which implies that mko = a. Afterwards, S sends the
system public key PK = (g, 91, g2, 93,94, Y ) and the
data public parameter PP = (Qq, PPy, PP1) to A.

Phase 1: The simulator S} answers A’s queries by
simulating Ogash and O agrkeyGen as follows.

e Hash query Op,sn (M): Firstly, the simulator
S|y selects an empty list Lr. When the adversary A
queries the random oracle Og s (1) for an input M,
S}y checks in the list L if the value of H(M) has
been defined. If there exists a record in £ associated
to the queried point M, S} returns the previously de-
fined value. Otherwise, S} selects {{7; ¢, ai,bi+ €r
Zpti<t<n, }1<i<n, and calculates the output as fol-
lows.

a) For M = (i||vi1), S} sets a = 7,4, and returns

H(M) = g™
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b) For M = (0|i]|v;+), Sy sets & = a; ¢, and returns
H(M) = g~
¢) For M = (1]]i||vs¢), S§ sets a = b; ¢, and returns
H(M) = g°.

Finally, &) adds (M, o, H(M)) to the list L.

o AttrKeyGen query Oairieycen (L): When
the adversary A queries the random oracle
OattrieyGen (.) for an attribute list L = [Ly, Lo, . . .,
L, where L; = v; ,, and with the restriction that
(LB A5 NLFE A7), the simulator S firstly selects
T1,72,...,Tn €Er Zp such that > 1" r; = y. Also,
S} selects r, A\, A €r Z, and {#; €g Z }1<7.<n’ sets

~

P= > 1 i, and computes Dy = 9), Dy = gl,
Dao = g7, DA 0= 92 - . Afterwards, S} computes
the rest of the attribute secret key components for
1<i<n:

Dp; = 951 H(i||vig,)" = gyt g™,
D; 1 = gy".H (Oi]|vs 1, ) =gy -gi\'ai””a
Diy = gy H (1]ilJvir,) = ght.g™bos

Finally, the following attribute secret key is returned:

SK 1, = (Do, Do, Dao, Da0, {Dai> D1, Ei,1}1§i§n>-

Challenge: The adversary A sends two different
equal-length messages My and M; to the simu-
lator Sj. This latter sets V. = M,.Z* and hence
when Z = e (g, 9)"", we have V = M,.e (g, 9)"* =
M,.e(g3,94)" = M,.e(gs,g2)"™ = M, PP,
which implies that r4 = c. Afterwards, S calcu-
lates UO — g:’;d — grd.w — (grd)w — (gc)w7 U1 _

rq.sk sk. _ skw sk.w _
g5 ™" = g = (g")™ " = (9°)", dhn, =
mk sk.mk mky.Sty sk.mk .mk1.St,+b.
g4 0 g3 1 g3 0 — g3 1 'gw meK1 Ty a

skml «

g3 g% where a €r Z;, and sets STO =
(a =b.a)/(w.mky). Moreover, S} selects s1, 81,87, 82,84
//

€r Z, and computes Cw;; = 1.Y*2, Cl,w; = g5,

Gy = 97", Cug = dhry F(Y*), Cay = ¥°1,
> = gl ) Cl awho T 92 s Cl awr = g1 Then
SO picks {Ul A5 04,0,04,1, 10, 11 €R G|1 <1 < n}

n
such that [1, 0,8 = [[1y 000 = [[y0u =
[M,oly = Il,0i;, = 1g, and computes
i=194,0 i=1%,1 = 16 p
[CztAw*ycztOw 7Czt0w ’CztOw*’CztOw*] as fol-
lows.

a) If Vit eWr.

I/’L’

€1—€1

then

Cianwr = 05 a-H(il|vi4)" = 01a.9
Ci,t,o,w;; = Ui,O~H(0||iHvi,t)S/1l = Ui’O'gai't'S/l/7
ai,t,o,w;j = Ui,l'H(1||i|\”i,t)(srs/{)

= Ui,l-gbi‘t‘(slfsg),
Ciio wy = Ug,o-H(OHiHUi,t)Sg = Ué,o-gai’”gv
H(1lillvg,q) 2 )
'gbiyt.(sz—sg)

’
Ti,t.sl
I

C/ !
i,t,0,wr = 91+

_ /
=051

b) If vy & Wy, then [Cit A ws, Citows, Cit0wss
C’l”t,oyw;,C’l’t,wa;] are chosen randomly from G.

Finally, the simulator S} returns the following chal-
lenge ciphertext of M, with respect to A%:
cTy

cloud —
! / A1
UOa Ula V7 Cwl’j ) Cl,wl’j ’ Cl,w;’
l =l .
{{ Ci,t70,w,’j s Ci,t,O,wl’ﬁ }lftgni }1§z§n7
C’wl’ja CA,w;j 9 CO,’LU; 9 Cl,w,’j ) Cl,’w; )

{ Cit.awr: Cit0wrs Cit 0, J1<t<n, J1<i<n

Phase 2: The adversary A continues to query the
oracles as in Phase 1.

Guess: The adversary A guesses a bit v/ as the
value of v. A wins the game if v/ = v. When A wins
the game, S} returns 1 and otherwise returns 0 to
the DBDH challenger. Indicate that if Z = e (g, g)**,
then A is in game G, and otherwise, Z is a random
element in Gy and A is in game G{,. Therefore the ad-
vantage of S in the DBDH game is equal to €, where
€, 1s the difference between the advantages of A to win
the game G and the game GY. Finally, with respect to
the DBDH assumption we have |Pr[€] — Pr [Ej]| =
€0 < €DBDH- O

Lemma 2. Under the DBDH assumption, the differ-
ence between advantages of A in games G}, and Gy
is negligible such that |Pr[E}] — Pr[&]| < epppm-

Proof. We show that if eg = |Pr[&)] — Pr[&]| is
not negligible, then there exists a simulator Sy
that can break the DBDH assumption. To con-
struct Sp, suppose that it is given a DBDH instance
l9,A,B,C,Z) = lg,9%¢° 9% Z] by the challenger
where g, A, B,C € G and Z € G, and at the other
side, it plays the role of a challenger for the adversary
A. In this manner, Sy will be able to win the DBDH
game with the non-negligible advantage ¢y by exploit-
ing A. Accordingly, the simulator Sy acts as follows.

Init: The adversary A gives Sy two challenge ac-
cess policies Af = W§ = [Wg,17 ceey Wg‘n] and A} =
Wi = [Wil, Ceey Wl*n], and a timestamp 7;. After-
ward, Sp selects a random bit v € {0,1}.

Setup: The simulator &y selects RK,St,,w
mko, mk1,sk €r Zp, and g3,914 €r G, sets g1 =
¢“, g2 = B and computes Qo = g3¥, PPy =
e(gs,00)™™, PPy = gi'™, Y = e(g, )" =
e(g¥,B)” = e(A,B)”, which implies that y = a.
Afterwards, Sy sends the system public key PK =
(9,91,92,93,94,Y) and the data public parameter

P = (Qo, PPy, PP) to A.
)
15¢0
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Phase 1: The simulator Sy answers A’s queries by
simulating Opasn and O a¢trKeyGen as follows.

e Hash query Op,spn (M): Firstly, the simulator
So selects an empty list L. When the adversary
A queries the random oracle Ogqqp (1) for an input
M, Sy checks in the list Lg if the value of H(M)
has been defined. If there exists a record in Ly
associated with the queried point M, Sy returns
the previously defined value. Otherwise, Sy selects
Hmi, ait, bir €r Zpti<i<n, }1<i<n, and calculates
the output as follows,

a) For M = (i||lvis), So sets o = 7;,, returns
HM) = g% if viy € Wj,;, or HM) = g3 if
Uit ¢ W*

b) For M (0]}2]|vse), So sets @ = a; ¢, and returns
H(M) = g5

¢) For M = (1|i||vit), So sets a = b;, returns
H(M) =g ifviy, € W), or HM) = g5 if v, ¢
Wy,

Finally, Sp adds (M, o, H(M)) to the list Lp.

o AttrKeyGen query OaurieyGen (L): Sup-
pose that the adversary A queries the random
oracle Oattriceygen () for an attribute list L =
[L1,La,...,L,] where L; = v;y, and with the re-
striction that (L ¥ A5 A L ¥ A7). In such a case,
there must be an integer j € {1,2,...,n} such that

L; ¢ Wj.. Sy firstly picks {7, €p Z p}i<i<n, sets
rj —a—i—r] and for 1 <1i < n sets #; = 7, 1f27éj
Afterwards, Sy sets # =) . 7 =a + ZZ | 71 and

- le a—7+

computes Dao =Ty 95 = go =gy =
g5~ ". Furthermore, Sy selects r; €g Z,, for i # j and
sets r; = a — Z?:l.i;éj r; mod p. Then, Sy computes
{DA,iv D; 1, Di,1}1§z’§n

a) If i = j, then Sy selects ﬁ,)\j\’ €Rr Zp and com-
putes the following components:

as follows.

7 . r +a Tik; \ |
Da; =gy H (jllvjr,) =g’ (gzj )
7 +a+7‘7'] kj r].+B
=g, =92 s

n
a_zz:m;t] i ga.v,chA
=

i . A
Dj1 =gy H(0lljllvj,)" =9,
aj . A _
=(9")".g,"" 'H?:l,i?éj 9

N r; . A r;  Abjk
Djy =g’ H (1”]””]‘,16]) =999, 7
ot
- a ~
r]+b.7;k]'(>\ 5k rjiaJr)\/bjykj
A bik —r;
=92 Hz 1,i#j 92

a)/rmj and A = \ — (a/bjykj).
b) If i # j, then Sy computes the following compo-
nents:

1S¢0ured)

where r = (8-

Dai = g5 H (illvig,)" = g5 (97%)"

BTik; Ti,k;
= g5 g N L (g") T
Y
Diy = g7 H (O ]fil]vig,) —91’95” 7
~ ,_ , <
Dy =gy H (llillvie,)” g5 gt

ik,
= g5".g" N (g7) a2
Subsequently, Sy computes the rest of the attribute
secret key components as follows,

D V2% WV ———
DO:gg\yDO :gj\a:gl /S ) :gi\'(ga) bjk‘J

Dao=gi=9,"" =9,"" (¢*) 7
Finally, the following attribute secret key is returned:
SKr = (Do, Do, Dao, Da0, {Dna,is Dix, Dinticic,,)
e Reencrypt query OReencrypt (Tlv CT?loud):
Suppose that A submits a mphertext CTcloud =
(CTM,cloud - [U07 Ula ] CTTO cloud — [CTW:TW
6’\T/W7TO]), and a timestamp T; where 7 < [.
Firstly, So checks in the list £ if the tuple (i, St,)
has been queried before. If it was, the corresponding
value is retrieved. Otherwise, S chooses St, €r Z
and puts the tuple (i, S7,) in the list L. Afterwards,
So chooses 1’ €g Z; and computes CT'ar,7; user @S
follows,

UTi . U ’I“/
o — Yo g3 )
STi

CTM,Ti,user = Ul U1 T sk (U(,)Tl> )
VT = Ve( ’"‘“O,gli')

Then, Sy chooses 1,7 €r Z;; and computes ﬁw,Ti
and CTw,r, as follows,

CTWyTi =
. . T//
! _ T !
w,T; — Y . (Cw> b
1"

" T
’ _ ' A _ (A
Cl,w,Ti - (Cl,w) 301,7U,Ti - (Cl,w> )

" )

’ _ ’ r
C’i,t,O,w,TI - (Ci,t,O,w) ’
1

~ ~ ”
’ _ /
4,t,0,w,T; — (Ci,t,O,w)

1st<ni ) 1<i<n

CTW7T1. =

Cor, = F(¥7) gy 55 50) 6,

Caw1 = CA,w;pO,U),Ti = Co,w
Cruwr, = Cluw, Crwr, = Cluw,
Ci,t,A,w,T,-
gi,t,O,w,Ti

= Cit,Aws
= Ci,t,O,wa

Cit,00,1, = Cit,0w 1<t<ni ) 1<ser
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Finally, the following user ciphertext, which is com-
puted according to the timestamp T; is returned:

CTM,Ti,usera

CT 411, user = ( CTH, oer = [CTW,Tiaa\TW,TiD '

Challenge: The adversary A sends two dif-
ferent equal-length messages My and M; to the
simulator Sg. The latter sets V to be a random
element in Gp. Afterwards, Sy selects rq €gr
Zy and sets Uy = g3t, Un = g3* Sk, dkr, =

mko sk.mky mki1.ST,

91" °.95 . g3 Subsequently, Sy calcu-

lates Cy: = dkr,. F(Z‘“) and hence when Z =
e(g,g)abc, we have Cy: = dk‘TO (e(g1,92)*) =
dkr,.F (e (g1,92)") = dkT F (Y**), which implies
that s; = ¢. Furthermore, Sy selects s, s7, s2, s5 €r

Z,, and computes C . = 1Y*, Cp,. = 952,
o~ " ’
/ So—S8 s

Cl,w; = ¢ 2, CA,w* = Ys R CO,wV = gll,

Cruy = g5 Cruy = g = (9C~g_sﬂ>w' So
also picks {O',LA,O',L(),O'Z"hO'i’O,O'g,l er G|l <i<n}
such that Hz 104,A = H?:ldi’() = H?:lai,l =
[litioi0 = Tl 10 1 = 1lg, and computes

[CZtA’w*7CZtO’LU aCztOw acltow*acztow ] as fol-
lows.

(1) If Vit c Wx

I/’L7

then

Tit- 91

!
Cit sy, = Tia-Hil[vi) = 01,0970,
1"
gi,t,O,w; = Ji7o.H(0|| Hvi,t) U =00 921 t- s1 :
Coriouz = 711 H (1l )=

biyt.(sl—sll/)

=0i1-9 .
= oi. (g g7
. 1"
Cloos = o HOlillvs ) = o g.95"%,

o} 1 H(1[il[v,) 272

_ 1 obii(s2—sy)
L =0;1-9" 2

b) If vy §~7§ ois then [C ¢ A we, Cit.0.ws, Cit0,.wrs

Ci 40> C’l’t 0.1+ are chosen randomly from G.
v ? v

i,t,0,w?

Finally, the simulator Sy returns the following chal-
lenge ciphertext of M, with respect to A%:

CTcloud -
I / ]
Uo, U1, V,Cs, C1 2, C1 s »
!
H C’”Ow*,C’”Ow*}1<t<nl}1<z<m

C’w ;CAw 7COu) 701111 701111 )
{ Cit.a oz, Citiows s Cisty0,3 Y1<t<n, 1<i<n
Phase 2: The adversary A continues to query the
oracles as in Phase 1.

Guess: The adversary A guesses a bit v/ as the
value of v. A wins the game if v/ = v. When A wins

the game, Sy returns 1 and otherwise returns 0 to
the DBDH challenger. Indicate that if Z = e (g, g)**,
then A is in game Gy, and otherwise, Z is a ran-
dom element in Gy and A is in game Gy. There-
fore the advantage of Sy in the DBDH game is equal
to €g, where €q is the difference between the advan-
tages of A to win the game G}, and the game Gj.
Finally, with respect to the DBDH assumption we
have ‘P’I“[&S}—PT[S()”ZEQSEDBDH. O

Lemma 3. Under the D-Linear assumption, the
difference between advantages of A in games Gp_1
and Gy, is negligible for 1 < h < hpaz, Such that
|P7” [8}1_1] — Pr [8h] |§ €EDL -

Proof. We show that if e, = |Pr[Eh_1] — Pr[&)]
is not negligible, then there exists a simulator Sj
that can break the D-Linear assumption. To con-
struct Sp,, suppose that it is given a D-Linear instance
lg, 97,972, Z,g***+, g**T#] by the challenger where
Z € G (note that this D-Linear assumption is equiv-
alent to that of Section 3.2 [9]). On the other side,
Sy, plays the role of a challenger for the adversary A.
In this manner, S, will be able to win the D-Linear
game with the non-negligible advantage €, by exploit-
ing A. Accordingly, the simulator Sy, acts as follows.

Init: The adversary A gives Sj, two challenge ac-
cess policies Af = W§ = [WJ,17 ceey Wa‘n] and A} =
Wi = [Wﬁl, Cey Wl*n], and a timestamp 7;. After-
ward, Sy, selects a random bit v € {0, 1}. Suppose that
the ciphertext components {Cj, 1, A.ws, Ci, th,0,w
Cintn,0,055 Cliy 0,0 Cip 10,07+ that are generated
in a routine manner in game Gp_1, are chosen ran-
domly from G in game G},. Also, without loss of gen-
erality, assume that (vi, +, € W5, Avi, 0, € W, ).
Thus, we proceed assuming v = 1.

Setup: The simulator Sy, selects RK, St,,w, mko,
mki,sk €r Z,, and g3,94 €r G, sets g1 = g**
and g, = ¢*2, and computes Qo = g3, PPy =
e (g3, 90)™, PPy = gt Afterwards, Sp se-
lects y €r Z, and computes Y = e(g1,92)”. Fi-
nally, S, sends the system public key PK =
(9,91,92,93,94,Y) and the data public parameter

P = (Qo,PP(),Ppl) to A.

Phase 1: The simulator Sy, answers A’s queries by
simulating Opasn and O attrKeyGen as follows.

e Hash query Opg,sn (M): Firstly, the simulator
Sy, selects an empty list L. When the adversary
A queries the random oracle Opgsp, () for an in-
put M, S;, checks in the list Ly if the value of
H (M) has been defined. If there exists a record in
Ly associated to the queried point M, Sj returns
the previously defined value. Otherwise, Sy, selects
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{Hmi, @i, bir €r Zpti<i<n, }1<i<n, and calculates
the output as follows.

a) For M = (i||v;¢), Sp sets a = 7,4, returns
H(M) = g% if vy € Wi,, or HM) = (g*)” if
Vit ¢ Wu*,z

b) For M = (0]|é||vs¢), Sp sets o = a;4, returns
H(M) = (97)" if viy € W, or HM) = g* if
Ui,t ¢ W:l

¢) For M = (1||i||vit), Sh sets o = b;, returns
H(M) = (¢)" if viy € W, or HM) = g* if
Vit ¢ W:,1

Finally, Sy adds (M, a, H(M)) to the list L.

o AttrKeyGen query Oairieygen (L): When
the adversary A queries the random oracle
OaurkeyGen () for an attribute list L = [Lq, Lo, . . .,
L,] where L; = v; j, and with the restriction that
(LE Ay NLE AY), the simulator Sy, firstly selects
T1,72,...,"n €ER Zp such that Z?:l r; = y. Besides,
Sy, selects 7",)\,5\ €Rr Zp and {7 €r Zp}, ;s SetS

~

F = > %, and computes Dao = g7, Dao =
¢ "Dy = g3,Dy = g7. Afterwards, assuming
L; = vy, for 1 <i < n, S, computes the rest of the
attribute secret key components as follows.

a) If v;x, € W, then

i i T ks o Aaik; ]
Dai=g3'.9""", Din = gi". (g7)"""
fan i Abl,k
Di1 =gy (g7) """

b) If v, ¢ Wy,, then

717

i T T-Ti,k, TP AQG ks T
Dpi=g5-(97")" """, Din = gy'.g" """,
IS T 5\b1 e
Di1 =gy .97

Finally, the following attribute secret key is returned:
SK 1 = (Do, Do, D0, Do, {Dais Dists Din}icic,)
e Reencrypt query Orcencrypt (TZ—, CTéoud): The
simulator Sy, proceeds as in Lemma 2.

Challenge: The adversary A sends two dif-
ferent equal-length messages Mo and M; to the
simulator Sj. This latter sets V' and Cy» to be
random elements in Gy and G, respectively. Af-
terwards, Sy, selects r4 €g Z;;, and sets Uy = g3°,
Uy = g5%, dkq, = g*o.gsk-mk .g;nkl'STU. Besides,
Sp selects s,82,85 €r Zp, and computes Cy,. =
1'Y52, O{,wl’j = ggz, a{,wl’j = gi2_327 CA,’LUj = YS/la
6’07% = gfl. Moreover, Sy, sets C 3 = g2 = ggl
and 614,,; =7 = g* = g{"" "' which respectively
imply that s{ = z4 and $1 = 23+ z4. Then, S}, selects
{O'i,A,O'ijo,0'1'71,0'470,0';-_’1 €r G|1 < i < n} such that

H?:ﬂfi,A = H?:l 0i,0 = H:‘L:1 Oi1 = H?:l ‘74,0 =

n .
[[i—10i1 = lg, and generates the ciphertext
A~ ’
components {{C¢,awz, Cit,0,0z: Cit,0,05: Ci 1.0,

/\/ . .
Cli 0w 1<t<n f1<i<n as in game Gp_1 while

1S¢0ured)

the components {Cih,tthaw:;7Cih»thaovw,t’ Oihﬂfmowﬁv

/ =N
Cih,th,o,w;aCz'h,th,o,w;} are computed as follows,
r . s T .5 T
Ciytr,a 0wz = iy, a-H (in Vi 1,)7 = 04y 49705,
. S a;, t, -7
Cintn,0,w; = iy ,0-H(O0l|in|viy 2,)"1 = 03,,0.95 ™"
= 01,0 (g75) mtn
- . (31—3/1/)
Cipstrn,0,wy = 04y, 1-H (U |in]|viy, 1)
b T,
= 03,1 (g1) e (17
= o-iml.(gzlz-")b'ﬂnv‘h = 0'1',”1.Zb”b"'h,
/ o . st @iy oty St
Ciy tn,0,0: = T4y, 0-H(0][in]|vs, 1, )2 = 00,092 mTE
] i . S9—8
Cihyth,U,w,’j = o—ih,vl'H(]“|2h||vih,;th)( 27%)
b; (so—sl]
L =000 (e d

Phase 2: The adversary A continues to query the
oracles as in Phase 1.

Guess: The adversary A guesses a bit v/ as the
value of v. A wins the game if v/ = v. When A
wins the game, Sj, returns 1 and otherwise returns
0 to the D-Linear challenger. Indicate that if Z =
g*1#3  then A is in game Gj_1, and otherwise, Z
is a random element in G and A is in game Gj,.
Therefore the advantage of Sj, in the D-Linear game
is equal to €p, where ¢, is the difference between the
advantages of A to win the game G _1 and the game
G, Finally, with respect to the D-Linear assumption
we have |Pr[Ep—1] — Pr[&n]| = en < epr for 1 <
h < hmaz- O

7 Performance Evaluation

In this section, we evaluate the effectiveness of our
proposed scheme by comparing its computational
and storage complexities with schemes presented
in [7, 18, 34, 45]. The main reason for considering
these schemes for comparison is that they are similar
to our proposed scheme in several aspects, such as
functional capabilities and cryptographic algorithms.
In this table, n,m, [, and a denote the total number
of attributes in the universe, the number of AND-
gates in an access policy, the number of rows in an
LSSS access policy matrix, and the maximum num-
ber of users in the system, respectively. N = Z?:l g
indicates the total number of possible values of all
attributes. Also, M, E, P, and R represent a modular
multiplication, a modular exponentiation, a bilinear
pairing, and a random element selection, respectively.
The results indicate that our scheme performs as effi-
ciently as [45] in terms of online encryption while out-
performing the other schemes (i.e. [7, 18, 34]). This is
because the other schemes fail to split the encryption
function, and therefore the whole encryption function
must be executed by the message generator device af-
ter the message is ready to be encrypted. Additionally,
thanks to the constant number of pairing operations
in the decryption algorithm, the decryption efficiency
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Table 3. Storage and efficiency comparison

System public Attribute Ciphertext Encryption Decryption cost
Scheme key size secret key size size cost (decryption phase)
[7] 3|G+1|G| (3n +4)(G| (3N + 3)[G|+2(Gr| Mg (3n +1) 4+ 2Eg,, + Eg(3n + 3) + Rg(3N) Mg (2n) + 4Mg,, + 4P

[18] (BN 4+ 4)|G|+1|Gr| (4n + 4)|G| (3N + 3)|G|+2|Gr|

Mg(n + 1) + 2Eg, + Eg(3n +3) + Rg(3N) Mg, (3n+1) + P(3n + 1)

34  (2a+11)[G] (5n +2)|G| (61 + 3)|G|

Mg(20+ 2) + 1Eg,. + Eg(8l +4) + 1P

MGT (5l + d)
+Eg, (I +2) + P(6l+3)

DO (offline): Mg (n) + 1Eg, + Eg(2n + 2)
48] (n+B)GIHUGT 3IGl+(n +2)|Zp| (n + DICIHLGr[+(n +2)|Zp| po ( T

Mg (n) + 3]\4@1,

online): 1 Mg, +Eg(n+3) + 3P

message

ciphertext :2|G[+1|Gr|
policy (5mN + 6m)|G|
ciphertext * 4(2m)|Gr|

HUAP  5(G|+1|Gr| (3n +4) G|

DO:

Dev (offline): 1Eg,. +2Eg
Dev (online): 1Mg,,

Mg (4n + 2)
Mg (5mn +m) + Eg,.(3m) +9Mg,. + 10P

+Eg(5mn + 5m) + Rg(5mN)

of our scheme outperforms [18] and is comparable to
that of [7], [34], and [45].

We have implemented the simulation experiment
on a virtual machine equipped with Intel Core i7-
3632QM CPU (2 core 2.20 GHz) and 2 GB memory
running Linux Kernel 5.4.0. The experiment is im-
plemented with the PBC library of version 0.5.14 for
underlying cryptographic operations. The evaluation
results of executing encryption and decryption algo-
rithms are presented in Figure 4, where we have set
[ =10, a = 10, and n; = 10 for 1 < 7 < n. To be
specific, we have compared the cost of online encryp-
tion that is performed by Dev in our scheme with the
cost of encryption in other schemes. Moreover, as the
number of random element selections in [7], [18], and
HUAP appreciably affects the encryption cost, it is
enumerated in Table 3 for these schemes. From Fig-
ure 4a, the online encryption time in our scheme is
constant as the number of attributes in the universe
is increased. In the meanwhile, from Figure 4b, in
our scheme, growing the total number of attributes
in the universe does not change the decryption time
significantly, as the number of pairing operations in
the decryption algorithm is constant. Note that al-
though the complexity of the encryption/decryption
algorithm in [34] remains at a constant value when
the total number of attributes in the universe is in-
creased, it grows linearly with respect to the number
of rows in the access policy matrix.

8 Conclusion

In this paper, a ciphertext-policy attribute-based ac-
cess control scheme has been proposed. In the pro-
posed scheme, the access policies are hidden, and
hence unauthorized data users cannot learn which
attribute set satisfies an access policy. The scheme
also enables data owners to efficiently outsource a
major part of the access policy update process to a
cloud service provider. In particular, the process does
not require generating a new re-encryption key. More-
over, to reduce the computational cost for resource-
constrained devices, this scheme divides the encryp-

| ——[7] =—o—[18] [34] emgmm[45] HUAP

Time (in seconds)

1 2 3 5 10 15 20 30 40 50 60 70 80
Number of attributes

(a) Encryption

0.5

=g (7] —o—[18] [34] —@—[45] HUAP

Time (in seconds)
0.3 0.4

0.2

0.1

o ‘-“’/

1 2 3 5 10 15 20 30 40 50 60 70 80
Number of attributes

90 100

(b) Decryption

Figure 4. Performance comparison

tion algorithm into two offline and online phases. Fur-
thermore, in the proposed scheme, the decryption pro-
cess is very fast and requires only a constant number
of bilinear pairing operations. The proposed scheme
is proven to be secure in the random oracle model.
Our simulation results indicate that our proposed
scheme effectively decreases computational overhead
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at the data collector device and data user sides.

References

[1]

2]

M. Ali, S.U. Khan, and A.V. Vasilakos. Secu-
rity in cloud computing: Opportunities and chal-
lenges. Information sciences, 305:357-383, 2015.
A. Sahai and B. Waters. Fuzzy identity-based
encryption. In Annual international conference
on the theory and applications of cryptographic
techniques, pages 457—-473. Springer, 2005.

V. Goyal, O. Pandey, A. Sahai, and B. Waters.
Attribute-based encryption for fine-grained ac-
cess control of encrypted data. In Proceedings
of the 13th ACM conference on Computer and
communications security, pages 89-98, 2006.

J. Bethencourt, A. Sahai, and B. Waters.
Ciphertext-policy attribute-based encryption. In
2007 IEEE symposium on security and privacy
(SP’07), pages 321-334. IEEE, 2007.

Y. Zhang, R.H. Deng, S. Xu, J. Sun, Q. Li, and
D. Zheng. Attribute-based encryption for cloud
computing access control: A survey. ACM Com-
puting Surveys (CSUR), 53(4):1-41, 2020.

Y. Zhang, D. Zheng, and R.H. Deng. Security
and privacy in smart health: Efficient policy-
hiding attribute-based access control. IEEE In-
ternet of Things Journal, 5(3):2130-2145, 2018.
Y. Zhang, X. Chen, J. Li, D.S. Wong, H. Li, and
I. You. Ensuring attribute privacy protection and
fast decryption for outsourced data security in
mobile cloud computing. Information Sciences,
379:42-61, 2017.

A. Kapadia, P.P. Tsang, and S.W. Smith.
Attribute-based publishing with hidden creden-
tials and hidden policies. In NDSS, volume 7,
pages 179-192, 2007.

T. Nishide, K. Yoneyama, and K. Ohta.
Attribute-based encryption with partially hidden
encryptor-specified access structures. In Inter-
national conference on applied cryptography and
network security, pages 111-129. Springer, 2008.
J. Li, K. Ren, B. Zhu, and Z. Wan. Privacy-aware
attribute-based encryption with user account-
ability. In International Conference on Informa-
tion Security, pages 347-362. Springer, 2009.

J. Lai, R.H. Deng, and Y. Li. Fully secure
cipertext-policy hiding cp-abe. In International
conference on information security practice and
experience, pages 24-39. Springer, 2011.

J. Hao, C. Huang, J. Ni, H. Rong, M. Xian,
and X.S. Shen. Fine-grained data access control
with attribute-hiding policy for cloud-based iot.
Computer Networks, 153:1-10, 2019.

L. Zhang, G. Hu, Y. Mu, and F. Rezaeibagha.
Hidden ciphertext policy attribute-based encryp-
tion with fast decryption for personal health

buréd)

[14]

[21]

record system. I[FEEFE Access, 7:33202-33213,
2019.

X. Liang, Z. Cao, H. Lin, and J. Shao. Attribute
based proxy re-encryption with delegating ca-
pabilities. In Proceedings of the 4th Interna-
tional Symposium on Information, Computer,
and Communications Security, pages 276-286,
2009.

S. Luo, J. Hu, and Z. Chen. Ciphertext policy
attribute-based proxy re-encryption. In Interna-
tional Conference on Information and Communi-
cations Security, pages 401-415. Springer, 2010.
H.J. Seo and H.W. Kim. Attribute-based proxy
re-encryption with a constant number of pairing
operations. Journal of information and commu-
nication convergence engineering, 10(1):53-60,
2012.

J. Li, S. Wang, Y. Li, H. Wang, H. Wang,
H. Wang, J. Chen, and Z. You. An efficient
attribute-based encryption scheme with policy
update and file update in cloud computing.
IEEE Transactions on Industrial Informatics,
15(12):6500-6509, 2019.

Y. Zhang, J. Li, X. Chen, and H. Li. Anonymous
attribute-based proxy re-encryption for access
control in cloud computing. Security and Com-
munication Networks, 9(14):2397-2411, 2016.

S. Belguith, N. Kaaniche, and G. Russello. CUPS:
Secure opportunistic cloud of things framework
based on attribute-based encryption scheme sup-
porting access policy update. Security and Pri-
vacy, 3(4):e85, 2020.

Y. Jiang, W. Susilo, Y. Mu, and F. Guo.
Ciphertext-policy attribute-based encryption
supporting access policy update and its extension
with preserved attributes. International Journal
of Information Security, 17(5):533-548, 2018.

S. Belguith, N. Kaaniche, M. Hammoudeh, and
T. Dargahi. Proud: Verifiable privacy-preserving
outsourced attribute based signcryption support-
ing access policy update for cloud assisted iot
applications. Future Generation Computer Sys-
tems, 111:899-918, 2020.

S. Hohenberger and B. Waters. Online/offline
attribute-based encryption. In International
workshop on public key cryptography, pages 293
310. Springer, 2014.

P. Datta, R. Dutta, and S. Mukhopadhyay. Fully
secure online/offline predicate and attribute-
based encryption. In International Conference
on Information Security Practice and Fxperience,
pages 331-345. Springer, 2015.

Y. Liu, Y. Zhang, J. Ling, and Z. Liu. Secure
and fine-grained access control on e-healthcare
records in mobile cloud computing. Future Gen-
eration Computer Systems, 78:1020-1026, 2018.




[25]

[32]

[33]

January 2024, Volume 16, Number 1 (pp. 93-114)

J. Li, Y. Zhang, X. Chen, and Y. Xiang. Secure
attribute-based data sharing for resource-limited
users in cloud computing. Computers € Security,
72:1-12, 2018.

K. Huang, X. Wang, and Z. Lin. Practical multi-
authority attribute-based access control for edge-
cloud-aided internet of things. Security and Com-
munication Networks, 2021, 2021.

M. La Manna, P. Perazzo, and G. Dini. Sea-
brew: A scalable attribute-based encryption re-
vocable scheme for low-bitrate iot wireless net-
works. Journal of Information Security and Ap-
plications, 58:102692, 2021.

M. Ali, J. Mohajeri, M.R. Sadeghi, and X. Liu.
Attribute-based fine-grained access control for
outscored private set intersection computation.
Information Sciences, 536:222-243, 2020.

M. Ali, J. Mohajeri, M.R. Sadeghi, and X. Liu.
A fully distributed hierarchical attribute-based
encryption scheme. Theoretical Computer Sci-
ence, 815:25-46, 2020.

Maryam Zarezadeh, Maede Ashouri Taluki, and
Mohammad Siavashi. Attribute-based access
control for cloud-based electronic health record
(ehr) systems. ISeCure, 12(2), 2020.

Aniseh Najafi, Majid Bayat, and Hamid
Haj Seyyed Javadi. Privacy preserving attribute-
based encryption with conjunctive keyword
search for e-health records in cloud. ISeCure,
13(2), 2021.

Sajjad Palanki and Alireza Shafieinejad.
Attribute-based encryption with efficient at-
tribute revocation, decryption outsourcing,
and multi-keyword searching in cloud storage.
ISeCure, 14(3), 2022.

X. Yan, H. Ni, Y. Liu, and D. Han. Privacy-
preserving multi-authority attribute-based en-
cryption with dynamic policy updating in phr.
Computer Science and Information Systems,
16(3):831-847, 2019.

H. Xiong, Y. Zhao, L. Peng, H. Zhang, and K.H.
Yeh. Partially policy-hidden attribute-based
broadcast encryption with secure delegation in
edge computing. Future Generation Computer
Systems, 97:453-461, 2019.

S. Even, O. Goldreich, and S. Micali. On-line/off-
line digital signatures. Journal of Cryptology,
9(1):35-67, 1996.

M. Blaze, G. Bleumer, and M. Strauss. Divert-
ible protocols and atomic proxy cryptography.
In International Conference on the Theory and
Applications of Cryptographic Techniques, pages
127-144. Springer, 1998.

Q. Liu, G. Wang, and J. Wu. Time-based proxy
re-encryption scheme for secure data sharing
in a cloud environment. Information sciences,

[45]

[46

[47

[48]

[49]

258:355-370, 2014.

Q. Liu, G. Wang, and J. Wu. Clock-based proxy
re-encryption scheme in unreliable clouds. In
2012 41st International Conference on Paral-
lel Processing Workshops, pages 304-305. IEEE,
2012.

H. Li, D. Liu, K. Alharbi, S. Zhang, and X. Lin.
Enabling fine-grained access control with effi-
cient attribute revocation and policy updating
in smart grid. TIIS, 9(4):1404-1423, 2015.

Q. Huang, L. Wang, and Y. Yang. Decent: Secure
and fine-grained data access control with policy
updating for constrained iot devices. World Wide
Web, 21(1):151-167, 2018.

K. Sethi, A. Pradhan, and P. Bera. Practical
traceable multi-authority cp-abe with outsourc-
ing decryption and access policy updation. Jour-
nal of Information Security and Applications,
51:102435, 2020.

Jingwei Wang, Xinchun Yin, Jianting Ning,
Shengmin Xu, Guowen Xu, and Xinyi Huang.
Secure updatable storage access control system
for ehrs in the cloud. IEEE Transactions on
Services Computing, 2022.

X. Yan, G. He, J. Yu, Y. Tang, and M. Zhao. Of-
fline/online outsourced attribute-based encryp-
tion with partial policy hidden for the internet
of things. Journal of Sensors, 2020, 2020.

H. Tian, X. Li, H. Quan, C.C. Chang, and
T. Baker. A lightweight attribute-based access
control scheme for intelligent transportation sys-
tem with full privacy protection. IEFE Sensors
Journal, 2020.

J. Sun, H. Xiong, X. Liu, Y. Zhang, X. Nie,
and R.H. Deng. lightweight and privacy-aware
fine-grained access control for iot-oriented smart
health. IEEE Internet of Things Journal,
7(7):6566-6575, 2020.

Chenbin Zhao, Li Xu, Jiguo Li, He Fang, and
Yinghui Zhang. Toward secure and privacy-
preserving cloud data sharing: Online/offline
multiauthority cp-abe with hidden policy. IEEE
Systems Journal, 16(3):4804-4815, 2022.
Yinghui Zhang, Xuanni Wei, Jin Cao, Jianting
Ning, Zuobin Ying, and Dong Zheng. Blockchain-
enabled decentralized attribute-based access con-
trol with policy hiding for smart healthcare.
Journal of King Saud University-Computer and
Information Sciences, 34(10):8350-8361, 2022.
Jing Cheng and Mi Wen. An efficient attribute
encryption scheme with privacy-preserving pol-
icy in smart grid. International Journal of Net-
work Security, 25(1):140-150, 2023.

M. Chegenizadeh, M. Ali, J. Mohajeri, and M.R.
Aref. An anonymous attribute-based access con-
trol system supporting access structure update.

1S¢0ured)

113




114 HUAP: Practical Attribute-Based AC Supporting Hidden Updatable Access Policies — Chegenizadeh et al.

In 2019 16th International ISC (Iranian Soci-
ety of Cryptology) Conference on Information
Security and Cryptology (ISCISC), pages 85-91.
IEEE, 2019.

[50] Mahdi MahdaviOliaece and Zahra Ahmadian.
Fine-grained flexible access control: ciphertext
policy attribute based encryption for arithmetic
circuits. Journal of Computer Virology and Hack-
ing Techniques, pages 1-14, 2022.

[51] Mahdi Mahdavi, Mohammad Hesam Tadayon,
Mohammad Sayad Haghighi, and Zahra Ahma-
dian. Iot-friendly, pre-computed and outsourced
attribute based encryption. Future Generation
Computer Systems, 150:115-126, 2024.

[52] D. Boneh and M. Franklin. Identity-based en-
cryption from the weil pairing. In Annual in-
ternational cryptology conference, pages 213-229.
Springer, 2001.

[53] D. Boneh, X. Boyen, and H. Shacham. Short
group signatures. In Annual international cryp-
tology conference, pages 41-55. Springer, 2004.

[54] O. Blazy, E. Conchon, M. Klingler, and
D. Sauveron. An iot attribute-based security
framework for topic-based publish/subscribe sys-
tems. IEEFE Access, 9:19066—19077, 2021.

[55] L. Cheung and C. Newport. Provably secure ci-
phertext policy abe. In Proceedings of the 14th
ACM conference on Computer and communica-
tions security, pages 456-465, 2007.

Mostafa Chegenizadeh received
his B.Sc. and M.Sc. degrees in Elec-
trical Engineering from the Sharif
University of Technology, Tehran,
Iran, in 2017 and 2019, respectively.
With a solid grounding in cryptogra-
phy, which serves as the fundamental
building block for Blockchain Systems, his current
research as a Ph.D. Candidate at the University of
Zurich focuses on Blockchain Analytics, Cryptocur-
rencies, and Cryptographic Protocols.

ISeﬂure@

Mohammad Ali received the M.Sc.
degree in Applied Mathematics, in
2016, and the Ph.D. degree in math-
ematics from Amirkabir University
of Technology, Tehran, Iran, in 2020.
He is currently an assistant professor
with the Department of Mathemat-
ics and Computer Science, Amirkabir
University of Technology. His research interests in-
clude Provable Security Cryptography, Post-Quantum
Cryptography, Cloud Security, and IoT Security.

Javad Mohajeri is an Assistant
Professor with the Electronics Re-
search Institute, Sharif University of
Technology, Tehran, Iran, where he is
an Adjunct Assistant Professor with
the Electrical Engineering Depart-
ment. His current research interests
include Data Security and the Design and Analysis of
Cryptographic Protocols and Algorithms. Javad is a
Founding Member of the Iranian Society of Cryptol-
ogy. Also, he has been the committee program chair
of the second International ISC Conference on Infor-
mation Security and Cryptology, and a committee
program member of the third — 20th of this confer-
ence.

— Mohammad Reza Aref received
the B.Sc. degree from School of Elec-

l e trical and Computer Engineering,
o University of Tehran, in 1975. The

& . M.Sc. and Ph.D. degrees from Stan-
~’/. ford University, Stanford, CA, USA,
in 1976 and 1980, respectively. He
Came back to Iran in 1980 and was actively engaged
in academic and political affairs. He was a Faculty
member of Isfahan University of Technology (1982-
1997). He has been a professor of Electrical Engineer-
ing at Sharif University of Technology Since 1997.




	1 Introduction
	2 Related Work
	3 Preliminaries
	3.1 Cryptographic Background
	3.2 Complexity Assumptions
	3.3 Aceess Policies

	4 System Model and Design Goals
	4.1 System Architecture
	4.2 Overview of Scheme
	4.3 Security Model
	4.4 Blind Access Policies
	4.5 Design Goals

	5 HUAP: Attribute-Based Access Control Supporting Hidden Updatable Access Policies
	5.1 Our Proposed Construction
	5.2 Consistency of the Proposed Construction

	6 Security Proof
	7 Performance Evaluation
	8 Conclusion

