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A B S T R A C T

Quantitative and model-based prediction of security in the architecture design

stage facilitates early detection of design faults hence reducing modification

costs in subsequent stages of software life cycle. However, an important

question arises with respect to the accuracy of input parameters. In practice,

security parameters can rarely be estimated accurately due to the lack of

sufficient knowledge. This inaccuracy is ignored in most of the existing

evaluation methods. The aim of this paper is to explicitly consider parameter

uncertainty in the software security evaluation process. In particular, we use

the Dempster-Shafer theory of evidence to formulate the uncertainties in input

parameters and determine their effects on output measures. In the proposed

method, security attacks are expressed using UML diagrams (i.e., misuse case

and mal-activity diagrams) and security parameters are specified using the

SecAM profile. UML/SecAM models are then transformed into attack trees,

which allow quantifying the probability of security breaches. The applicability

of the method is validated by a case study on an online marketing system.

© 2016 ISC. All rights reserved.

1 Introduction

R egarding the increasing complexity and variety
of cyber-attacks, security is a significant concern

for software systems nowadays. In order to determine
whether security is improved or degraded, it has to
be evaluated quantitatively. If this evaluation is per-
formed in the early development stages, costly mod-
ifications in the latter development stages will be
avoided.

In recent years, some model-based approaches have
been proposed for quantitative evaluation of software
security at the architecture design stage. However,
their application is limited in practice. In particular,
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the appropriateness of the model and the accuracy of
parameters values are two important issues that need
to be addressed. On one hand, model assumptions may
not hold in practice and on the other hand, assuring
the accuracy of parameters values is difficult.

Model parameters are usually estimated based on
the field data obtained by testing, historical data avail-
able from similar systems or reasonable guesses by
security experts. However, these estimates are rarely
accurate. This indicates that any prediction method
based on point estimates is not appropriate, since any
variation in the prediction results due to the uncer-
tainty in input parameters is ignored. To avoid mis-
leading results, explicit representation of the input un-
certainty and its propagation to the output measures
is necessary.

In the reliability domain, some analytic/simulation
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methods (e.g., [1–3]) have been introduced for mod-
elling uncertainty in input parameters. However, their
predominant assumption is that the probability dis-
tribution functions characterizing the uncertain pa-
rameters are known beforehand. This assumption is
unrealistic regarding the insufficiency of statistical
data, especially in the early development stages. Even
if such data exist, we may not observe their stability
from the statistical viewpoint [4].

Fuzzy theory is known as an alternative to proba-
bility theory for modelling uncertainty in cases that
statistical data are scarce. For example, in [5] UML
class diagrams are transformed to fuzzy fault trees
to compute the security risk for various kinds of at-
tacks. However, the framework of fuzzy theory needs
to assume a certain type of possibility distribution for
uncertain variables. This assumption is unreasonable
in many cases [4]. Additionally, there is no general rule
for generating suitable possibility distributions from
statistical data. Furthermore, it is illustrated in [4, 6]
that fuzzy variables are not suitable for representing
uncertain quantities.

To successfully deal with the uncertainties in secu-
rity parameters, the Dempster-Shafer theory of ev-
idence (or evidence theory) is promising. Evidence
theory proposes a set of rules for combining evidences
from different sources and provides a measure of confi-
dence that an uncertain variable takes a specific value.
In particular, the uncertainty of an input parameter
is expressed by multiple intervals each supplied by a
separate source of information (e.g., an expert). To
each interval a probabilistic value is assigned which
indicates the belief degree that the actual value of the
parameter belongs to that interval. Then, a combina-
tion rule (e.g., the Dempster’s rule) is applied to the
probabilities assigned to different intervals for their
aggregation. The aggregated intervals are then propa-
gated in the model so that the possible intervals for
the output measure(s) can be determined.

This paper comprises the following contributions:

(1) Description of a UML-based methodology for
quantitative evaluation of software security:
UML as the de facto standard for software mod-
elling is used for architecture description and
representing the attacks threatening the system.
Security parameters are specified through the
SecAM profile [7]. This profile is an extension
of MARTE, which is the most comprehensive
UML profile supporting quantitative evaluation
of software quality attributes.

(2) Presentation of an algorithm for transforming
UML/SecAM models to attack trees, which are
one of the most popular graphical security mod-
els [8].

(3) Using the evidence theory rules for representa-
tion and analysis of uncertainties in input pa-
rameters.

(4) Development of a software tool that automates
the transformation and evaluation processes.

(5) Evaluating the security of an online marketing
system using the proposed method.

In the sequel, we discuss about the related contribu-
tions in Section 2. Section 3 presents some background
information about evidence theory and the SecAM
profile. The proposed method is illustrated through
an example in Section 4, and a case study evaluation
is presented in Section 5. Finally, concluding remarks
and the future works are discussed in Section 6.

2 RelatedWork

Software security analysis and uncertainty in quan-
titative evaluation of software quality attributes are
two research areas related to the work presented in
this paper.

From the security analysis perspective, the existing
methods can be categorized into two groups [5]: (1)
risk analysis based (e.g., [5, 9, 10]) and (2) depend-
ability based (e.g., [11–13]). The former focus on eval-
uating the potential risk of different security threats
by considering their likelihood and impact. The latter
try to leverage the maturity of dependability mod-
elling and evaluation techniques for quantifying secu-
rity measures.

The AHP-based framework presented in [9] is an
example of risk analysis approaches. The proposed
risk analysis method consists of two stages. The first
stage is dedicated to analyzing the risk of each secu-
rity scenario. The risk of the whole system is then
evaluated based on the AHP pair-wise comparison
between scenarios. As another example, in [10] the
object constraint language (OCL) is used to formalize
attack scenarios and exposure metrics. Also, a soft-
ware tool is presented which can be used to evaluate
the specified metrics on software architecture models.

The dependability-based methods are inspired by
the analogies between security and reliability. For ex-
ample, Markov chains traditionally used for reliability
analysis, are used in [14] for modelling software ar-
chitectures and evaluating their security vulnerability
index. In [13] each software component is modelled
with a stochastic Petri Net (SPN). By analyzing the
reachability graph of each SPN, the attack success
probability is determined for each component. In or-
der to evaluate the overall security of the system a
hierarchical approach is proposed.

From the uncertainty analysis point of view, several
works (e.g., [15–17]) include sensitivity analysis to de-
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termine the effect of variations in input parameters on
output measures. These analyses help us identify the
critical parts of the system with respect to the qual-
ity attribute of interest. However, the results of these
analyses may be misleading regarding the inaccuracy
of input parameters.

Uncertainty can be controlled only by making it
explicit [18]. Probability theory is practically used for
explicit characterization of parameter uncertainty in
software quality evaluation. For example, the Monte-
Carlo method is used in [19–21] to propagate the un-
certainty in input parameters to the output measures
of software reliability/performance models. The prin-
cipal assumption of this method is that the probability
distributions characterizing the uncertain parameters
are known beforehand. This assumption is unrealistic
especially in the architecture design stage. To tackle
this problem, some researchers (e.g., [22]) suggest us-
ing the Bayesian approach to incorporate historical
data into prior distributions. Also, in order to con-
sider both the historical data and the experts’ knowl-
edge, combination of the Bayesian approach and the
maximum-entropy principle is suggested in [2].

Fault tree is a formalism extensively used in relia-
bility, safety and security domains. In order to handle
uncertainties in fault tree analysis, the use of fuzzy
logic is suggested in [23]. Fuzzy fault tree analysis has
gained much attention in recent years and it is applied
in several domains [24]. As an example in the software
security domain, it is used in [5] to analyze the risk of
software systems based on the security patterns they
contains. Furthermore, it is used in [25] to determine
the most critical components from the reliability point
of view.

Using evidence theory for uncertainty modelling
allows us to obtain the possible bounds for the sys-
tem security, while there is no need to make assump-
tions about the probability/possibility distributions
of input parameters. The possible large inaccuracy in
the output results reflects the incompleteness of the
input information, which may direct the search for
additional information sources.

3 Preliminaries

3.1 The SecAM Profile

MARTE extends UML with a set of stereotypes and
tags for modelling and analysis of real-time embed-
ded systems. This profile makes it easy to specify
performance-related information in UML models, and
it is extensible to any quality attribute other than per-
formance. For example, DAM is an extension of the
MARTE profile for dependability-related annotations
and SecAM is an extension of DAM for the security

Table 1. Some SecAM stereotypes and data types.

Stereotype Description

secaAttackGenerator A mechanism used to attack the system

secaStep
Action/state representing a securiyty

threat/mechanism

secaLink A secure communication link

secaSecurityDevice
A security hardware mechanism (e.g.

firewall)

Data Type Description

secaAttack
Descriptor for an attack (including
type, objective and target host)

secaIntrusion

Descriptor fo an intrusion (including

success probabilty and the related

vulnerability/attack)

secaVulnerable
Descriptor for a vulnerability (incluing
severity degree and lower-level

vulnerabilities if any)

secaAntivirus
Descriptor for an antivirus (including
the scanning mode)

analysis domain.

In [12] an initial definition of the SecAM profile is
presented, which covers only the resilience issues. This
definition is then enhanced in [26] with a set of new
stereotypes which allows to specify cryptographic and
access control mechanisms. An overview of this profile
is presented in Figure 1.

The SecAM profile is composed of two main pack-
ages: SecAM UML Extensions, which includes the def-
initions of SecAM’s stereotypes, and SecAM Library
in which the data types associated to the stereotypes’
tags are defined. The SecAM UML Extensions pack-
age consists of four sub-packages addressing different
security issues. The Resilience sub-package addresses
the security threats (i.e., vulnerabilities, attacks and
intrusions) and their causal relationships, the Cryp-
tographic package deals with ciphers and encryption
algorithms, the AccessControl package supports the
specification of access control policies and the Securi-
tyMechanism package characterizes different kinds of
hardware/software security solutions. An excerpt of
the SecAM stereotypes and data types is provided in
Table 1.

3.2 Dempster-Shafer Theory of Evidence

Evidence theory was originated by Arthur P. Dempster
and developed by Glenn Shafer [27] for representing
uncertainty. This theory starts by defining a frame of
discernment Ω, which is a set of mutually exclusive
propositions. Each proposition represents a hypothesis
about the system. If we let PΩ denote the power
set of Ω, then the knowledge about each member pi
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Figure 1. An overview of the SecAM profile.

of PΩ is represented by a probabilistic value called
Basic Probability Assignment (BPA). Hereafter, this
knowledge is denoted by m(pi) which is subject to the
following assumptions:

m : PΩ → [0, 1] (1)

m(∅) = 0 (2)∑
pi∈PΩ

m(pi) = 1 (3)

If m(pi) > 0, then pi is called a focal element. Our
total degree of belief in pi is expressed with a belief-
plausibility interval [Bel(pi), P l(pi)] ⊆ [0, 1] where
Bel(pi) and Pl(pi) are given as:

Bel(pi) =
∑

pk⊆pi

m(pk) (4)

Pl(pi) =
∑

pk∩pi 6=∅
m(pk) (5)

Evidence theory allows us to combine different sources
of evidence i.e., if there are multiple estimates for pi
represented by mi1, . . . ,mik, then several methods
have been proposed to calculate the aggregation mi

of all the estimates. The most popular method is the
Dempster’s rule [28]. The precondition of this rule is
that each estimate contains at least one focal element
enclosing the true value of the event. Therefore, this
rule cannot be used in situations where the conflict
between evidences is considerable. Instead, in this
paper the weighted mixture method [29] is used for
aggregating the estimates of different experts. In this
method a weight wi is assigned to each estimate. This
weight quantifies the degree of importance of that
estimate. If all the estimates are equally important,
then wi = 1 for i = 1, . . . , k. The weighted mixture of
the estimates is calculated as follows:

m(pi) =

∑k
j=1 wjmj(pi)∑k

j=1 wj

(6)

4 Methodology Description

The proposed methodology can be synthesized by four
steps. The first step addresses the specification of at-
tack scenarios using a combination of misuse case dia-
grams [30] and mal-activity diagrams [31]. The SecAM
stereotypes and tags are utilized to annotate these
diagrams with the information required for quantita-
tive security analysis. Due to data scarcity, the exact
values of some tags may be unknown. In the second
step, the analyst consults security experts to estimate
upper/lower bounds for uncertain parameters values.
The experts’ judgments are then combined and ap-
pended to the UML/SecAM model which is trans-
formed to an attack tree in the third step. Finally, the
obtained attack tree is analyzed to estimate the be-
lief and plausibility measures for the security breach
probability.

4.1 UML/SecAM Model Construction

In this step, the attacks that may target the system
are identified and expressed using a misuse case dia-
gram (MCD). MCDs extend UML use case diagrams
with unwanted use cases that cause harm to some
stakeholder. The scenario of each attack is modelled
by a mal-activity diagram (MAD), which extends the
UML activity diagram to allow describing malicious
behaviors. For illustration, a simple UML/SecAM
model is depicted in Figure 2. Two attack scenarios
are described by this model. The SecAM annotations
indicate that the objective of the first attack is mak-
ing the system unavailable to its intended users, while
by the second attack the attacker intends to run an
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arbitrary code on the system. The secaStep stereo-
type allows distinguishing normal steps from security
threats/means. For example, Action5 and Action7
are identified as vulnerable steps that may lead to
intrusions if compromised by attackers.

As it is clear from the UML/SecAM model, the
security analyst is uncertain about the exact values of
some tags. For example, he/she is not sure about the
exact occurrence probability of each of the two attacks.
To complete the UML/SecAM model, he/she should
ask security experts to provide their own judgments
about each parameter. This step is discussed in the
next section.

4.2 Parameter Estimation

In this step, the analyst asks the experts to specify
the interval that they believe the real value of each
uncertain parameter can lie in. A possible scenario
is to collect historical data on the target system or
similar systems and suggest a set of intervals to the
experts asking their degree of belief for each interval.

Since more than one expert may be asked to provide
estimations, it is necessary to aggregate their judg-
ments. For example, assume that [a1, a2] and [b1, b2]
with BPAs m1and m2, are the intervals supplied by
two experts for an input parameter. At this point, the
intervals are aggregated using the weighted mixture
rule described in Section 3.2. For illustration, the es-
timated intervals for the occurrence probabilities of
the two attacks in Figure 2(a) and their aggregations
are provided in Table 2.In these estimations, the judg-
ments of Expert1 are assumed more reliable, hence
their weight is 2, while the weight of the Expert2's
judgments is 1.

The results of applying the aggregation rule to all
judgments are then appended to the UML/SecAM
model. As an example, considering the aggregation
results in Table 2, the MCD in Figure 2(a) is modified
as it is shown in Figure 3.

4.3 Attack Tree Generation

In this step, an attack tree is derived from the UM-
L/SecAM model. Attack tree is an AND-OR tree
structure typically used for modelling cyber-attacks.
In this formalism, attacker's main goal is specified as
the root of the tree, and it is refined into sub-goals
conjunctively or disjunctively. The refinement process
may be repeated several times until the reached sub-
goals represent basic attack actions.

Algorithm 1 elaborates the derivation procedure.
The root of the tree denotes a security breach in the

system. This node is connected to the second-layer
nodes through an OR gate. Each node in the second
layer corresponds to a misuse case (i.e., attack) in
the MCD. Each misuse case node has three children:
two leaf nodes parameterized with the occurrence and
success probabilities of the attack, and an AND-rooted
sub-tree which represents the scenario leading to the
attack success (i.e., an intrusion).

Algorithm 1 Attack tree generation algorithm

1: sys node ← new ORNode
2: for each misuse case muc in MCD do

3: muc node ← new ANDNode

4: sys node.addChild(muc node)
5: occ node ← new LeafNode

6: sys node.addChild(occ node)

7: let mad be the MAD describing the behavior of muc
8: sce node ← new ANDNode

9: muc node.addChild(sce node)
10: let p be the path from the initial node to the intrusion

node in mad

11: for each secaStep s in p do
12: st node ← new LeafNode

13: sce node.addChil(st node)

14: end for
15: suc node ← new LeafNode

16: muc node.addchild(suc node)

17: end for

The attack tree derived from the UML/SecAM
model in Figure 2, is depicted in Figure 4. The root
node of this tree has two children attack1 and attack2
corresponding to the two misuse cases in Figure 2(a).
The parameters assigned to the leaf nodes correspond
to the probabilistic values assigned to the SecAM tags
in the UML/SecAM model. For example, the parame-
ter assigned to the node occ attack1 is equivalent to
the occurenceProb tag in the SecAM annotation of
the attack1 misuse case.

4.4 Security Evaluation

In order to determine the probability of a security
breach in the system under analysis, the probabilistic
value assigned to the root node of the attack tree must
be calculated based on the values assigned to the leaf
nodes. The mathematical formula equivalent to the
attack tree generated in the previous step is as follows:

psb = 1−
n∏

j=1

(1− opjspj

m∏
k=1

pk) (7)

where psb denotes the probability of security breach,
opj (spj) is the occurrence (success) probability of
attack j, pk is the execution probability of step k, and
n is the number of attacks identified for the system.

Regardless of the accuracy of (7), if considerable
uncertainty exists in the input parameters (as usually
does), then a significant uncertainty exists in the value
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(a)

(b) (c)

Figure 2. A simple UML model: (a) MCD, (b) MAD of attack1, (c) MAD of attack2

Table 2. Judgment aggregation for UML/SecAM model in Figure 2.

Parameter Source Initial Intervals Initial PBAs Final Intervals Final PBAs

attack1.occurrenceProb
Expert1(w=2)

[0.02, 0.04] 0.6 [0.02, 0.04] 0.4

[0.04, 0.06] 0.4 [0.04, 0.06] 0.26666

Expert2(w=1) [0.03, 0.07] 1 [0.03, 0.07] 0.33333

attack2.occurrenceProb
Expert1(w=2)

[0.06, 0.08] 0.9 [0.06, 0.08] 0.6

[0.04, 0.06] 0.1 [0.04, 0.06] 0.06666

Expert2(w=1) [0.05, 0.07] 1 [0.05, 0.07] 0.33333

estimated for breach probability. Therefore, comput-
ing the point estimate of security based on the point
estimate of the input parameters is not appropriate.

In order to reflect the uncertainties in the input val-
ues on psb, the aggregated judgments for the uncertain
parameters must be propagated from the leaf nodes
to the root of the attack tree. The method proposed
here is based on using ordinary arithmetic operations.
In particular, if the intervals [a1, a2] and [b1, b2] are as-
sociated with two nodes A and B, then the interval of
AND(A,B) is [a1, a2].[b1, b2] = [a1b1, a2b2] and the

interval of OR(A,B) is 1− (1− [a1, b1])(1− [a2, b2]).

After propagating the intervals to the root node,
the analyst is faced with multiple intervals for the
probability of security breach. For example, according
to Table 2, there are two uncertain parameters for the
UML/SecAM model in Figure 2, and three aggregated
intervals are associated to each of them. This means
that nine different intervals will be calculated for
the root node of the attack tree in Figure 4. These
intervals are presented in Table 3. More than the
interval themselves, the analyst may be interested to
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Figure 3. Adding the aggregated judgments to the MCD of Figure 2.

Figure 4. The attack tree generated from the UML/SecAM model of Figure 2.

know whether the probability of security breach is
lower than a given threshold pth or not. The belief
and plausibility measures of the evidence theory are
the means to determine the minimum and maximum
believes about this fact. Based on the intervals Ii
presented in Table 1, the belief and plausibility trends
for the UML/SecAM model in Figure 2 are reported in
Figure 5. As an example, assuming that the threshold
is 0.013, the belief and plausibility measures for the
event psb ≤ 0.013 are determined as follows:

Bel([0, 0.013]) =
∑

Ii⊂[0,0.013]

PBA(Ii) = I2 + I3

= 0.159996

Pl([0, 0.013]) =
∑

Ii∩[0,0.013]6=∅

PBA(Ii)

= 1.0

5 Case Study

As a case study, we examined an online marketing
server [32] which allows customers submit purchase
requests to a business firm via the internet. The users

Figure 5. Belief and plausibility trends for the example system

of this application are (1) the website administrator
who manages the product list, (2) customers seeking
for products, (3) the warehouse clerk who is respon-
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Table 3. Probability intervals for the UML/SecAM model of Figure 2.

Aggregated Judgment Aggregated Judgment Aggregated Judgment

for attack1 for attack2 for the Root Node

Interval PBA Interval PBA Interval PBA

[0.02, 0.04] 0.40000 [0.06, 0.08] 0.60000
[0.008482,

0.013952]
0.240000

[0.02, 0.04] 0.40000 [0.04, 0.06] 0.06666
[0.006988,

0.012464]
0.026664

[0.02, 0.04] 0.40000 [0.05,0.07] 0.33333
[0.006241,
0.01172]

0.133332

[0.04, 0.06] 0.26666 [0.06, 0.08] 0.60000
[0.010473,

0.01594]
0.159996

[0.04, 0.06] 0.26666 [0.04, 0.06] 0.06666
[0.008982,
0.014455]

0.017775

[0.04, 0.06] 0.26666 [0.05,0.07] 0.33333
[0.0082365,

0.0137125]
0.088885

[0.03, 0.07] 0.33333 [0.06, 0.08] 0.60000
[0.010473,

0.019916]
0.199998

[0.03, 0.07] 0.33333 [0.04, 0.06] 0.06666
[0.008982,
0.018437]

0.022219

[0.03, 0.07] 0.33333 [0.05,0.07] 0.33333
[0.0082365,

0.0176975]
0.111108

sible for shipping customers’ orders and (4) hackers
who wish to cause malicious damage to the system.

5.1 UML/SecAM Model

As depicted in Figure 6(a), a customer initiates the
marketing process by requesting a new purchase. The
server checks service availability on request receipt.
If the service is available, the login page is loaded.
Otherwise, an error message is sent to the customer.
As the server does not scan the incoming requests,
it is vulnerable to spoofing-based DoS attacks. This
enables hackers to compromise the availability of the
server by sending excessive requests. The MCD in Fig-
ure 6(c) indicates that the marketing system is also
vulnerable to SQL injection attacks. The attack pro-
cess is presented by a MAD in Figure 6(b). As the
registration data is not validated, a hacker can send
malicious SQL commands to modify customers’ data
and compromise the system integrity. Furthermore,
the vulnerability to stored XSS lets hackers execute
malicious scripts on the system to gather sensitive in-
formation (e.g. credit card numbers) and compromise
the system confidentiality (see Figure 6(d)).

The SecAM annotations in Figure 6 indicate uncer-
tainties in the occurrence/success probabilities of the
attacks and the execution probabilities of some soft-
ware activities. To handle these uncertainties, we con-
sulted two security experts. The judgments of these
experts and their aggregations are reported in Table 4.

5.2 Security Evaluation

In order to analyze the security of the marketing sys-
tem, first we define (a subset of) the SecAM profile
using the Papyrus tool [33]. This tool is a plugin devel-
oped for the Eclipse IDE which facilitates UML model
development. Papyrus supports MARTE stereotypes
and tags. Also, the DAM profile has been implemented
recently [34]. However, as the best of our knowledge,
there exists no publicly available implementation of
the SecAM profile. After implementing the SecAM
profile, we created the UML/SecAM model of the
marketing server using the Papyrus tool.

After appending the aggregated judgments to the
UML/SecAM model, we submitted its XMI represen-
tation to the SQME tool [35]. This tool is an Eclipse
plugin we have developed to facilitate quantitative
evaluation of software quality attributes. SQME is
capable of transforming the UML/SecAM models to
attack trees based on the algorithm presented in sec-
tion 4.3.

The attack tree generated by the SQME tool is
depicted in Figure 7. This tree must be analyzed 2187
times to determine the possible value intervals for the
breach probability. This is because the UML/SecAM
model in Figure 6 includes seven uncertain parameters
and three aggregated judgments for each parameter,

ISeCure



July 2016, Volume 8, Number 2 (pp. 141–153) 149

(a) (c)

(b) (d)

Figure 6. UML/SecAM model of the marketing system: (a) MAD of DoS attack, (b) MAD of SQL injection attack, (c) MCD, (d)
MAD of XSS attack
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Table 4. Judgment aggregation for the uncertain parameters of the UML/SecAM model in Figure 6.

Parameter
Judgments by Expert1 Judgments by Expert2 Aggregated Judgments

Interval PBA Interval PBA Interval PBA

DoS.ocurProb

[0.05, 0.07] 0.9

[0.04, 0.06] 1

[0.05, 0.07] 0.45

[0, 0.05] 0.1
[0, 0.05] 0.05

[0.04, 0.06] 0.5

DoS.succProb

[0.2, 0.4] 0.6

[0.1, 0.3] 1

[0.2, 0.4] 0.3

[0, 0.2] 0.4
[0, 0.2] 0.2

[0.1, 0.3] 0.5

loadPage.prob

[0.1, 0.5] 0.8

[0.2, 0.4] 1

[0.1, 0.5] 0.4

[0, 0.1] 0.2
[0, 0.1] 0.1

[0.2, 0.4] 0.5

SQL.ocurProb

[0.01, 0.09] 0.9

[0.02, 0.08] 1

[0.01, 0.09] 0.45

[0, 0.01] 0.1
[0, 0.01] 0.5

[0.02, 0.08] 0.5

SQL.succProb

[0.2, 0.6] 0.9

[0.1, 0.5] 1

[0.01, 0.09] 0.45

[0, 0.2] 0.1
[0, 0.2] 0.05

[0.1, 0.5] 0.5

XSS.ocurProb

[0.02, 0.06] 0.8

[0.02, 0.08] 1

[0.02, 0.06] 0.4

[0, 0.02] 0.2
[0, 0.02] 0.1

[0.02, 0.08] 0.5

XSS.succProb

[0.2, 0.6] 0.9

[0.1, 0.6] 1

[0.2, 0.6] 0.45

[0, 0.2] 0.1
[0, 0.2] 0.05

[0.1, 0.6] 0.5

which leads to 37 interval combinations. Obviously,
these combinations are not reported in this paper.
However, belief and plausibility of the event psb ≤ pth
are shown in Figure 8.

5.3 Sensitivity Analysis

The analysis results in Figure 8 indicate significant
differences between the values of belief and plausibility
measures if the threshold value lies in the interval
[0.005, 0.05]. This difference implies high degree of
uncertainty in the input parameters. In many cases,
it may not be possible to reduce uncertainty in all
input parameters. However, we can utilize sensitivity
analysis to determine uncertainty in which parameter
has the most effect on the inaccuracy of the output
results. In [36] several measures have been defined that
can be used to measure the amount of uncertainty for
a frame of discernment. For the marketing system, we
used the generalized Hartley (GH) measure which is
defined as follows:

GH(m) =
∑
g∈G

m(g)log2|g| (8)

where G denotes the set of focal elements associated
with m.

At first, we evaluated the GH measure for the out-
put estimates generated by the SQME tool. Then,
we replaced the aggregated intervals of an arbitrary
uncertain parameter with a constant value, and ana-
lyzed the attack tree model again. This process was
repeated for other uncertain parameters, and the new
GH values were compared with the initial ones. The
comparison results are presented in Figure 9. Accord-
ingly, reducing uncertainty in loadPage.prob has the
most effect on the accuracy of the security evaluation
results.

5.4 Architecture Improvement

The main purpose of quantitative evaluation of secu-
rity in the architecture design stage is early and cost-
effective detection and removal of design faults that
allow attackers compromise the system. For exam-
ple, adding proper input validators to the registration
form would prevent SQL injection attacks to the mar-
keting system. This modification leads to the removal
of the second subtree from the attack tree presented
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Figure 7. The attack tree of the marketing system.

Figure 8. Belief and plausibility of psb ≤ pth for the marketing

system.

in Figure 9. The result of analyzing the new tree is
depicted in Figure 10. This figure clearly indicates
the improvement in security. For example, considering
0.02 as the threshold value, the belief-plausibility in-
terval for the initial tree is approximately [0.01, 1] (see
the chart in Figure 8), which implies that the breach
probability is most probably more than the thresh-
old value. Whereas, the chart in Figure 10 indicates
with high certainty that security breach occurs with
a probability less than the threshold value.

It is necessary to note that due to the conflicts be-
tween some quality attributes, any architecture im-

Figure 9. Sensitivity analysis results for the marketing system.

provement with respect to one attribute may degrade
another one. For example, security conflicts with per-
formance, which means that the performance overhead
of some security mechanisms may prevent architects
from employing them.

6 Concluding Remarks

Regarding the necessity of analyzing the security of
software system in the preliminary development stages,
in this paper we introduced a new security evaluation
method for software architectures. A significant ben-
efit of early evaluation is reduction of modification
costs in latter development stages. However, this ben-
efit comes with the cost of the considerable inaccuracy
in input parameters which may lead to misleading pre-

ISeCure



152 Quantitative Evaluation of Software Security — Sedaghatbaf, and Abdollahi Azgomi

Figure 10. Security analysis results after modifying the ar-

chitecture of the marketing system.

dictions. The best way to control this uncertainty is
to make it explicit. To this end we used the Dempster-
Shafer theory of evidence.

Not only the proposed method is easy to under-
stand, but also the estimated security bounds pro-
vide useful information for objective decision making.
However, the evaluation method is fairly simple and
ignores vulnerability dependencies and propagations.
Extension of this work to more sophisticated security
evaluation methods will be considered in future.
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