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A B S T R A C T

To prevent an exploit, the security analyst must implement a suitable
countermeasure. In this paper, we consider cost-sensitive attack graphs (CAGs)
for network vulnerability analysis. In these attack graphs, a weight is assigned
to each countermeasure to represent the cost of its implementation. There
may be multiple countermeasures with different weights for preventing a single
exploit. Also, a single countermeasure may prevent multiple exploits. We
present a binary particle swarm optimization algorithm with a time-varying
velocity clamping, called SwarmCAG-TVVC, for minimization analysis of
cost-sensitive attack graphs. The aim is to find a critical set of countermeasures
with minimum weight whose implementation causes the initial nodes and
the goal nodes of the graph to be completely disconnected. This problem
is in fact a constrained optimization problem. A repair method is used to
convert the constrained optimization problem into an unconstrained one.
A local search heuristic is used to improve the overall performance of the
algorithm. We compare the performance of SwarmCAG-TVVC with a greedy
algorithm GreedyCAG and a genetic algorithm GenNAG for minimization
analysis of several large-scale cost-sensitive attack graphs. On average, the
weight of a critical set of countermeasures found by SwarmCAG-TVVC is
6.15 percent less than the weight of a critical set of countermeasures found
by GreedyCAG. Also, SwarmCAG-TVVC performs better than GenNAG in
terms of convergence speed and accuracy. The results of the experiments show
that SwarmCAG-TVVC can be successfully used for minimization analysis of
large-scale cost-sensitive attack graphs.

c© 2010 ISC. All rights reserved.

1 Introduction

Our society has become increasingly dependent on
computer networks and the trend towards larger net-
works will continue. Each network host runs different
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software packages and supports several modes of con-
nectivity. Despite the best efforts of software archi-
tects and developers, network hosts inevitably contain
a number of vulnerabilities. Hence, it is not feasible for
a network administrator to remove all vulnerabilities
present in the network hosts. Therefore, the recent
focus in security of such networks is on analysis of
vulnerabilities globally, finding exploits that are more
critical, and preventing them to thwart an intruder.
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When evaluating the security of a network, it is
rarely enough to consider the presence or absence of
isolated vulnerabilities. This is because intruders often
combine exploits against multiple vulnerabilities in
order to reach their goals [1]. For example, an intruder
might exploit the vulnerability of a particular version
of FTP to overwrite the “.rhosts” file on a victim host.
In the next step, the intruder could remotely log in to
the victim. In a subsequent step, the intruder could
use the victim host as a base to launch another exploit
on a new victim.

In this paper, we consider cost-sensitive attack
graphs (CAGs) for network vulnerability analysis. In
these attack graphs, a weight is assigned to each coun-
termeasure to represent the cost of its implementation.
There may be multiple countermeasures with different
weights for preventing a single exploit. Also, a single
countermeasure may prevent multiple exploits. The
aim of minimization analysis of cost-sensitive attack
graphs is to find a critical set of countermeasures with
minimum weight so that by implementing them an
intruder cannot reach his goals using any attack sce-
nario. We present a binary particle swarm optimiza-
tion algorithm with a time-varying velocity clamping,
called SwarmCAG-TVVC, for minimization analysis
of cost-sensitive attack graphs. We compare the per-
formance of SwarmCAG-TVVC with a greedy algo-
rithm GreedyCAG and a genetic algorithm GenNAG
[2] for minimization analysis of several large-scale cost-
sensitive attack graphs. We also show the effect of
different settings of parameters on the performance
of SwarmCAG-TVVC.

Particle swarm optimization (PSO) is a population
based stochastic optimization algorithm developed
by Kennedy and Eberhart [3]. PSO has proved to be
efficient at solving engineering problems. SwarmCAG-
TVVC extends the binary PSO for minimization anal-
ysis of cost-sensitive attack graphs by incorporating a
time-varying velocity clamping, a greedy repair algo-
rithm, a redundant countermeasure elimination algo-
rithm, and a local search heuristic.

The remainder of this paper is organized as follows:
Section 2 reviews related work. Section 3 provides an
overview of PSO. Section 4 introduces our network
security model and Section 5 describes the process
of minimization analysis of cost-sensitive attack
graphs. Section 6 presents GreedyCAG and Section 7
presents SwarmCAG-TVVC. Section 8 reports the
experimental results, and finally Section 9 draws
some conclusions.

2 Related Work

Phillips and Swiler [4] proposed the concept of attack
graphs, where each node represents a possible attack
state. Edges represent a change of state caused by a
single action taken by the intruder. In fact, attack
graphs represent the ways in which an intruder can
exploit vulnerabilities to break into a system [5].

Sheyner et al. [6] used a modified version of the
model checker NuSMV [7] to produce attack graphs.
Ammann et al. [8] introduced a monotonicity assump-
tion and applied it to develop a polynomial algorithm
to encode all edges of an attack graph without actually
computing the graph itself. These attack graphs are
essentially similar to [5], where any path in the graph
from an initial node to a goal node shows a sequence of
exploits that an intruder can launch to reach his goal.

Noel et al. [9] presented a number of techniques for
managing attack graph complexity through visualiza-
tion. Mehta et al. [10] presented a ranking scheme for
the nodes of an attack graph. Rank of a node shows
its importance based on factors such as the probabil-
ity of an intruder reaching that node. Given a ranked
attack graph, the system administrator can concen-
trate on relevant subgraphs to figure out how to start
deploying security measures.

Noel et al. [11] and Wang et al. [12] proposed a so-
lution to automate the task of hardening a network
against attack scenarios. They first represented given
critical resources as a logic proposition of initial con-
ditions. They then simplified the proposition to make
hardening options explicit. Among the options, they
finally chose a solution with minimum cost based on
given assumptions on the cost of initial conditions.
They presented a procedure for choosing a minimum
cost solution, but it has an unavoidable exponential
worst-case complexity [12]. In a large enterprise net-
work, there can be many initial conditions because
these include vulnerabilities on each host, reachability
between all host pairs, and trust relationships between
hosts.

Ou et al. [13] presented logical attack graphs, which
directly illustrate logical dependencies among attack
goals and configuration information. Their attack
graph generation tool builds upon MulVAL [14], a net-
work security analyzer based on logic programming.

The aim of minimization analysis of simple attack
graphs is to find a minimum critical set of exploits
that completely disconnect the initial nodes and the
goal nodes of the graph. Sheyner et al. [6] and Jha et
al. [15, 16] showed this problem is in fact NP -hard.
They presented an approximation algorithm, which is
able to find an approximately-optimal set of exploits,
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which must be prevented to thwart an intruder. Abadi
and Jalili [2, 17] presented a genetic algorithm and
a binary particle swarm optimization algorithm for
minimization analysis of simple attack graphs. In the
above algorithms, the cost of preventing exploits is
considered to be the same, while in the real world, the
cost of preventing an exploit could be different from
the cost of preventing another exploit. For example,
in order to prevent an exploit, the security analyst
may patch the vulnerability that made this exploit
possible, whereas to prevent some other exploits, it
may be required to change the firewall configuration or
deploy an intrusion detection and prevention system.

While it is currently possible to generate very large
and complex attack graphs, relatively little work has
been done to analyze them.

3 Particle Swarm Optimization

Particle swarm optimization (PSO) is a population
based stochastic optimization. It was inspired by social
behavior of flocks of birds when they are searching for
food. In PSO, the potential solutions, called particles,
fly through the problem space exploring for better
regions. The position of a particle is influenced by
the best position visited by itself and the position
of the best particle in its neighborhood. When the
neighborhood of a particle is the entire swarm, the
best position in the neighborhood is referred to as
the global best particle, and the resulting algorithm
is referred to as a gbest PSO [18].

The performance of each particle is measured using
a predefined fitness function, which is related to the
problem to be solved. Each particle in the swarm
has a current position, xi, a velocity (rate of position
change), vi, and a personal best position, yi. The
personal best position of particle i shows the best
fitness reached by that particle at a given time. Let
f be the objective function to be maximized. The
personal best position of a particle at iteration or time
step t is updated as

yi(t) =

{
yi(t− 1) , if f(xi(t)) ≤ f(yi(t− 1))
xi(t) , if f(xi(t)) > f(yi(t− 1))

(1)

For the gbest model, the best particle is determined
from the entire swarm by selecting the best personal
best position. This position is denoted by ŷ.

The equation that manipulates the velocity is called
the velocity update equation and is stated as

vij(t+ 1) = vij(t) + c1r1j(t)(yij(t)− xij(t))
+ c2r2j(t)(ŷj(t)− xij(t))

(2)

where vij(t + 1) is the velocity updated for the jth
dimension, j = 1, 2, ..., d. c1 and c2 are the acceleration
constants, where the first moderates the maximum
step size towards the best personal of the particle,
while the second moderates the maximum step size
towards the global best particle in just one iteration.
r1j(t) and r2j(t) are two random values in the range
[0, 1] and give the PSO algorithm a stochastic search
property.

Velocity updates on each dimension can be clamped
with a user defined maximum velocity Vmax, which
would prevent them from exploding, thereby causing
premature convergence [19, 20].

Each particle updates its position using the follow-
ing equation:

xi(t+ 1) = xi(t) + vi(t+ 1) (3)

Binary Particle Swarm Optimization

Kennedy and Eberhart [21] have adapted PSO to
search in binary spaces. For the binary PSO, the
elements of xi, yi and ŷ can only take the values 0 and
1. The velocity vi is interpreted as a probability to
change a bit from 0 to 1, or from 1 to 0 when updating
the position of particles. Therefore, the velocity vector
remains continuous-valued. Since each vij is a real
value, a mapping needs to be defined from vij to a
probability in the range [0, 1]. This is done by using
a sigmoid function to squash velocities into a [0, 1]
range. The sigmoid function is defined as

sig(v) =
1

1 + e−v
(4)

The equation for updating positions is then replaced
by the following probabilistic update equation:

xij(t+ 1) =

{
0 , if r3j(t) ≥ sig(vij(t+ 1))
1 , if r3j(t) < sig(vij(t+ 1))

(5)

where r3j(t) is a random value in the range [0, 1].

In the binary PSO, the velocity is interpreted as a
probability of change. Hence, the velocity clamping,
vmax, sets the minimal probability for a bit to change
its value [22].

In this paper, we use the gbest model of the binary
PSO for minimization analysis of cost-sensitive attack
graphs.

4 Network Security Model

We use a network security model similar to that in
[6, 15, 16]. Our network security model is a tuple (S,
H, C, T , E, M , R), where S is a set of services, H is a
set of hosts connected to the network, C is a relation
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expressing connectivity between hosts, T is a relation
expressing trust between hosts, E is a set of individual
exploits that an intruder can use to construct attack
scenarios, M is a set of countermeasures that must be
implemented to prevent exploits, and R is a model of
the intruder.

Services

Each service s ∈ S is a pair (svn, p), where svn is the
service name and p is the port on which the service is
listening.

Hosts

Each host h ∈ H is a tuple (id, svcs, plvl, vuls), where
id is a unique host identifier, svcs is a set of services
running on the host, plvl is the level of privilege that
the intruder has on the host, and vuls is a set of
host-specific vulnerable components. For the sake of
simplicity, we only consider three privilege levels: none,
user, and root.

Network Connectivity

Network connectivity is modeled as a relation C ⊆
H ×H × P , where P is a set of port numbers. Each
network connection c ∈ C is a triple (hs, ht, pt), where
hs is the source host, ht is the target host, and pt is
the target port number. Note that the connectivity
relation incorporates network elements such as fire-
walls that restrict the ability of one host to connect
to another one.

Trust Relationships

Trust relationships are modeled as a relation T ⊆
H ×H, where T (ht, hs) indicates that a user may log
in from host hs to host ht without authentication.

Exploits

Each exploit e ∈ E is a tuple (pre, hs, ht, post),
where pre is a list of conditions that must hold before
launching the exploit, hs is the host from which the
exploit is launched, ht is the host targeted by the
exploit, and post specifies the effects of the exploit on
the network. An exploit cannot be launched until all
of its required conditions have been satisfied.

Countermeasures

To prevent an exploit e ∈ E, the security analyst must
implement a suitable countermeasure m ∈M , such as

• changing the firewall configuration
• patching the vulnerability that made this exploit

possible
• deploying a host-based or a network-based intru-

sion detection and prevention system
• modifying the configuration of network services

and applications
• deleting user accounts

• changing access rights
• setting up a virtual private network (VPN)

A weight is assigned to each countermeasure to rep-
resent the cost of its implementation. There may be
multiple countermeasures with different weights for
preventing a single exploit. Also, a single countermea-
sure may prevent multiple exploits.

Intruder

The intruder has some knowledge about the target
network, such as known vulnerabilities, user pass-
words, and information gathered with port scans. The
intruder’s knowledge is modeled as a relation R ⊆
ID × PW × V UL× INF , where ID is a set of host
identifiers, PW is a set of user passwords, V UL is a
set of known vulnerabilities, and INF is a set of in-
formation gathered through port scans and operating
system identification techniques.

5 Formal Definition of the Problem

Let E = {e1, e2, ..., en} be the set of exploits, M =
{m1,m2, ...,mp} be the set of countermeasures, and
prv : M → 2E be a function. An exploit ei ∈ prv(mj)
if and only if implementing the countermeasure mj

prevents the exploit ei.

Definition 1. For each countermeasure mj ∈ M ,
the degree deg(mj) is defined to be the number of
exploits that are prevented by implementing mj .

With each exploit ei ∈ E, a set of countermeasures
ms(ei) is associated.

ms(ei) = {mj ∈ M | ei ∈ prv(mj)} (6)

Definition 2. A cost-sensitive attack graph is a tu-
ple G =(V , A, V0, Vf , L), where V is the set of nodes,
A is the set of directed edges, V0 ⊆ V is the set of
initial nodes, Vf ⊆ V is the set of goal nodes, and
L : A→ E× 2M is a labeling function, where L(a) =
(ei,ms(ei)) if and only if an edge a = (v, v′) corre-
sponds to an exploit ei with which a set of counter-
measures ms(ei) is associated.

A path π in G is a sequence of nodes v1, v2, ..., vr+1,
such that vi ∈ V and (vi, vi+1) ∈ A, where 1 ≤ i ≤ r.
The label of path π is denoted by

L(π) = (e1,ms(e1)), (e2,ms(e2)), ..., (er,ms(er))
where

(ei,ms(ei)) = L(vi, vi+1), 1 ≤ i ≤ r
(7)

Each attack scenario corresponds to a complete
path that starts from an initial node and ends in a
goal node.
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Let S = {s1, s2, ..., sl} be the set of attack scenarios
represented by the cost-sensitive attack graph G. The
attack scenario sk ∈ S defines a set of countermeasures
ms(sk).

ms(sk) =
⋃

ei∈sk

ms(ei) (8)

Definition 3. The attack scenario sk ∈ S is hit by
the exploit ei ∈ E if ei ∈ sk.

Definition 4. The attack scenario sk ∈ S is pre-
vented by implementing the countermeasuremj ∈M
if mj ∈ ms(sk).

Definition 5. For each countermeasure mj ∈ M ,
the total prevention value pvt(mj) is defined to be
the number of attack scenarios that are prevented by
implementing mj .

pvt(mj) = |{sk ∈ S | mj ∈ ms(sk)}| (9)

Definition 6. Let U ⊆ M be a subset of counter-
measures and ps(U) be the set of attack scenarios pre-
vented by implementing the countermeasures in U .

ps(U) = {sk ∈ S |mj ∈ ms(sk) for some mj ∈ U}
(10)

A countermeasuremj ∈M is called redundant with
respect to U if ps(U\{mj}) = ps(U).

Definition 7. For each countermeasure mj 6∈ U , the
partial prevention value pvr(mj , U) is defined to be
the number of attack scenarios that are prevented
by implementing mj , but that are not prevented by
implementing any countermeasure in U .

pvr(mj , U) = |{sk ∈ S | mj ∈ ms(sk) ∧
sk /∈ ps(U)}| (11)

Definition 8. Let W be the set of weights and w :
M → W be a function that assigns a weight to each
countermeasure. The weight of the set of counter-
measures U , denoted by ws(U), is the total weight of
countermeasures that are members of U .

ws(U) =
∑

mj∈U
w(mj) (12)

Definition 9. A subset of countermeasures Mc ⊆
M is critical if and only if all attack scenarios are
prevented by implementing the countermeasures in
it. Equivalently, Mc is critical if and only if every
complete path from an initial node to a goal node
of the network attack graph has at least one edge
labeled with an exploit ei ∈ es(Mc), where es(Mc)
is the set of exploits prevented by implementing the
countermeasures in Mc.

es(Mc) =
⋃

mj∈Mc

prv(mj) (13)

Definition 10. The critical set of countermeasures

Mc is minimal if it contains no redundant counter-
measure.

Definition 11. The critical set of countermeasures
Mc has the minimum weight if there is no critical set
of countermeasures M ′c such that

ws(M ′c) < ws(Mc) (14)

Definition 12. For each countermeasure mj ∈ Mc,
the exclusive prevention value pvx(mj ,Mc) is de-
fined to be the number of attack scenarios that are
prevented by implementing mj , but that are not
prevented by implementing any countermeasure in
Mc\{mj}.

pvx(mj ,Mc) = |{sk ∈ S | mj ∈ ms(sk) ∧
sk /∈ ps(Mc\{mj})}|

(15)

Definition 13. The countermeasure mj ∈ Mc is
called candidate redundant with respect to Mc if
pvx(mj ,Mc) = 0.

The aim of minimization analysis of a cost-sensitive
attack graph is to find a critical set of countermeasures
with minimum weight. In general, there can be mul-
tiple critical set of countermeasures with minimum
weight.

A typical process for minimization analysis of a
cost-sensitive attack graph is shown in Figure 1. First,
vulnerability scanning tools, such as Nessus [23], de-
termine vulnerabilities of individual hosts. Using this
vulnerability information along with exploit templates,
intruder’s goals, and other information about the
network, such as connectivity between hosts, a cost-
sensitive attack graph is generated. In this directed
graph, each complete path from an initial node to a
goal node corresponds to an attack scenario. The min-
imization analysis of the cost-sensitive attack graph
determines a critical set of countermeasures with min-
imum weight that must be implemented to guarantee
the intruder cannot reach his goals using any attack
scenarios.

6 GreedyCAG

In this section, we present GreedyCAG, a greedy al-
gorithm for minimization analysis of cost-sensitive at-
tack graphs. GreedyCAG is in fact an approximation
algorithm, which is only able to find an approximately-
optimal critical set of countermeasures for a given
cost-sensitive attack graph.

Let M be the set of countermeasures and S be
the set of attack scenarios represented by the cost-
sensitive attack graph G. At each step, GreedyCAG
chooses a countermeasure mk ∈ M that maximizes
the ratio between the total prevention value pvt(mk)
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Figure 1. Minimization analysis of cost-sensitive attack graphs.

Procedure 1 GreedyCAG(M,S)
1: Mc = ∅
2: while S �= ∅ do
3: for all countermeasure mj ∈ M do
4: Compute pvt (mj)
5: end for
6: Choose a countermeasure mk ∈ M that maxi-

mizes the ratio pvt(mk)/w(mk)
7: Mc = Mc ∪ {mk}
8: S = S \ ps ({mk})
9: M = M \ {mk}

10: end while
11: Eliminate redundant countermeasures of Mc

12: return Mc

Figure 2. The GreedyCAG algorithm.

of the countermeasure and its weight w(mk). The at-
tack scenarios that are prevented by implementing
this countermeasure are not considered for the future
steps. This is repeated until a critical set of counter-
measures Mc is obtained. After that, redundant coun-
termeasures of Mc are eliminated. Figure 2 shows the
pseudo-code of GreedyCAG.

6.1 Redundant Countermeasure Elimination
Algorithm

The critical set of countermeasures generated by
GreedyCAG may contain redundant countermeasures,
which must be eliminated.

Let Mc be the critical set of countermeasures gen-
erated by GreedyCAG and R be the set of candidate
redundant countermeasures of Mc.

R = {mj ∈ Mc | pvx(mj ,Mc) = 0} (16)

Procedure 1 Elimination(Mc)
1: R = {mj ∈ Mc|pvx(mj , Mc) = 0}
2: while R �= ∅ do
3: Choose a countermeasure mk ∈ R that maxi-

mizes the redundant value rv(mk, Mc)
4: Mc = Mc \ {mk}
5: R = {mj ∈ Mc|pvx(mj , Mc) = 0}
6: end while
7: return Mc

Figure 3. The algorithm for eliminating redundant counter-

measures from critical sets.

For each candidate redundant countermeasuremj ∈
R, the redundant value rv(mj ,Mc) is defined as

rv(mj ,Mc) =
w(mj)

(1 +
∑

mk∈Mc\{mj}
pvx(mk, Mc\{mj}))

(17)

The redundant value rv(mj ,Mc) is used to evaluate
candidate redundant countermeasures of Mc in order
to choose a candidate redundant countermeasure to
be removed from it.

Figure 3 shows an algorithm used to eliminate
redundant countermeasures of Mc. The algorithm
is based on the idea that it is good to remove a
candidate redundant countermeasure from Mc if it
has a large weight and prevents attack scenarios that
are prevented by too many other countermeasures
in Mc. Hence, at each step, the algorithm chooses
and removes a candidate redundant countermeasure
mk from Mc that maximizes the redundant value
rv(mk,Mc). This is repeated until a minimal critical
set of countermeasures is obtained.
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Procedure 1 SwarmCAG-TVVC
1: Set parameters, create and initialize the swarm,

and set the initial velocities to zero
2: while termination condition not met do
3: for all particle i do
4: if xi does not represent a critical set then
5: Apply the greedy repair algorithm to xi

6: end if
7: Eliminate redundant countermeasures of xi

8: if U(0, 1) < Pl then
9: Apply the local search heuristic to xi

10: end if
11: Update the personal best position yi using

equation (1)
12: end for
13: Update the global best position ŷ
14: Update the velocity clamping Vmax using equa-

tion (21)
15: for all particle i do
16: Update the velocity vi using equation (2)
17: Update the position xi using equation (5)
18: end for
19: end while

Figure 4. The SwarmCAG-TVVC algorithm.

7 SwarmCAG-TVVC

In this section, we present SwarmCAG-TVVC, a bi-
nary particle swarm optimization algorithm with a
time-varying velocity clamping for minimization anal-
ysis of cost-sensitive attack graphs. The problem of
minimization analysis of cost-sensitive attack graphs
is in fact a constrained optimization problem in which
the objective is to find a solution with minimum weight
and the constraint is that the solution must be critical
(i.e., it must prevent all attack scenarios).

Figure 4 shows the pseudo-code of the SwarmCAG-
TVVC. The first step is to initialize the swarm and
control parameters. Then, repeated iterations of the
algorithm are executed until some termination con-
dition is met (e.g., a maximum number of iterations
is reached). Within each iteration, if each particle’s
current position xi does not represent a critical set
of countermeasures, a greedy repair algorithm is ap-
plied to it. Then, redundant countermeasures of xi

are eliminated. After that, with probability Pl, a local
search heuristic is applied to xi in order to improve
it. Then, the particle’s personal best position yi is up-
dated using equation (1). The global best position ŷ
is then determined from the entire swarm by selecting
the best personal best position. Finally, the velocity
clamping Vmax is updated using equation (21) and
the velocity and position of each particle are updated
using equation (2) and equation (5).

7.1 Problem Representation

Let M = {m1,m2, ...,mp} be the set of countermea-
sures. Each particle position xi corresponds to an p-
bit vector (xi1, xi2, ..., xip) and represents a subset of
countermeasures Mi ⊆M in which the countermea-
sure mj ∈Mi if and only if the element xij = 1.

Mi = {mj ∈ M | xij = 1} (18)

The total weights of countermeasures corresponding
to the particle position xi is

wo(xi) = ws(Mi) =
∑

mj∈Mi

w(mj) (19)

Let S = {s1, s2, ..., sl} be the set of attack scenarios
represented by the cost-sensitive attack graph G. The
attack scenario sk ∈ S is prevented by the particle
position xi if ms(sk) ∩Mi 6= ∅. Similarly, the attack
scenario sk ∈ S is prevented by implementing the
countermeasure mj if mj ∈ ms(sk).

The particle position xi represents a critical set
of countermeasures if all attack scenarios are pre-
vented by it. The aim of minimization analysis of
cost-sensitive attack graphs is to find a critical set
of countermeasures with minimum weight. Hence,
SwarmCAG-TVVC uses the following fitness function
to evaluate the quality of xi:

f(xi) = wt − wo(xi),

where wt =
∑

mj∈M
w(mj)

(20)

7.2 Time-VaryingVelocityClamping (TVVC)

In the binary PSO, the meaning and behavior of veloc-
ity clamping differ substantially from the real-valued
PSO. With the velocity interpreted as a probability
of change, velocity clamping, Vmax, sets the minimal
probability for a bit to change its value from 0 to 1,
or from 1 to 0 [22]. If Vmax is a small value, it gives a
bigger chance to a bit to change its value (i.e., explor-
ing the search space), while if Vmax is large, it allows
particles to converge on a solution (i.e., exploiting
the search space). Accordingly, we use a time-varying
velocity clamping,

Vmax(t) =

{
Vmax(0) , if t ≤ ttvvc

Vmax(0) + ∆Vmax · t−ttvvc

tmax−ttvvc
, otherwise

(21)

where ∆Vmax = (Vmax(tmax)−Vmax(0)), tmax is the
maximum number of iterations, Vmax(0) is the initial
velocity clamping, Vmax(tmax) is the final velocity
clamping, and Vmax(t) is the velocity clamping at
iteration t. ttvvc is the starting time of the time-varying
velocity clamping.

In Section 8, we will show the effect of the time-

ISeCure



20 A PSO Algorithm for Minimization Analysis of Cost-Sensitive Attack Graphs — M. Abadi and S. Jalili

Procedure 1 GreedyRepair(xi)
1: Mi = {mj ∈ M |xij = 1}
2: while xi does not represent a critical set do
3: Choose a countermeasure mk ∈ M such that

mk �∈ Mi and it maximizes the partial selection
value svr(mk, Mi)

4: Mi = Mi ∪ {mk}
5: xik = 1
6: vik = Vmax

7: end while
8: return xi

Figure 5. The greedy repair algorithm.

varying velocity clamping on the performance of the
SwarmCAG-TVVC.

7.3 Greedy Repair Algorithm

The set of countermeasures represented by the particle
position xi may not be critical. In other words, it may
not prevent all attack scenarios.

Let Mi be the set of countermeasures represented
by xi. For each countermeasure mj 6∈ Mi, we define
the partial selection value svr(mj ,Mi) to be the ratio
between the partial prevention value of the counter-
measure and its weight.

svr(mj ,Mi) = pvr(mj ,Mi)/w(mj) (22)

Figure 5 shows the greedy repair algorithm. At each
step, the algorithm chooses a countermeasure mk ∈
M such that mk 6∈ Mi and it maximizes the partial
selection value svr(mk,Mi). It then adds mk to Mi

and changes its corresponding element xik to 1. This
is repeated until a critical set of countermeasures is
obtained.

7.4 Redundant Countermeasure Elimination
Algorithm

The critical set of countermeasures represented by the
particle position xi may contain redundant counter-
measures, which must be eliminated. Figure 6 shows
an algorithm used to eliminate redundant countermea-
sures of xi. Let Mi be the critical set of countermea-
sures represented by xi and Ri be the set of candidate
redundant countermeasures of Mi. At each step, the
algorithm chooses a candidate redundant countermea-
sure mk from Ri that maximizes the redundant value
rv(mk,Mi). It then removes mk from Mi and changes
its corresponding element xik to 0. This is repeated
until a minimal critical set of countermeasures is ob-
tained.

Procedure 1 Elimination(xi)
1: Mi = {mj ∈ M |xij = 1}
2: Ri = {mj ∈ Mi|pvx(mj , Mi) = 0}
3: while Ri �= ∅ do
4: Choose a countermeasure mk ∈ Ri that maxi-

mizes the redundant value rv(mk, Mi)
5: Mi = Mi \ {mk}
6: xik = 0
7: vik = −Vmax

8: Ri = {mj ∈ Mi|pvx(mj , Mi) = 0}
9: end while

10: return xi

Figure 6. The algorithm for eliminating redundant counter-

measures from particle positions.

7.5 Local Search Heuristic

Many empirical studies show that global optimization
algorithms lack exploitation abilities in later stages
of the optimization process. This is also true for the
basic PSO [24–26], however, it provides mechanisms to
balance exploration and exploitation through proper
settings of the inertia weight, acceleration coefficients,
and velocity clamping. Many variations of the basic
PSO have been proposed to address this problem [22].
Most of them first allow the algorithm to explore
new regions, and when a good region is located, allow
the algorithm to exploit the search space to refine
solutions. This is a sequential approach to balancing
exploration and exploitation [22].

Another approach is to embed a local optimizer in
between the iterations of the global search heuristic.
By doing this, exploration and exploitation occur in
parallel [22]. Such hybrids of local and global search
heuristics have been studied elaborately in the evolu-
tionary computation paradigm [27, 28].

In SwarmCAG-TVVC, a local search heuristic is
applied to the current position of each particle to
improve them before their personal best positions are
updated. The local search heuristic is based on the
idea: given a particle position xi and its corresponding
critical set of countermeasures Mi, suppose there is a
countermeasuremj ∈M such thatmj 6∈Mi andMi∪
{mj} contains at least a countermeasure other than
mj , say m′1, ...,m

′
r, with r ≥ 1 that are redundant.

The gain of the countermeasure mj with respect to
Mi is

g(mj ,Mi) = ws(Mi)−ws((Mi\{m′1, ...,m′r})∪{mj})
(23)

We say (Mi\{m′1, ...,m′r}) ∪ {mj} is a better criti-
cal set of countermeasures than Mi if g(mj ,Mi) > 0.
In this case, we call mj a candidate dominant coun-
termeasure.
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Procedure 1 LocalSearch(xi)
1: Mi = {mj ∈ M |xij = 1}
2: while improvement is possible do
3: Choose a countermeasure mk ∈ M such that

mk �∈ Mi and g(mk, Mi) > 0
4: Mi = Mi ∪ {mk}
5: xik = 1
6: vik = Vmax

7: Apply the greedy elimination algorithm to xi

8: end while
9: return xi

Figure 7. The local search heuristic.

As shown in Figure 7, the local search heuristic
first chooses a candidate dominant countermeasure
mk and changes its corresponding element xik to 1. It
then eliminates the redundant countermeasures of the
new position using the algorithm already presented
in Section 7.4 for elimination of redundant counter-
measures. This process is repeated until no further
improvement is possible.

8 Experiments

In order to evaluate the performance of SwarmCAG-
TVVC, we performed our experiments over a sam-
ple cost-sensitive attack graph and several randomly
generated large-scale cost-sensitive attack graphs. We
also performed experiments to analyze the effect of
different settings of parameters on the performance
of the SwarmCAG-TVVC.

8.1 Sample Cost-Sensitive Attack Graph

Consider the network shown in Figure 8. There are
three target hosts called RedHat, Windows and Fedora
on an internal network, and a host called PublicServer
on an isolated demilitarized zone (DMZ) network. One
firewall separates the internal network from the DMZ
and another firewall separates the DMZ from the rest
of the Internet.

A number of services are running on each of the hosts
of RedHat, Windows, Fedora, and PublicServer. Also,
each of the above hosts has a number of vulnerabilities.
Vulnerability scanning tools such as Nessus [23] can be
used to find the vulnerabilities of each host. Different
types of services and vulnerabilities available on the
hosts are introduced in Table 1.

The RedHat host on the internal network is running
FTP, SSH, and RSH services. The Fedora host is
running several services: LICQ chat software, Squid
web proxy, FTP, RSH, and MySQL database service.
The PublicServer host on the DMZ network is running
IIS and Exchange services.

Table 1. Types of services and vulnerabilities running on the

hosts of the sample network.

iis bof (h) IIS web server has buffer overflow vul-

nerability on host h

exchange ivv(h) Exchange mail server has input vali-
dation vulnerability on host h

squid conf (h) Squid web proxy is misconfigured on

host h

licq ivv(h) LICQ client has input validation vul-
nerability on host h

ssh bof (h) SSH server has buffer overflow vulner-
ability on host h

scripting(h) HTML scripting is enabled on host h

ftp(h) FTP service is running on host h

wdir(h) FTP home directory is writable on

host h

fshell(h) FTP user has executable shell on host
h

xterm bof (h) xterm program has buffer overflow

vulnerability on host h

at bof (h) at program has buffer overflow vul-
nerability on host h

mysql(h) MySQL database service is running
on host h

The connectivity information among the network
hosts is shown in Table 2. In this Table, each entry
corresponds to a pair of (hs, ht) in which hs is the
source host and ht is the target host. Every entry has
six boolean values. These values are ‘T’ if host hs can
connect to host ht on the ports of http, licq, ftp, ssh,
smtp, and rsh, respectively.

The intruder launches his attack starting from a
single host, Intruder, which lies on the outside network.
His goal is to disrupt the MySQL database service
on the host Fedora. To achieve this goal, the intruder
should gain the root privilege on this host.

There are wdir, fshell, and ssh bof vulnerabilities
on the RedHat host, scripting vulnerability on the
Windows host, wdir, fshell, squid conf, and licq ivv
vulnerabilities on the Fedora host, and iis bof and
exchange ivv on the PublicServer host. Also, at and
xterm programs on the RedHat and Fedora are vul-
nerable to buffer overflow.

The intruder can use ten generic exploits. In Table 3,
each generic exploit is represented by its preconditions
and postconditions. The description of each generic
exploit is given in Table 4. More information about
each of the exploits is available in [29]. Before an
exploit can be used, its preconditions must be met.
Each exploit will increase the network vulnerability if
it is successful.
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Intruder

PublicServer

FirewallFirewall

RedHat

Fedora

Windows

Figure 8. An example network.

Table 2. Network connectivity information.

Host Intruder PublicServer RedHat Windows Fedora

Intruder F,F,F,F,F,F T,F,F,F,T,F F,F,F,F,F,F F,F,F,F,F,F F,F,F,F,F,F

PublicServer F,F,F,F,F,F T,F,F,F,T,F F,F,T,T,F,T F,F,F,F,F,F T,T,T,F,F,T

RedHat F,F,F,F,F,F T,F,F,F,T,F F,F,T,T,F,T F,F,F,F,F,F T,T,T,F,F,T

Windows F,F,F,F,F,F T,F,F,F,T,F F,F,T,T,F,T F,F,F,F,F,F T,T,T,F,F,T

Fedora F,F,F,F,F,F T,F,F,F,T,F F,F,T,T,F,T F,F,F,F,F,F T,T,T,F,F,T

Among the ten generic exploits shown in Table 3,
the first eight generic exploits require a pair of hosts
and the last two generic exploits require only one host.
Therefore, there are 8 ∗ 5 ∗ 4 + 2 ∗ 4 = 168 exploits in
total, which the intruder can try. Each attack scenario
for the above network consists of a subset of these
exploits. For example, consider the following attack
scenario:

(1) iis r2 r(Intruder, PublicServer)

(2) squid ps(PublicServer, Fedora)

(3) licq r2u(PublicServer, Fedora)

(4) xterm u2 r(Fedora, Fedora)

The intruder first launches the iis r2r exploit to
gain root privilege on the PublicServer host. Then,
he uses the PublicServer host to launch a port scan
via the vulnerable Squid web proxy running on the
Fedora host. The scan discovers that it is possible to
gain user privilege on the Fedora host with launching
the licq r2u exploit. After that, a simple local buffer
overflow gives the intruder root privilege on the Fedora
host.

Table 5 gives some examples of countermeasures
for the exploits. The “*” in a field is a wildcard desig-
nator that matches every host. It is assumed that to

prevent the iis r2r and exchange r2u exploits, which
are launched against the PublicServer host, it is nec-
essary for the security analyst to set up a host-based
intrusion detection and prevention system on this host.
Accordingly, the cost of implementing this counter-
measure is considered very high. Preventing those ex-
ploits which are launched from the PublicServer host
against other internal hosts (except for the script r2u
exploits) is simply possible by changing the config-
uration of the second firewall, so the cost of imple-
menting the countermeasures for these exploits is con-
sidered low. Furthermore, to prevent the squid ps,
licq r2u, script r2u, ssh r2r, ftp rhosts, xterm u2r and
at u2r exploits, which are launched against the Red-
Hat, Windows and Fedora hosts, the security analyst
can patch the squid conf, licq ivv, ssh bof, scripting,
ftp vul, xterm bof and at bof vulnerabilities on these
hosts, respectively. The cost of implementing these
countermeasures is considered medium.

We assign weights 10, 30, 50, and 100 to the counter-
measures with low, medium, high and very high costs,
respectively. The above weights assigned to the coun-
termeasures can be adjusted according to the security
analyst’s experience.

The cost-sensitive attack graph for the above net-
work consists of 164 attack scenarios. Each attack
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Table 3. Exploit templates.

Exploit Preconditions Postconditions

iis r2r(hs, ht) iis bof (ht)

C (hs, ht, http)

plvl(hs) ≥ user
plvl(ht) < root

¬iis(ht)

plvl(ht) := root

exchange r2u(hs,

ht)

exchange ivv(ht)

C (hs, ht, smtp)

plvl(hs) ≥ user
plvl(ht) = none

plvl(ht) := user

squid ps(hs, ht) squid conf (ht)

¬scan
C (hs, ht, http)

plvl(hs) ≥ user

scan

licq r2u(hs, ht) licq ivv(ht)

scan
C (hs, ht, licq)

plvl(hs) ≥ user

plvl(ht) = none

plvl(ht) := user

script r2u(hs, ht) scripting(ht)
C (ht, hs, http)

plvl(hs) ≥ user

plvl(ht) = none

plvl(ht) := user

ssh r2r(hs, ht) ssh bof (ht)

C (hs, ht, ssh)

plvl(hs) ≥ user
plvl(ht) < root

¬ssh(ht)

plvl(ht) := root

ftp rhosts(hs, ht) ftp(ht)

wdir(ht)

fshell(ht)
¬T (ht, hs)

C (hs, ht, ftp)

plvl(hs) ≥ user

T (ht, hs)

rsh r2u(hs, ht) T (ht, hs)

C (hs, ht, rsh)

plvl(hs) ≥ user
plvl(ht) = none

plvl(ht) := user

xterm u2r(ht, ht) xterm bof (ht)

plvl(ht) = user

plvl(ht) := root

at u2r(ht, ht) at bof (ht)

plvl(ht) = user

plvl(ht) := root

scenario consists of between 4 to 9 exploits

Experimental Results

We applied GreedyCAG, presented in Section 6, for
minimization analysis of the above cost-sensitive at-
tack graph and found the following critical set of coun-
termeasures:

Mc = {block licq(PublicServer, Fedora),
patch scripting(Windows),
block ftp(PublicServer,RedHat),
block ftp(PublicServer, Fedora),
block ssh(PublicServer,RedHat)}

The weight of the above critical set of countermea-

Table 4. Description of generic exploits.

Exploit Description

iis r2r Buffer overflow vulnerability in the IIS web
server allows remote intruders to gain root

shell on the target network host

exchange r2u The OLE component in the Microsoft Ex-
change mail server does not properly val-

idate the lengths of messages for certain

OLE data, which allows remote intruders
to execute arbitrary code

squid ps The intruder can use a misconfigured Squid
web proxy to conduct unauthorized activi-
ties such as port scanning

licq r2u The intruder can send a specially crafted

URL to the LICQ client to execute arbitrary

commands on the target network host

script r2u Microsoft Internet Explorer allows remote
intruders to execute arbitrary code via

malformed Content-Type and Content-
Disposition header fields that cause the ap-
plication for the spoofed file type to pass

the file back to the operating system for
handling rather than raise an error message

ssh r2r Buffer overflow vulnerability in the SSH

server allows remote intruders to gain root
shell on the target network host

ftp rhosts Using FTP vulnerability, the intruder cre-
ates a .rhosts file in the FTP home directory,

creating a remote login trust relationship

between his network host and the target
network host

rsh r2u Using an existing remote login trust rela-

tionship between two hosts, the intruder
logs in from one machine to another, getting

a user shell without supplying a password

xterm u2r Buffer overflow vulnerability in the xterm

program allows local users to gain root shell
on the target network host

at u2r Buffer overflow vulnerability in the at pro-

gram allows local users to gain root shell

on the target network host

sures is 70. By implementing these countermeasures
the intruder cannot reach his goal using any attack
scenario.

We also applied SwarmCAG-TVVC, presented in
Section 7, for minimization analysis of the above cost-
sensitive attack graph and found the following critical
set of countermeasures:

Mc = {patch licq ivv(Fedora),
patch ftp vul(Fedora)}

The weight of the above critical set of countermeasures
is 60. It should be mentioned that the minimum weight
of the critical set of countermeasures for the above
cost-sensitive attack graph is also 60, so the critical

ISeCure



24 A PSO Algorithm for Minimization Analysis of Cost-Sensitive Attack Graphs — M. Abadi and S. Jalili

set of countermeasures found by SwarmCAG-TVVC
has the minimum weight.

The above experiment shows SwarmCAG-TVVC
can find a critical set of countermeasures with less
weight.

In the experiments of SwarmCAG-TVVC, the pa-
rameters c1 and c2 were set to 2, which are values
commonly used in the binary PSO literature. The
swarm size was set to m = 5 and the maximum num-
ber of iterations was set to tmax = 50. The initial and
final velocity clamping were set to Vmax(0) = 2 and
Vmax(tmax) = 4. The probability of the local search
was set to Pl = 0.90 and the starting time of the time-
varying velocity clamping was set to ttvvc = 25.

8.2 Large-ScaleCost-SensitiveAttackGraphs

Several factors can make attack graphs very large so
that finding a minimum critical set of countermeasures
becomes more difficult. An obvious factor is the size
of the network under analysis. Our society has become
increasingly dependent on networked computers and
the trend towards larger networks will continue. For
example, there are enterprises today consisting of tens
of thousands of hosts. Also, less secure networks clearly
have larger cost-sensitive attack graphs. Each network
host might have several exploitable vulnerabilities.

When considered across an enterprise, especially
given global internet connectivity, attack graphs be-
come potentially large [30].

In order to further evaluate the performance of
SwarmCAG-TVVC, we randomly generated 14 large-
scale cost-sensitive attack graphs, denoted by WAG1,
WAG2, ..., WAG14. For each cost-sensitive attack
graph, we considered different values for the cardinal-
ities of E, M , and S, where E is the set of exploits,
M is the set of countermeasures, and S is the set of
attack scenarios represented by the cost-sensitive at-
tack graph. With each exploit in E, between 1 to 3
countermeasures in M were associated. Each attack
scenario in S consisted of between 3 to 9 exploits in E.

We randomly assigned 10 different weights between
1 to 100 to the countermeasures in M .

Table 6 shows the cardinalities of the sets of ex-
ploits, countermeasures, and attack scenarios for each
generated large-scale cost-sensitive attack graph. It
also shows the average degree and the total weight of
the countermeasures.

Experimental Results

We first applied GreedyCAG, presented in Section 6,
and SwarmCAG-TVVC, presented in Section 7, for
minimization analysis of the large-scale cost-sensitive

attack graphs of Table 6. We then applied GenNAG
[2] for minimization analysis of the above large-scale
cost-sensitive attack graphs. It should be mentioned
that GenNAG is a genetic algorithm, presented in [2],
for minimization analysis of simple attack graphs. For
the sake of comparison, we slightly modified GenNAG,
so that it can be used for minimization analysis of
cost-sensitive attack graphs.

We performed 10 runs of SwarmCAG-TVVC and
10 runs of GenNAG with different random seeds and
reported the best, the average, and the standard de-
viation of the weights of critical sets of countermea-
sures obtained from these 10 runs. As shown in Table
7, SwarmCAG-TVVC outperforms GreedyCAG and
GenNAG.

In the experiments of SwarmCAG-TVVC, the pa-
rameters c1 and c2 were set to 2, which are values
commonly used in the binary PSO literature. The
swarm size was set to m = 20. The initial and fi-
nal velocity clamping were set to Vmax(0) = 2 and
Vmax(tmax) = 4. The probability of the local search
was set to Pl = 0.90 and the starting time of the time-
varying velocity clamping was set to ttvvc = 50. In the
experiments of GenNAG, the parameter settings were
similar to the parameter settings proposed in [2]. The
maximum number of iterations was set to tmax = 200
for all the above algorithms.

On average, the weight of a critical set of counter-
measures found by SwarmCAG-TVVC is 6.15 percent
less than the weight of a critical set of countermea-
sures found by GreedyCAG.

Figures 9 to 12 show the progress of the average
total weight of countermeasures corresponding to the
global best position of SwarmCAG and the best chro-
mosome of GenNAG in the experiments for minimiza-
tion analysis ofWAG4,WAG7,WAG13 andWAG14,
respectively. As the figures show, SwarmCAG-TVVC
performs better than GenNAG in terms of conver-
gence speed and accuracy.

8.3 Algorithm Parameters

We performed experiments to analyze the effect of
different settings of parameters on the performance
of SwarmCAG-TVVC.

TVVC

The effect of using the time-varying velocity clamp-
ing on the performance of the proposed algorithm is
analyzed by comparing the results of running the al-
gorithm with and without the TVVC. We call the pro-
posed algorithm without the TVVC as SwarmCAG.
It uses a fixed velocity clamping. We applied Swarm-
CAG for minimization analysis of the large-scale cost-
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Table 5. Examples of countermeasures.

Exploit Source Target Countermeasure Cost

iis r2r * PublicServer idps(PublicServer) very high

exchange r2u * PublicServer idps(PublicServer) very high

squid ps * Fedora patch squid conf (Fedora) medium

squid ps PublicServer Fedora block http(PublicServer, Fedora) low

licq r2u * Fedora patch licq ivv(Fedora) medium

licq r2u PublicServer Fedora block licq(PublicServer, Fedora) low

script r2u * Windows patch scripting(Windows) medium

ssh r2r * RedHat patch ssh bof (RedHat) medium

ssh r2r PublicServer RedHat block ssh(PublicServer, RedHat) low

ftp rhosts * Fedora patch ftp vul(Fedora) medium

ftp rhosts PublicServer Fedora block ftp(PublicServer, Fedora) low

rsh r2u PublicServer RedHat block rsh(PublicServer, RedHat) low

xterm u2r Fedora Fedora patch xterm bof (Fedora) medium

at u2r Fedora Fedora patch at bof (Fedora) medium

Table 6. Large-scale cost-sensitive attack graphs.

Cost-sensitive

Attack Graph

Cardinality of the

Set of Exploits

Cardinality of the Set

of Countermeasures

Cardinality of the Set

of Attack Scenarios

Average Degree of

Countermeasures

Total Weight of

Countermeasures

CAG1 200 177 2000 2.15 8837

CAG2 200 250 2000 1.58 12579

CAG3 400 338 4000 2.29 15803

CAG4 400 516 4000 1.58 24738

CAG5 400 346 6000 2.32 17513

CAG6 400 507 6000 1.53 26357

CAG7 600 516 6000 2.28 25785

CAG8 600 767 6000 1.53 38982

CAG9 600 513 8000 2.26 24618

CAG10 600 765 8000 1.58 37509

CAG11 800 693 8000 2.35 34279

CAG12 800 1009 8000 1.60 51047

CAG13 1000 873 10000 2.30 44708

CAG14 1000 1264 10000 1.57 64776
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Table 7. The weights of critical sets of countermeasures found by SwarmCAG-TVVC, GenNAG, and GreedyCAG.

Cost-sensitive

Attack Graph

SwarmCAG-TVVC GenNAG [2]
GreedyCAG

Best Average Std. Dev. Best Average Std. Dev.

CAG1 1003 1003.0 0.00 1003 1003.0 0.00 1033

CAG2 1488 1494.6 10.63 1488 1495.0 10.42 1621

CAG3 1867 1872.9 12.55 1867 1876.2 14.94 2051

CAG4 2433 2443.3 5.38 2441 2458.8 13.72 2670

CAG5 2334 2338.9 9.43 2334 2341.8 5.92 2533

CAG6 3295 3295.0 0.00 3295 3337.6 36.06 3514

CAG7 3175 3187.2 13.28 3175 3199.2 9.07 3375

CAG8 4066 4085.8 16.14 4076 4130.8 34.85 4317

CAG9 3537 3554.0 12.16 3529 3563.4 28.45 3666

CAG10 4308 4336.7 13.61 4308 4339.9 21.43 4738

CAG11 3779 3789.5 12.15 3771 3798.2 30.46 3955

CAG12 4951 4983.3 21.56 4974 5000.2 22.98 5236

CAG13 5469 5514.7 16.11 5519 5554.5 42.23 5872

CAG14 6968 7042.2 50.15 7017 7146 63.44 7553
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Figure 9. Comparison of the performance of SwarmCAG and
GenNAG for minimization analysis of CAG4.

sensitive attack graphs of Table 6. In the experiments
of SwarmCAG, the parameter settings were similar
to the parameter settings of SwarmCAG-TVVC in
Section 8.2, but with this difference that the velocity
clamping Vmax was set to a fixed value. Table 8 shows
the results of 10 runs of the SwarmCAG for different
settings of Vmax.

Figures 13 and 14 show the progress of the average
total weight of countermeasures corresponding to the
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Figure 10. Comparison of the performance of SwarmCAG
and GenNAG for minimization analysis of CAG7.

global best position of SwarmCAG and SwarmCAG-
TVVC in the experiments for minimization analysis
of WAG7 and WAG13, respectively. The total weight
of countermeasures corresponding to the global best
position is expected to be as small as possible. As
the figures show, SwarmCAG-TVVC significantly per-
forms better than the SwarmCAG and finds a critical
set of countermeasures with less weight.

Diversity is an important measure that may be used
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Table 8. The average weights of critical sets of countermeasures found by the SwarmCAG.

Cost-sensitive

Attack Graph

SwarmCAG

(Vmax = 1.5)

SwarmCAG

(Vmax = 2)

SwarmCAG

(Vmax = 4)

CAG1 1003.0 1003.9 1006.4

CAG2 1494.6 1502.3 1507.8

CAG3 1887.2 1879.5 1887.5

CAG4 2480.3 2453.1 2452.9

CAG5 2339.0 2338.0 2345.0

CAG6 3303.8 3295.0 3295.0

CAG7 3266.4 3201.8 3211.3

CAG8 4206.1 4117.2 4090.5

CAG9 3588.1 3560.7 3562.6

CAG10 4511.7 4368.4 4342.3

CAG11 3911.0 3818.1 3791.5

CAG12 5190.7 5015.6 4986.2

CAG13 5703.1 5531.1 5523.9

CAG14 7455.5 7209.5 7053.6
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Figure 11. Comparison of the performance of SwarmCAG
and GenNAG for minimization analysis of CAG13.

to describe the amount of exploration a PSO algo-
rithm still performs and to detect stagnation situa-
tions. Large diversity implies that a large area of the
search space can be explored. We used the diversity
measure in [17] to compare the amount of exploration
the SwarmCAG and SwarmCAG-TVVC perform.

Figures 15 and 16 show the progress of the average
diversity of SwarmCAG and SwarmCAG-TVVC in the
experiments for minimization analysis of WAG7 and
WAG13, respectively. Large average diversity implies
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Figure 12. Comparison of the performance of SwarmCAG
and GenNAG for minimization analysis of CAG14.

that an algorithm can explore a large area of the search
space.

As the figures 15 and 16 show, SwarmCAG with
Vmax = 1.5 or Vmax = 2 allows particles to explore the
search space, but they are not able to quickly converge
on a good solution. SwarmCAG with Vmax = 1.5
preserves a very large diversity during the running of
the algorithm, hence it performs similar to a random
search. SwarmCAG with Vmax = 4 allows particles
to exploit the search space, but they are not able
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Figure 13. Effect of the time-varying velocity clamping on

the performance of SwarmCAG-TVVC in the experiments for

minimization analysis of CAG7.
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Figure 14. Effect of the time-varying velocity clamping on

the performance of SwarmCAG-TVVC in the experiments for
minimization analysis of CAG13.

to effectively explore the search space. In contrast,
SwarmCAG-TVVC allows particles to explore the
search space in the initial iterations, and afterwards,
it allows particles to exploit the search space to refine
solutions. In fact, SwarmCAG-TVVC balances the
exploration and exploitation through proper setting
of velocity clamping.

Swarm Size

To analyze the effect of the swarm size on the perfor-
mance of SwarmCAG-TVVC, the algorithm was run
with the parameter settings from Section 8.2 but this
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Figure 15. Comparison of the average diversity of Swarm-

CAG-TVVC and SwarmCAG in the experiments for minimiza-

tion analysis of CAG7.
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Figure 16. Comparison of the average diversity of Swarm-
CAG-TVVC and SwarmCAG in the experiments for minimiza-

tion analysis of CAG13.

time with the swarm size set to 2 and 10, respectively.

Figures 17 and 18 show the effect of the swarm
size on the performance of SwarmCAG-TVVC in the
experiments for minimization analysis of WAG4 and
WAG7, respectively. As the figures show, when using
a very small number of particles, SwarmCAG-TVVC
shows a poor performance. This is because the fewer
the number of particles, the less the exploration ability
of the algorithm, and consequently the less informa-
tion about the search space is available to all particles.
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Figure 18. Effect of the swarm size on the performance

of SwarmCAG-TVVC in the experiments for minimization
analysis of CAG7.

Local Search Heuristic

The effect of using the local search heuristic on the per-
formance of SwarmCAG-TVVC is analyzed by com-
paring the results of running the algorithm with and
without the local search heuristic. Figures 19 and 20
show the effect of the local search heuristic on the per-
formance of SwarmCAG-TVVC in the experiments
for minimization analysis of WAG7 and WAG13, re-
spectively. As the figures show, during the running of
the algorithm, SwarmCAG-TVVC significantly per-
forms better than SwarmCAG-TVVC without the
local search heuristic.
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tion analysis of CAG7.

 

5480

5540

5600

5660

5720

5780

5840

5900

5960

6020

6080

6140

6200

6260

6320

6380

0 20 40 60 80 100 120 140 160 180 200

A
ve

ra
ge

  W
ei

gh
t 

Iteration    

SwarmCAG-TVVC

SwarmCAG-TVVC without LS

Figure 20. Effect of the local search heuristic on the perfor-
mance of SwarmCAG-TVVC in the experiments for minimiza-

tion analysis of CAG13.

9 Discussion and Conclusions

Each attack scenario is a sequence of exploits launched
by an intruder for a particular goal such as access
to a database or service disruption. The collection
of possible attack scenarios in a computer network
can be represented by a directed graph, called attack
graph. While it is currently possible to generate very
large and complex attack graphs, relatively little work
has been done to analyze them.

Sheyner et al. [6] and Jha et al. [15, 16] presented an
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approximation algorithm for minimization analysis of
simple attack graphs. The aim is to find a minimum
critical set of exploits so that by preventing them no
attack scenario is possible. Abadi and Jalili [2] pre-
sented a genetic algorithm GenNAG for minimization
analysis of simple attack graphs. In the above algo-
rithms, the cost of preventing exploits is considered
to be the same while in the real world, the cost of pre-
venting an exploit could be different from the cost of
preventing another exploit. For example, in order to
prevent an exploit, the security analyst may change
the firewall configuration, patch the vulnerability that
made this exploit possible, or deploy an intrusion de-
tection and prevention system. Noel et al. [11] and
Wang et al. [12] proposed a solution to automate the
task of hardening a network against attack scenarios.
They presented a procedure for choosing a minimum
cost solution, but it has an unavoidable exponential
worst-case complexity [12] and cannot be employed
in a large enterprise network.

In this paper, we considered cost-sensitive attack
graphs for network vulnerability analysis. In these
attack graphs, a weight is assigned to each counter-
measure to represent the cost of its implementation.
There may be multiple countermeasures with different
weights for preventing a single exploit. Also, a single
countermeasure may prevent multiple exploits. The
aim of minimization analysis of a cost-sensitive attack
graph is to find a critical set of countermeasures with
minimum weight whose implementation causes the
initial nodes and the goal nodes of the graph to be
completely disconnected. This problem is in fact a
constrained optimization problem in which the objec-
tive is to find a solution with minimum weight and
the constraint is that the solution must be critical.

We presented a binary PSO algorithm with a
time-varying velocity clamping, called SwarmCAG-
TVVC, for minimization analysis of cost-sensitive
attack graphs. SwarmCAG-TVVC extends the binary
PSO for minimization analysis of cost-sensitive at-
tack graphs by incorporating a time-varying velocity
clamping, a greedy repair algorithm, a redundant
countermeasure elimination algorithm, and a local
search heuristic. The greedy repair algorithm is used
to convert the constrained optimization problem
into an unconstrained one. The local search heuristic
is used to improve the overall performance of the
algorithm.

We reported the results of applying SwarmCAG-
TVVC for minimization analysis of several large-
scale cost-sensitive attack graphs. We also applied
GreedyCAG and GenNAG [2] for minimization anal-
ysis of the above large-scale cost-sensitive attack
graphs. The aim of presenting GreedyCAG was to

provide the possibility of comparing the performance
of SwarmCAG-TVVC with an approximation al-
gorithm for minimization analysis of cost-sensitive
attack graphs. GenNAG [2] is a genetic algorithm for
minimization analysis of simple attack graphs. For the
sake of comparison, we slightly modified GenNAG,
so that it can be used for minimization analysis of
cost-sensitive attack graphs.

On average, the weight of critical sets of exploits
found by SwarmCAG-TVVC was 6.15 percent less
than the weight of critical sets of exploits found by
GreedyCAG. Also, SwarmCAG-TVVC performed bet-
ter than GenNAG [2] in terms of convergence speed
and accuracy.

We performed experiments to analyze the effect
of TVVC, swarm size, and local search heuristic on
the performance of SwarmCAG-TVVC. The results
of experiments showed that SwarmCAG-TVVC can
effectively balance between the exploration and ex-
ploitation of the search space through proper setting
of velocity clamping. Also, SwarmCAG-TVVC sig-
nificantly performs better than SwarmCAG-TVVC
without the local search heuristic.
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